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Abstract—In this letter, we propose a deep-unfolding-based
framework (DUNet) to maximize the secrecy rate in reconfig-
urable intelligent surface (RIS) empowered multi-user wireless
networks. To tailor DUNet, first we relax the problem, decouple
it into beamforming and phase shift subproblems, and propose
an alternative optimization (AO) based solution for the relaxed
problem. Second, we apply Karush-Kuhn-Tucker (KKT) condi-
tions to obtain a closed-form solutions for the beamforming and
the phase shift. Using deep-unfolding mechanism, we transform
the closed-form solutions into a deep learning model (i.e., DUNet)
that achieves a comparable performance to that of AO in terms
of accuracy and about 25.6 times faster.

Index Terms—Reconfigurable intelligent surface (RIS), beam-
forming, phase shift, secrecy rate, deep-unfolding.

I. INTRODUCTION

o provide coverage to the inaccessible spots and enhancing

the connectivity in the sixth generation (6G) networks,
reconfigurable intelligent surfaces (RISs) can be used to es-
tablish line-of-sight (LoS) links [1]-[3]]. Due to its passive
nature, RIS are energy-efficient and flexible for installation
[4]. However, RIS-assisted communications entail security
issues due to the passive eavesdroppers which require secrecy-
aware designs as well as difficulties in acquiring channel state
information (CSI) [5]]. Besides, RIS-assisted communications
are complex and often associated with highly nonconvex
problems [5]]. Different studies investigated some of these
problems [6], [[7]. However, the proposed solutions in these
studies are iterative, slow, and may not meet the targets of the
six generation (6G) networks in terms of real-time inference.
Recently, deep learning approaches have been widely used
to handle different problems in wireless systems [_8]—[10].
Some studies considered deep learning to design solutions for
RIS-assisted networks [[11]], [[13]. Most of the studies in the
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literature have considered data-driven deep learning models
which require large data set for training. Hence, to decrease
the required amount of data while achieving near optimal
performance, deep-unfolding mechanism can be used to design
highly efficient models.

In this work, we propose a deep-unfolding based framework
(DUNet) to optimize the secrecy rate in multiuser RIS-assisted
communication. We formulate the optimization problem as
a secrecy rate maximization and propose a solution for the
relaxed version of the problem. Next, we apply the optimality
conditions to design DUNet based on the closed-form expres-
sion of the beamforming and the phase shift. The proposed
deep learning model achieves performance comparable to that
of the numerical solution and about 25.6 times faster.

II. SystEm MobpeEL AND PrRoBLEM FORMULATION
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Fig. 1. RIS-empowered multiuser network.

We consider a downlink multiuser RIS network as shown in
Fig. [l where we have a base station (BS) and communicates
with K legitimate users while E ground eavesdroppers are
attempting to wiretap K communications. The BS, legitimate
users, and eavesdroppers are equipped multiple antennas de-
noted as Np, Nk, and Ng formulating uniform linear arrays
(ULA). The RIS is equipped with J elements. The coordinates
of UAV, legitimate user k, eavesdropper e, and the RIS are
respectively given as Cp = (xB,yB,HB)T, C, = (xk,yk)T,
C. = (xe,y.)", and Cg = (xg,yr. 28)" -

Assuming that the LoS link is blocked and the received
signals at the users are scattering components. Hence, using
Rayleigh fading model, the channel modelling between the BS

and k and e is given as
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where p is the channel power gain at the reference distance
dy = 1 m, dg; = V||ICpg—Cill,i € {k,e,R} is the distance
between the BS and the users, and a and « are the pathloss
exponents. Rp; is the Rician factor between the BS and
users. ﬁgfgos,i € {k,e,R} are assumed to be independent and
identically distributed variables following circularly symmet-
ric complex Gaussian distribution with zero mean and unit
variance. fléf’ks and flé?es are given as follows

1.LoS T
h Uk = aNBaNk’ (4)
i.LoS T
hy =ay ay,, (5)

where
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where dp,d;, and d, are the antenna elements separation
distance for the case of BS, legitimate user k , and eavesdrop-
per e, respectively. {p; and wp; are the azimuth and elevation
angles of departure. 5; and ¢p; represent are the azimuth and
elevation angles of arrival. The LoS channel between the %7
is given as follows

his = alay,, (6)

The array responses a; and ay, are defined as

2
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where d, and d; represent RIS elements separation distance
along x-axis and z-axis, respectively. J, and J, are the RIS
elements along the x-axis and z-axis, respectively. sin ¢ cos ¢ =
=% and cos¢ = HBTZR with ¢ and ¢ respectively represent
the azimuth angle of arrival and the elevation angle of arrival.
A is the wavelength. 6 is the angle of departure. The channels
between the users and the RIS contain both LoS and NLoS.
Using Rician channel modeling, these channels are given as

R,i LoS NLoS .
€ {k,
P R’(\/R 0 \/RR, = ] )

€))

where dg; is the distance between the RIS and the user i and
k is the pathloss exponent. hNi(’S € C/*Nx and hiyLoS € CPNVe
respectively denote the NLoS link between the RIS and the
user, RIS and the eavesdropper, which are modeled as complex
Gaussian distributed with zero mean and unit variance. ﬁ’é?is
is the LoS link between the user and the RIS can be expressed
as

ﬁ]Lef)iS — [1 exp( 27 —d, (J, — 1)sin¢; cos 501)}
2 (10)
®[1 exp( —d. (J: - 1)005‘15!)}

where ¢; and ¢; respectively represent the azimuth angle of
arrival and the elevation angle of arrival of the RIS and the
user link. The transmit signal at the BS can be expressed as

Y

where W = [w{,W,, ..., wg]| with w; € CV#Nx is the precoding

matrix, s is the information signal with E(sksf) =1Iy,, and v

is the artificial noise vector due to the hardware imperfections
K

where v ~ CN |0, vdiag {Z ww | and v € [0,1] is the
i=1

proportionality coefficient to characterize the hardware impair-

ments. Let @ = diag(exp (jw1),..,exp (jwm), ..., exp (jwy))

with w,, represents the phase shift of the element m. The

received signal can be given as

x=Ws+yv,

dk= (hll;l,k + hnghB,R) (wksk + V)

+ (hll;l,k + hnghB’R) Z Wij‘i‘Zk
JjeK/k

(12)

where 7 ~ CN(0,071y,) is the additive white Gaussian
noise (AWGN). Similarly, the signal of the eavesdropper e
can be expressed as d, = (hg’e+hge®h3,R) (Wi +V) +
(i, + b Ohgr) 3 wisj+z, with z, ~ CN (0,020y, ). Let
the estimated casjceall((/ilz:d channel matrix for the user k be
denoted as Gy = [g1,...8y,] € CNoNs/_ with gy, =
[ng’NK,...,gI{,B!NK]T denotes the estimated cascaded channel

vector at the receiving antenna Nk. The received signal in
(T2) can be rewritten for the case of the user k as follows

d; = (h, + G®17) (wisi + V)

+(hf, + G001 WS i+Zk,
(B,k k F)je%k JSiT 4k

13)

T
where 17 = [IIT,...,IﬁB] with where the elements of the
column Np are ones and all other columns are zeros. Thus,
G®1; € NexXNs_ The signal-to-interference-plus-noise ratio

(SINR) vy is given as below
(h%, + Gi015) wk|2
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where Uy is the signal distortion due to the hardware imper-
fections and given as

Ui= (b, + GLOLr) (uwiew) + (1 + ) udiag (wewy )
x ((Gr®1r)" + hpy)

The hardware imperfections have impact on the interference
and the noise levels as it can be seen in the first and third
terms in the denominator of ;.

Similarly, we can define the SINR for the eavesdropper e

(b, + G.01,) w|

Ye = b
z (0%, + G.®1)w| (1 +v) vdiag (w;w))
Jje
+0, + (1 +v) o2
15)
where U, is the signal distortion due to the hardware imper-
fections and given as

Ue= (b}, + G.O17) (uwiw)’ + (1 + v) vdiag (wewy )
X ((G.®15)" +hg,)

Channel state information (CSI) of the eavesdropper cannot
be obtained. Therefore, using estimated channel error, we can
define the channel coefficients of the eavesdropper as

hB,e = hB,e + AhB,e’

G, =G, +AG,, (16)

where Ahg, = t,10c,1 ~ CN (0, 10, 1In,xn;) and AG, = 1,285 ~
CN (0, te2Xn xn;)- teq and t,» are constants measuring the
level of channel uncertainties. The achievable rates is defined
as follows

ri = log, (1 +y) 17
and
re =log, (1 +.) (18)
The secrecy rate is defined as
R =r—r. (19)

We aim at maximizing the secrecy rate through optimizing the
beamforming and the phase shift. The optimization problem
is formulated as follows

SecC
max DR 20
ke
K
s.t. Z wil? < Pg, (20a)
k=1
llwgll* > 0, (20b)
Ty = &, (20c¢)
max r, <&, (20d)
Ahg ., AG,
lexp (jwm)| = 1. (20e)

Constraint (20a) is the power budget constraint with Pg
represents the total transmit power. Constraints and (20d)
are the secrecy constraints which ensures that the rate of
the legitimate user is above the limit & and the rate of the
eavesdropper is below the limit g,; where 0 < & < &.

Since constraints and (20d) represent lower and upper
bounds, problem (20) is nonconvex. In the following sections,
we provide a traditional solution for problem (20) and based
on this solution, we design a deep learning framework using
deep unfolding techniques.

III. ArterNATIVE OPTIMIZATION (AO) METHOD

To facilitate derivation, we follow the semi-definite relax-
ation (SDR) procedure in [[15] to reformulate the problem in

(20) as
max R3¢
nay ZW : @
s.t. D Tr(Qu) < P, (21a)
ke
Qi = 0, (21b)
Tk = &k, 21c)
max r, < &, (21d)
Ahg, AG,
lexp (jwn)| = 1, (2le)
Rank (Qy) = 1. 21f)

Constraint still intractable, we apply Bernstein-Type
inequality [14] to transform (21d). Towards this, we define the
slack variables n, a, and b. Thus, constraint(lﬂ__d]) can rewritten
as

o ®,g, + 2Re (B} + 2 <0

e

(22)
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with A = (©15) (@17)". Then, using Bernstein-Type inequal-
ity, we can express (21d) as in the following

Tr(®,) — V2In(1/n) —=In(1/m)b+ ¢ <0,
vec (®,)

V2B |
I+ ®, >0,b >0,

<aq, (23)

Based on the above procedure, the optimization problem in
(21) can be approximated as

Sec
qax DR @
kekK
s.t. (2Ta), @T0), @21), @Te), €T, @3),
b >0, (24a)

The optimization problem can be divided into beamforming
subproblem and phase shift subproblem. The two subproblems
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Fig. 2. Structure of the proposed DUNet.

can be jointly solved. The beamforming subproblem is given
as below

max RE*¢
ax ) R

ke
st (2Ia), 2Ib), @Id), 1), 24a).
(2, +2,) Tr@) - V2In (/)

@5

(25a)
—In(l/m)b+¢ <0,
(t?l +02 2]) vec (Q)
; A A H <a, (25b)
2(2, +2,0)0 (hB,e +(G.015) ) 2
bl + (2, +2,7)Q 20, (25¢)
Using SDR [[16] and the techniques in [[14]], the convex

problem (25) can be efficiently handled using CVX. The phase
shift subproblem is given as follows

Z RZCC

ke
s.t. 21¢), 23),

Similarly, problem (26)) is convex and can be tackled using the
same procedure as in the case of the beamforming subproblem.
Algorithm 1 illustrates the main steps of solving (20).

max
A,a,b

(KIS

(26a)

Algorithm 1 AO for solving problem (20)

Initialization: Q©, @, 1,1, t,2, a©, 8, v, n, &, ., 7 =0,

and €
1: while | X} RZ"'C(T) - Rzec(‘r— 1) > e do
keK keK
T=7+1

3. Solve (26) to obtain ®™, a@, and b@ with QY,
@(T—l)’ a™D and BT,

4: U(p)date Q;{T) by solving (23) with QV, @@, a® and
b T

5: end while

IV. DEeep-UNFOLDING BASED FRAMEWORK (DUNET)

In this section, we discuss the details of the proposed deep-
unfolding-based framework (DUNet). The proposed DUNet
utilizes the proposed solution AO as grounds and convert it via
deep-unfolding into a multilayer neural network [17]. Below,
we go through the procedure of obtaining the closed-form
expressions while considering the rank of the solution for the

beamforming and the unit-modulus constrain for the case of

the phase shift. The architecture of the proposed is illustrated
in Fig. [

The numerical solution in Section III can obtain the opti-
mal solution by performing eigenvalue decomposition if the
obtain solution admits Rank-one. However, the occurrence of
Rank (Q,*) > 1 is possible. Hence, the proposed DUNet is
designed in such a way to convey a solution that admits Rank-
one.

We can employ the tightness of the relaxed problems (23)
and (26) to design the proposed DUNet. To show that the
problems are convex with respect to the optimization variables
and satisfy slater’s qualifications, Karush-Kuhn-Tucker (KKT)
conditions are necessary and sufficient conditions [16]] for
the solution of the problems. We construct the following
Lagrangian function

L= Z R +u (PB - Z Tr (Qk)) = Tr (ExQu)
keK keK
=Tr (CzDC] ) —Tr (CZDCZ)

~Tr(C3D¢,) - Tr(AT) + ¢

27)

where D¢,,Dc,, and Dg,, are the set of Lagrange multipliers
associated with (232), (25b), and with A* representing
the optimal solution of (26). ¢ represents the set of variables
associated with other constraints. The KKT conditions are
given as

VoL =0,V4L =0, (28a)

g >0,B}. 1", D, . D, D, Dy, >0, (28b)
EQ; =0, (28¢)

A" =0, (28d)

Applying KKT conditions yields the following closed-form

expression
+

+S| , (29)

1
ko
a [EZ -
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A =
( 2(1 +v) (0',.2 - gg)[ _je%/k T ((ﬁgk * Gk@lp) Q; ((1 + v) vdiag (Qj)) (ﬁak + (GkG)lF)H)) ] J
+(vQ; + (1 +v) diag (Q}))
where
==4]1+ (ﬁﬁk+Gk®1p)Q,’;(ﬁB,k+(Gk®1F)”)

It can be observed that D*, I*,N, and S* are semi-definite and
Rank (S*) = N X Nx whereas Rank () = Np X Nx or N X
Nk —1. Hence, we choose Rank (E*) = NgXNg—1 to guarantee
that Q; lies in the null space of E; and thus Rank (Q’,:) =1.
With similar analysis, we obtain the closed-form expression
for A as in (30) on top of next page.

where Rank (7*) = J X Nx — 1 to guarantee that A* lies in
null space of T*, and thus Rank (A*) = 1. Using the solution
in (29) and (30), we build the basic layer of DUNet as in
Fig. 2] To decrease the number of layer while enhancing the
accuracy, we use the incremental learning mechanism in [18]]
to train DUNet.

V. SmuLATiON RESULTS

The default number of legitimate users is set to 8 and the
number of eavesdroppers is set to 4; unless stated otherwise.
In all cases, the users are divided into number of groups equal
to the number of the eavesdroppers. For example, 8§ legitimate
users are divided in 4 groups where each eavesdropper wiretap
two a group. BS is equipped with four antennas while all
users are equipped with two antennas for each. xk = @ = 3.2,
dy=d, = A/4, dg = 1/2, and R = 4. Noise power is set to -80
dBm, and € = 0.001.
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Fig. 3. Secrecy rate versus Pg.

From Fig. 3] we can observe that the proposed DUNet
achieves similar performance to that of AO in terms of secrecy
rate for different values of the BS power Pp. Increasing the
value of ¢ and v decreases the secrecy because higher power

Dy, (vec (1 +v)Q; - vec (I +v) vdiag (Q;)) + D, (2, (Q®1)))
+D, (vec (2, (Q® 1)) + D, (2,vec! (QG Iy, )) + 1

consumption is required to compensate the signal loss due to
hardware impairments and channel errors. Additionally, the
prediction accuracy of the proposed DUNet is impacted by
the levels of signal distortion and channel errors due to the
statistical nature of these parameters. Nevertheless, DUNet
achieves 99.61% performance of AO and as it will be shown
in Fig. [f] DUNet is drastically faster compared to AO.

—©—A0v=0.0
—&—DUNetv=0.0 |

Secrecy rate (bit/s/Hz)

—&— A0 v=0.04
DUNet v=0.04 | |
AO©v=008 ||

—8— DUNet v =0.08
AOv=012 ||

—&—DUNet v =0.12

10 15 20 25 30 35 40 45 50 55
Number of RIS elements ( J)

Fig. 4. Achievable secrecy rate versus RIS elements.

Fig. [] illustrates the performance comparison between AO
and DUNet for under the impact of hardware level v and for
different number RIS elements. K = 12,E = 4, and Pg =
30 dBm. The secrecy rate increases with the increase of the
number of RIS elements and that is because the signal from
RIS becomes dominant and a wider margin to perform secure
phase shift optimization is obtained. Moreover, the increasing
of v leads to decreasing in the secrecy rate due to the need
for higher power to compensate. DUNet still robust the drastic
increase of v and has closer performance to that of AO.

Fixing the ¢, at 1, we plot the secrecy rate versus the rate
threshold &; while considering the impact of number of anten-
nas, the number of RIS elements, and the channel uncertainty.
This is depicted in Fig /] v = 0.02,K = 12, and E = 4.
The value of g, determines the secrecy and confidentiality of
the message of the user k. We can observe from the figure
that the increase of g; leads to the decreasing of the secrecy
rate and that is because the increase in the gap &; — &, incurs
more power consumption the meet the secrecy constraints. The
increasing of Ny and J leads better performance by improving
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the channel gain, enhancing the signal strength, and providing
margin to optimize the beamforming and phase shift. The
performance gap between the AO and DUNet increases for
higher &;. Increasing the number of layers may decrease this
gap but may also lead higher running time.

25 T T T

@
T

Running time (ms)
>

S}
T

K=8, E=2 K=12, E=4 K=16, E=6

Fig. 6. Running time of frameworks versus problem size.

To compare the performance of AO and DUNet in terms of
running time, we plot the results for different number of users
while fixing all other parameters as shown in Fig. [f] It is very
obvious from the figure that the increasing of the problem size
(i.e., K and E ) leads to drastic increase of the running time in
case of AO. On the other side, the impact of the increasing of
the problem size is marginal for the case of DUNet. This leads
to the conclusion that the proposed DUNet is more suitable
for real-time application compared with AO.

VI. CoNCLUSION

In this letter, we proposed a design of a deep-unfolding
based framework to handle the beamforming and the phase
shift in RIS-empowered secure multi-user communication.
First, we formulated a secrecy rate maximization problem;
then, we relaxed the problem and designed AO solution.
Second, we applied KKT conditions to obtain closed-form
solutions for the beamforming and the phase shift. Finally,
we transformed the closed-form solutions into deep learning
model using deep unfolding mechanism. The proposed DUNet

achieves better performance than AO in terms of inference
speed and closer to AO in terms of accuracy.
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