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Abstract

This paper investigates privacy issues in distributed resource allocation over directed networks, where each agent holds a
private cost function and optimizes its decision subject to a global coupling constraint through local interaction with other
agents. Conventional methods for resource allocation over directed networks require all agents to transmit their original
data to neighbors, which poses the risk of disclosing sensitive and private information. To address this issue, we propose an
algorithm called differentially private dual gradient tracking (DP-DGT) for distributed resource allocation, which obfuscates
the exchanged messages using independent Laplacian noise. Our algorithm ensures that the agents’ decisions converge to a
neighborhood of the optimal solution almost surely. Furthermore, without the assumption of bounded gradients, we prove
that the cumulative differential privacy loss under the proposed algorithm is finite even when the number of iterations goes
to infinity. To the best of our knowledge, we are the first to simultaneously achieve these two goals in distributed resource
allocation problems over directed networks. Finally, numerical simulations on economic dispatch problems within the IEEE

14-bus system illustrate the effectiveness of our proposed algorithm.
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1 Introduction

Resource allocation (RA) problems have been crucial in
various fields like smart grids [1] and wireless sensor net-
works [2], involving collaborative optimization of agents’
objective functions while satisfying global and local con-
straints. Centralized approaches face drawbacks like sin-
gle point failures, high communication demands, and
substantial computational costs [3,4], prompting the rise
of distributed frameworks reliant on interactions among
neighboring agents.

The primary challenge in distributed resource allocation
(DRA) is managing global resource constraints that cou-
ple all agents’ decisions. Zhang and Chow [5] devised a
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leader-follower consensus algorithm for quadratic objec-
tives. To relax the assumption on the quadratic form of
cost functions, Yi et al. [6] developed a primal-dual al-
gorithm. These studies focused on undirected networks
with doubly stochastic information mixing matrix, but
bidirectional information flows may waste communica-
tion costs and not be present due to the heterogeneous
communication power of sensors. To address this, Yang
et al. [1] proposed a distributed algorithm for unbal-
anced directed networks using the gradient push-sum
method, but involved an additional procedure for agents
to asymptotically calculate the eigenvector of the weight
matrix. In a subsequent study, Zhang et al. [7] leveraged
the dual relationship between DRA and distributed op-
timization (DO) problems, exploring the push-pull tech-
nique for explicit convergence rate determination.

However, the above literature assumes secure transmis-
sion of raw information, but the distributed nature of
cyber-physical systems raises privacy concerns. Mes-
sages exchanged between agents are vulnerable to in-
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terception by attackers, risking the theft or inference
of sensitive data. For instance, in economic dispatch
problems over smart grids, transmitted messages may
reveal private user patterns or financial status, pos-
ing security threats. Therefore, it is vital to develop
privacy-preserving algorithms for distributed resource
allocation. While encryption is a classical method to
prevent eavesdropping [8], it may not be feasible for
large-scale distributed agents with limited battery ca-
pacity. Differential privacy (DP) has gained attention
for its rigorous mathematical formulation and privacy
assurance in statistical databases [9].

For unconstrained DO problems, some studies have re-
cently developed differentially private algorithms over
directed networks. Chen et al. [10] incorporated state-
decomposition and constant noise for privacy-preserving
DO. However, it only preserves privacy per iterations
and thus the cumulative privacy loss increases to infin-
ity over time. Additionally, their convergence and pri-
vacy analysis relied on the boundedness of the gradi-
ent, which is impractical in many applications such as
the distributed economic dispatch with commonly used
quadratic cost functions. Wang et al. [11] relaxed the
bounded gradient assumption and ensured the e-DP over
infinite iterations, but they require that the adjacency
gradients should be the same near the optimal point.
Huang et al. [12] have shown that the gradient tracking-
based algorithm cannot reach e-DP when the stepsizes
chosen are not summable under Laplacian noise. These
works all assume that the cost functions are strongly
convex or convex and ignore potential global constraints.
For DRA with global coupling constraints, Han et al. [13]
achieved DP for constraints by adding noise to public
signals, but this requires an extra entity for information
collection and broadcasting. Ding et al. [14] and Wu et
al. [15] preserved the privacy of cost functions for dis-
tributed resource allocation, but these works are limited
to undirected networks. To the best of our knowledge,
there is no work deal with differentially private DRA
over directed networks.

Motivation by the aforementioned observations, our
work focuses on providing DP for DRA over di-
rected graphs. We focus on the privacy guarantee
for d-adjacent distributed resource allocation prob-
lems (Definition 2), which relaxes the assumption of
bounded gradients. To deal with the global coupling
constraints, we focus on the dual counterpart of DRA.
However, despite the dual relationship between DO and
DRA as well as the mentioned advanced private DO al-
gorithms over directed works, it is noteworthy that the
dual objective function related to distributed resource
allocation is not always strongly convex. Therefore, the
analysis methods in [10,12] cannot be used in our work.
Therefore, we analyze the convergence of gradient-
tracking with noisy shared information, even for non-
conver objectives, which significantly extends the anal-
ysis in previous studies [10-12]. We derive conditions for

the step size and noise to ensure convergence and e-DP
over infinite iterations simultaneously. We present in
Table 1 a comparison of some the most relevant works.
In summary, our main contributions are as follows:

1) We propose a differentially private dual gradi-
ent tracking algorithm, abbreviated as DP-DGT
(Algorithm 1), to address privacy issues in DRA
over directed networks. Our algorithm masks the
transmitted messages in networks with Laplacian
noise and does not rely on any extra central authority.

2) With the derived sufficient conditions, we prove that
the DP-DGT algorithm converges to a neighborhood
of the optimal solution (Theorem 2) by showing the
convergence of the dual variable even for non-convex
objectives (Theorem 1). This theoretical analy-
sis nontrivially extends existing works on gradient
tracking with information-sharing noise for convex or
strongly convex objectives [10-12].

3) We specify the mathematical expression of privacy
loss € under the DP-DGT (Theorem 3) and demon-
strate that the DP-DGT algorithm preserves DP for
each individual agent’s cost function even over infi-
nite iterations (Corollary 2). To our best knowledge,
previous studies have only reported differential pri-
vacy results for DRA in undirected networks [14, 15].
Moreover, our analysis relaxes the gradient assump-
tion used in [10,11].

The remainder of this paper is organized as follows.
Preliminaries and the problem formulation of privacy-
preserving DRA over directed networks are provided in
Section 2. A differentially private distributed dual gradi-
ent tracking algorithm with robust push-pull is proposed
in Section 3. Then, details on the convergence analysis
are presented in Section 4, followed by a rigorous proof of
e-DP over infinite iterations in Section 5. Numerical sim-
ulations are presented to illustrate the obtained results
in Section 6. Finally, conclusions and future research di-
rections are discussed in Section 7.

Notations: Let RP and RP*? represent the set of p-
dimensional vectors and p x g-dimensional matrices, re-
spectively. The notation 1, € R? denotes a vector with
all elements equal to one, and I, € RP*? represents a
p X p-dimensional identity matrix. We use || - ||2 or || - || to
denote the ¢5-norm of vectors and the induced 2-norm
for matrices. We use P(A) to represent the probability
of an event A, and E[x] to be the expected value of a
random variable z. The notation Lap(f) denotes the
Laplace distribution with probability density function

fr(z)8) = %e#, where 6 > 0. If z ~ Lap(#), we have
E[z?] = 202 and E[z] = 0.

Graph Theory: A directed graph is denoted as G =
(N, &), where N = {1,2,..., N} is the set of nodes and
E C N x N is the edge set consisting of ordered pairs of
nodes. Given a nonnegative matrix A = [a;;] € RV*N



Table 1
A Comparison of Some Related Decentralized Algorithms.

Problem Network Graph Gradient Assumption DP Consideration
[7] DRA Directed No assumption X
. Adjacent gradients should be the e-DP over infinite
[14,15] DRA Undirected same in the horizontal position iterations
[10] DO (strongly Directed The gradient is uniformly bounded The gradient is
convex) uniformly bounded
1] DO (convex) Directed The adjacent gradients are the same e-DP over infinite
near the optimal point iterations
[12] DO (strongly Directed The distance between adjacent e-DP over infinite
convex) gradients is bounded iterations
Our . The distance between adjacent e-DP over infinite
work DRA Directed gradients is bounded iterations

the directed graph induced by A is referred to as Ga =
(N,Ea), where the directed edge (4, ) from node j to
node i exists, i.e., (i,j) € Ea if and only if a;; > 0. For
a node 7 € N, its in-neighbor set N}{‘l is defined as the
collection of all individual nodes from which ¢ can ac-
tively and reliably pull data in graph Ga. Similarly, its
out-neighbor set Xuf is defined as the collection of all
individual agents that can passively and reliably receive
data from node 1.

2 Preliminaries and Problem Statement

In this section, we will provide some preliminaries and
problem formulations. First, we introduce the problem
of RA over networks, along with its dual counterpart in
network settings. Next, we discuss the class of algorithms
we will be considering and provide an overview of the
messages that are communicated. We then highlight the
potential privacy concerns in traditional algorithms and
introduce concepts related to DP. Finally, we formulate
the problems that will be addressed in this work.

2.1 Resource Allocations over Networks

We consider a network of N agents that interact on a
directed graph G to collaboratively address a RA prob-
lem. Each agent ¢ possesses a local private cost function
F; : R™ — R. Their goal is to solve the following re-
source allocation problem using a distributed algorithm
over G:

N
Jduin o F(w) ; (ws)
s.t. ZwiZZdi, w; € W, VZ.G./\/',
i=1 =1

where w; € R™ represents the local decision of agent i,
indicating the resource allocated to the agent, W; C R™

refers to the local closed and convex constraint set, w =
[wy, ..., wx]T € RY*™ and d; denotes the local private

resource demand of agent i. Let d = Zf;l d;, and thus

Zilil w; = d represents the overall balance between sup-
ply and demand, indicating the coupling among agents.

Throughout the paper, we make the following assump-
tions:

Assumption 1 (Strong convexity and Slater’s condi-
tion):

1) The local cost function F; is u-strongly convex for
all i € N, i.e., for any w,w' € R™, |VF;(w) —
VE )| > plw ]

2) There exists at least one point in the relative inte-
rior W that can satisfy the power balance constraint

25111”1 = vazl d;, where W =W, x --- x Wy

Assumption 1 ensures strong duality between prob-
lem (1) and its dual counterpart, enabling us to deal
with the coupling constraint based on its dual problem.

2.2 Dual Problem

Let us introduce the class of DRA algorithms we are con-
sidering in this paper. To handle the global constraint,
we begin by formulating the dual problem of (1). The
Lagrange function of (1) is given by

N

N N
Liw,z) =Y Fw)+a" (Z wi — di> . (2
=1 =1

i=1

where x € R™ represents the dual variable. Thus, the
dual problem of (1) can be expressed by

inf :
S L) ©



The objective function in (3) can be written as

igf L(w,x)
N N N
= Hel%iv {Z Fi(w;) + 2" (sz - ZCh) }
w i=1 i=1 i=1
N N
. T T
:;w32£v7 (Fi(wi) +x w,) - ;di
N N
= Z —Ff(—z) — 2T Z di,
i=1 i=1
where
Fr(z) = sup (xTwi — Fl(wl)) (4)

w; EW;
corresponds to the convex conjugate function for the pair
(F;, W;) [16]. Consequently, the dual problem (3) can be
formulated as the subsequent DO problem

N
min f(z) = Zfz(a:), where f;(z) £ F/(—x) 4+ 27 d;.
i=1

xeR’nL

(5)
According to the Fenchel duality between strong con-
vexity and the Lipschitz continuous gradient [17,18], the
strong convexity of F; indicates the differentiability of
F?* with Lipschitz continuous gradients, and the supre-
mum in (4) can be attained. Danskin’s theorem states
that VF(z) = argmax{zTw — F;(w)} [16], providing

weW;

the gradient of F;". Therefore, we have

Vfi(z) = ~VE (—2) + d;

= —argmin { Fj(w) + 27w} + d;. (6)
weEW;

We find that the dual gradient V f;(x) captures the lo-
cal deviation or mismatch between resource supply and
demand, i.e., w; — d;, in some sense.

If Assumption 1 holds, we observe the strong duality be-
tween the dual DO problem (3) and the primal DRA
problem (1). This equivalence is captured through F* =
— f* and the optimal solution z* of (3) satisfies F* (w})+
Fr(—2*) = —2*Tw}. As a result, if the proposed algo-
rithm can drive the dual variable in (5) to the optimal
one, it equivalently steers w to the optimal solution w*
in (1). Hence, our algorithmic focus can be directed to-
wards solving (5), the standard DO problem.

2.3 Communication Networks and Information Flows

Gradient-tracking with push-pull [19] is one of the DO al-
gorithms that enable agents to solve optimization prob-
lems in directed networks, particularly for those unbal-
anced networks lacking doubly stochastic weight matri-
ces. Solving the dual counterpart (5) using this algo-
rithm allows agents to obtain the optimal solution for

@ pull W; @ push Cy;z; @

Wik

Fig. 1. Information flows of agent ¢ under algorithm A.

the DRA problem (1) over G. Specifically, agent ¢ main-
tains a local estimate of the dual variable x and a lo-
cal estimate of the global constraint deviation at itera-
tion k, denoted as w; ,, and z; j, respectively. These two
local variables are shared using two different communi-
cation networks, Gr and Gcr, respectively. These two
networks are induced by matrices R = [R;;] € RV*N
and C = [C;;] € RV*N  respectively, where R;; > 0 for
any j € J\/}{lz and Cy; > 0 for any i € Ng". We call
this special class of algorithms DRA with dual gradient
tracking, denoted as A. A representative form of A that
we consider in this paper is as follows [7]:

N
Wi 1 = Z Rijwjk + Brzik, (7a)
j=1
Wj k41 = arg min {F,(w) - wfk+1w} , (7b)
weW;
N
Zikt1l = Z Cijzj,k - L(wi,kJrl - wi,k)a (7C)
=1

where B, > 0 and ¢ > 0 are the step sizes. Fig. 1
illustrates the information flows under algorithm A
over the communication network. At each iteration,
agent ¢ pushes Cj;z;; to each out-neighboring agent
I € Ng%, pulls the dual variable estimate w; from
its in-neighboring agent j € Nf{"i, and updates its
privately-owned primal optimization variable wj j.

We impose the following assumptions on the communi-
cation graphs:

Assumption 2 The graphs Gr and Gor each contains
at least one spanning tree. Moreover, there exists at least
one node that is a root of a spanning tree for both Ggr and

Gor.

Assumption 3 The matriz R is row-stochastic and C
is column-stochastic, i.e., R1 =1 and 17C = 17.

Assumption 2 is less restrictive than previous works such
as [20,21], as it does not necessitate a strongly connected
directed graph. This allows more flexibility in graph de-
sign. However, directly transmitting @; , and Cj;z;  in
the network will pose privacy concerns, which we will
discuss in the next subsection.

2.4 Differential Privacy

In deterministic optimization problems, given a spe-
cific initialization and topology, the generated data and



decisions are uniquely determined by the cost func-
tion of each agent. Therefore, in insecure networks,
agents should protect the privacy of their cost functions
against eavesdroppers while calculating the optimal so-
lution to (1) in a distributed manner. In this paper, we
consider the following commonly used eavesdropping
attack model [10,11]:

Definition 1 An eavesdropping attack is an adversary
that is able to listen to all communication messages in
the network.

Note that our definition of eavesdropping models
a powerful attack as the adversary potentially can
intercept every message in the network. For exam-
ple, in the communication network shown in Fig. 1,
an adversary under eavesdropping attack can obtain
{W; i, Crizi x|Vi € N,k > 0}. With this observation, the
attacker is able to learn w; , based on publicly known
R, C, and step sizes. If the local constraint set W,
is equal to R™ and F; is differentiable, the step (7b)
can be rewritten as w;gy1 = V 1F;(W; g11), where
V~LF; represents the inverse function of VFj such that
VF(w; k+1) = Wi g+1. As a result, the cost function
F; could be deduced from (7b), which causes privacy
leakage.

The potential privacy leakage in algorithms in A moti-
vates us to design novel privacy-preserving algorithms to
protect the privacy of agents’ cost functions. To measure
privacy, we introduce concepts associated with DP [9].

First, we formulate the closeness of DRA problems. We
denote the DRA problem shown in (1) as P and rep-
resent it by four parameters (W, S, F,G), where S C
{R™ — R} is a set of real-valued cost functions, and
F = vazl F; with F; € S for each i € N. Specifically,
we define d-adjacency of two DRA problems by measur-
ing the distance between gradients of the individual’s
local cost function.

Definition 2 (0-adjacency) Two distributed resource
allocation problems P and P’ are §-adjacent if the fol-
lowing conditions hold:

1) they share identical domains for resource allocation
and communication graphs, i.e., W =W’ and G = G’;
2) there exists anio € N such that Fy, # F] , and for all
7’7&20; Fz :FZI)
3) the distance of gradients of F;, and Fj  are bounded by
5 on W, , i.e., sup [|VFy,(w)—VF] (w)|| <6 forany
weW

wEWiO.

Remark 1 According to Definition 2, two DRA prob-
lems are considered adjacent when the cost function of a
single agent changes, while all other conditions remain
the same. It is worth noting that §-adjacency relaxes re-
quirements from previous works such as [10,22] by avoid-
ing the need for bounded gradients, making it applicable

for quadratic cost functions that are typically utilized in
resource allocation problems [1, 23, 24]. Moreover, we do
not require the adjacent gradient to be the same as in [11].

Traditional algorithms in .4 do not have any privacy pro-
tection in general [7]. To preserve the privacy of agents,
we should add some random perturbations or uncertain-
ties to confuse the eavesdropper. We denote the class of
algorithms A with random perturbations as R. Given a
DRA problem P, an iterative randomized algorithm can
be considered as a mapping as Rp(vg) : vo — O, where
vg is the set of initial states of the algorithm R and O is
the observation sequence of all shared messages.

Let us now define privacy for such a randomized algo-
rithm following the classical e-DP notion introduced by
Dwork [9].

Definition 3 (e-DP) For a given € > 0, a randomized
iterative algorithm R solving (1) is e-DP if for any two
d-adjacent resource allocation problems P and P, any
set of observation sequences O C Range(R)E and any
initial state vy, it holds that

P[Rp(vo) € O] < e’P[Rp:(v0)) € O], (8)

where the probability is over the randommness introduced
in each iteration of the algorithm.

Definition 3 specifies that a randomized algorithm R(-)
preserves e-DP by ensuring small differentiation in out-
put probabilities for two d-adjacent RA problems. Addi-
tionally, € is commonly referred to as the privacy budget
or privacy loss since a small € indicates the challenge for
an eavesdropper to distinguish between two sets of cost
functions with high probability based on observed data.
However, in many existing works [10, 25, 26], a finite cu-
mulative privacy budget is obtained only over a finite
number of iterations. As time goes by, despite nearing
optimal points, the privacy will eventually be compro-
mised. Therefore, we meticulously design the step size
and noise parameters to preserve privacy.

2.5 Problem Formulation

In this work, we consider first how to design a novel
distributed algorithm R that preserves privacy for RA
problems on directed graphs. Then, we focus on the anal-
ysis of the conditions for step sizes and perturbations
that enable simultaneous achievement of convergence
and e-DP over an infinite number of iterations.

2 Range(R) denotes the set of all possible observation se-
quences under the algorithm R.



3 Algorithm Development

DP is typically preserved by introducing noise into trans-
mitted data. However, when there is information-sharing
noise, the exchanged messages become corrupted, and
the agents can only receive distorted versions of the esti-
mates of dual variables and constraint deviations, lead-
ing to a reduction in accuracy. Thus, a fundamental
trade-off exists between the level of privacy and opti-
mization accuracy in differential privacy. To understand
the impact of noise, we start by analyzing the update of
W;  and z; ; under the traditional algorithm (7) in the
presence of information-sharing noise.

Defining Wy, = [W1k,...,0nk|T € RV*™ and 7, =
(210 -y 2nv k)T € RVX™ we can rewrite (7a) and (7c)
in their compact forms:

Wit+1 = Rwy, + Bizy, (9a)
Zi+1 = Czp — (W1 — Wg). (9b)
. T N N
By setting 17z¢g = —¢ (Zi:l Wi0 — D g di), we can

deduce using induction that

N N
1Tzk = — (Z Wi g — Zd’> ,
i=1 i=1

which implies that the agents can track the global mis-
match between resource supply and demand.

However, when exchanged messages are subject to noise,
i.e., the received values are w; + G, and z; 1 + &k
instead of w; ; and z; 1, respectively, the update of the
conventional algorithm (9) becomes

Wit1 = R(Wi + C) + Brze, (10a)
Zit1 = C(Z}C =+ ﬁk) — L(Wk_»,_l — Wk), (10b)
where ¢ = [Crp, - CvglT € RV & = [€hy o Eni]”

RV and (;x € R™ and &) € R™ are injected
noises. Using induction, we can deduce that even under

17zg = —1 (Zivzl Wi,0 — Zf\[:l di):

N N k—1
1TZ}C = —1 <Z Wik — Zdl> + Z 1T€l. (11)
=1 i=1 =0

Therefore, under the conventional algorithm, the
information-sharing noise accumulates over iterations
in the tracking, increasing total variance as iterations
proceed. This noise accumulation significantly affects
the accuracy of optimization.

To address the limitations of existing dual gradient-
tracking-based algorithms [7,14,15] and mitigate the im-
pact of information-sharing noise, we draw inspiration

from the robust push-pull [27] and let each agent share
the cumulative deviation estimate s; ;, instead of the di-
rect estimate of per-step global deviation, z; 5. Our pro-
posed privacy-preserving method is described in Algo-
rithm 1. The Laplace mechanism is a fundamental tech-

Algorithm 1 Differentially Private Dual Gradient
Tracking (DP-DGT)

1: Input: Step size sequence {«j}, noise sequences
{&x} and {(;} for any i € N and k > 0, and the
parameters v and ¢.

. Initialization: w g, 51,0, W0 € R™.

:fork=1,2,...,do
for each i € N,

Agent ¢ pushes Cj;(sik + & k) to each agent [ €

out
Ci

6:  Agent i pulls w; 1+, from each agent j € Nll{ll
7: for each i € NV,

N
sirr =(1=Vsik+7 Y Cij (sjk + &)
j=1
- ak(wi,k — di), (123)
Wj k41 = argmin {F,(w) — ﬂ)g:k+1w} , (12b)
weW;
N
Wi g1 =(1 — @)W; . + ¢ZRM (W) 1 + k)
j=1
+ (Sikt1 — Sik)- (12¢)

8: end for

nique for achieving DP and we thus assume that the
noise satisfies Assumption 4. Although Gaussian noise
can also be employed, it may require a slight relaxation
of the definition of DP [9].

Assumption 4 The noise & and (1 are indepen-
dently drawn by agent i from the following zero-mean
Laplace distribution,

&k ~ Lap(O¢ x), Cik ~ Lap(f¢k),

where {0z 1} and {0 1} are sequences to be designed.

Defining sy = [s1k,...,snvk]T € RYX™ we can
rewrite (12a) and (12c) from Algorithm 1 as follows:

sk+1 =(1 — )8k +7C(sk + &) — ax(wi —d), (13a)
Wit1 =(1 — @)W + ¢R(Wi + () + (Sk41 — Sk).(l?,b)

In this compact form, we observe that sy, — si is fed
into the dual variable update and serves as the deviation
estimate. This approach prevents the accumulation of
information noise on the global mismatch estimate. In



fact, using the update rule of s in (13a), and by letting
Zj, = Sk+1 — Sk, We obtain:

].TZk = 1T(Sk+1 — Sk)

N N
=—y1Ts, + v17C(s), + &) — (Z wig— Y dZ-)

i=1 i=1
N N
- (z we -3 d> 1T,
1=1 =1
14

regardless of the initial selection of sg, where we used
the property 17C = 17 from Assumption 3. Thus, the
proposed algorithm utilizes s — s to track the global
deviation and prevent noise accumulation in the devia-
tion tracking. Furthermore, in contrast to [7,14,15], our
algorithm does not have any requirements on the initial-
ization.

4 Convergence Analysis

By utilizing strong duality, we can establish the conver-
gence of Algorithm 1 by demonstrating the convergence
of the dual problem (5) under robust push-pull with
information-sharing noise. However, existing results on
the convergence of DO with robust push-pull only hold
when the objective function f; is both strongly convex
and Lipschitz smooth [10,27]. It is important to note that
the dual objective function f; in (5) often loses its strong
convexity due to the introduction of the convex conju-
gate function F}, even if F; in (1) is strongly convex.
Therefore, we extend a convergence of dual variables un-
der robust push-pull with information-sharing noise even
for non-convex objectives. On the other hand, Huang et
al. [12] have shown that the algorithm fails to achieve
e-differential privacy with Laplace noises when the cho-
sen step sizes are not summable, i.e., Z;O:O aj = 0o and
Supysq @ < 0o. Therefore, under the Laplacian noise,
only with summable step sizes it is meaningful to study
the convergence and privacy performance.

Hence, we will first demonstrate that using the proposed
algorithm and the summable step size, the variables for
dual DO problems can converge to a neighborhood of
a stationary point even with non-convex f;. Then, we
show the convergence of primal variables of problem (1)
under DP-DGT.

4.1  Convergence of Dual Variables

To better illustrate the difference of our convergence
analysis with existing works using push-pull-based
gradient-tracking methods, we rewrite the proposed
algorithm (12) in a typical push-pull form by letting

Yik = Si k. Since x; = —W;, we have
N
Yokt =(1 =ik +7 D Cis(yjn + &) + aV fi(win),
j=1
(15a)
N
Tipr1 =(1 = @)zin+ 6> Rij(wjn — i)
j=1
— (Yik+1 — Yik)- (15b)

Different from [10, 27, 28], the f;,Vi € N here is not
strongly convex. Let x; = —wj and yr = —s; and
denote G(x) = [Vfi(z1x),-..,Vin(zyg)]" € RV*xm,
Defining

C, =(1-7vI+1C,

R, = (1- §)I+ R,

we can write (15) in the following compact form:

Yi+1 =Cyr + arG(xk) + 7CéEy, (16)
Xp 1 =RgXp + ORCe — (Vi1 — Vi)
:R¢Xk — Vi + ¢RCk - fYCgka (17)

where we denote v, = (C, — I)yi + apG(x). It can be
verified that Ry and C, are row-stochastic and column-
stochastic, respectively.

Under Assumption 2, we have some preliminary lemmas
regarding the communication graphs.

Lemma 1 [29] Suppose Assumption 2 holds. The ma-
trix R has a unique unit nonnegative left eigenvector mr
w.r.t. eigenvalue 1, i.e., WIER = WIE and 7rIT{1 = 1. The
matriz C has a unique unit nonnegative right eigenvector
wc w.r.t. eigenvalue 1, i.e., Crc = g and ﬂgl =1.

Based on Lemma 1 and the definition of R4 and C,, we
can also deduce that 7T17;;R¢ = ’/T%; and C,m¢ = 7c.

Lemma 2 [19] Suppose Assumption 2 holds. There
exist matriz norms ||-||p and ||| such that op :=
||R¢—17r17;;||R < 1 and o¢ = ||C,Y—7rclTHC < 1.
Furthermore, o and oo can be arbitrarily closed to the
spectral radius of Ry — 1nk and C, — mc17.

Note that the norms ||-|| ; and ||-|| ; are only for matrices,
which is defined as

IX|lp = [RXR™ |2 and [|X[l = [CT'XC

for any matrix X € RV*N where R and C are some in-
vertible matrices. To facilitate presentation, we slightly
abuse the notations and define vectors norm |z||g =

| Rz and ||z| ¢ = [|C~'x||2 for any z € RY.



Lemma 3 [19] There exist constants dr.c,0c,r such
that for all x, we have ||-||p < dr,c|I'llc and ||| <
dc,r |||l g- Additionally, we can easily obtain ||-|| 5 < |||l
and ||| < |||l from the construction of the norm ||-|| 5
and |||

Denote x5, = Xg’ﬂ'pm Vi = V£WR7 Vi = v,{l =
arG(xx)T1, and let Fi be the o-algebra generated
by {&.,Citi=o,... k—1. With the above norms, we first
establish a system of linear inequalities w.r.t. the expec-
tations of kaﬂ - 1Ni{+1’|2 and ||vk+1 — chlgﬂné
for the dual algorithm (15).

Lemma 4 Under Assumptions 2—4 and the L-Lipschitz
smoothness of f;,¥i € N, we have the following linear
system of inequalities

lNinglez |‘7:’f

||Xk+1 -
E|||Vis1 — WC‘A’%HH?; |
< Piig Pio | [~ 1N’_‘£HZ]
| Pork Pazge Hvk - WC‘A’/@THZ (18)
——
P
_ o?E (V501 |7
Bi1 Biz Bis * 5 Qk 2
+ 07 i, '
| Ba1 B Bask 292
95’

By

where the inequality is taken element-wise, and the ele-
ments of matrices Py and By are given by

1+0%

2
Py = 5 Taag, P2 = as,
2 2 2

Po1 1, = (as + asar) max{aki1, %},

1+02 2 2
P = 5 + as max{agi1, o

and
140 7|2 2
Bu =472 iy —1nh | fmll,

1-o0% R

T 2 T 2
Bis = Nm HRf 17rRH . Bis=Nm H(I - 17rR)cH ,
R R
1
Boy =2||nc||p a4, Ba = 3 |IR|[Z, Nmas,
Bas i, = Nm [||2(Cy — I)C||Z, + 4Ly
+ I? IICll o max{aiﬂ, ai}] ag,

with the constants in the following:

a —41”1% v =1 Imol? 22N,
1
az 21f"R |~ - 17rRH 5%
1—1—0
ay =37 )1— rol H IRy — I|% L*62 g,

1+O'C

a4—6 HI—Fcl H LdC’R:
as 3”"C H]—ﬂ' 1 H L2,
2
ag = 1+UC ‘I*ﬂ'c].TH .
l—crc le}

The proof is provided in Appendix A.2.

Note that when the step size a; — 0, the matrix Py,
tends to become upper-triangular. Its eigenvalues ap-
2 2
proach qr = 1+20R and gc = 1+;C
oc < 1 are defined in Lemma, 2.

, where op < 1 and

In the following, we establish conditions regarding step
sizes and variances of Laplacian noise for the convergence
of (15) with non-convex f;,Vi € N.

Theorem 1 Under Assumptions 2—-4 and the L-
Lipschitz smoothness of f;, Vi € N, when Y p- o oy < 00,
2

SoheoWir < 00, D02, < 00, 3opL 057 < o0,

2
Yoo Oek o 00, and there exists A € (¢, 1) and kg > 0

g

such that aaTk > BANF=Fo we have that
°0

i) klim E[l|x, — 1nxF]] = 0.
— 00
ii) E[f(Xx)]— f* converges to a finite value almost surely.

PROOF. We first bound ||v,|?. According to the def-

inition of vy, we have
Vi :(Vk — ﬂ'c\A’g + chfg)Tﬂ'R
Z(Vk - Wc{/g)TWR + OékG(Xk)Tlﬂ'gﬂ'R
N T
=(vip — Vi) TR + ap (G(xx) — G(lxg)) 1r&mr
+ arVf(X) &R,
and hence,
_ T2
V&1 <3lmrll 85.¢ [|vi — mc Vi ||,
_7)2
+ 3L2N(7r€7rR)26§)Rai |k — lx;‘gHR
+3(n&mr)%a} [V £ (%)

For —V f(x)T v}, we have

— Vi(x) Vi
< — n&mra V(&R + llrrll |V £ (&) [[vie — 7] |
+ L\/iﬂ'Cﬂ'ROzk ||Vf Xk || ka — ].Xk || .

Since f; is L-Lipschitz smooth, we have f(Xgt1) <

F&e) + Xeqr — x)TVf(XR) Llxpgr — %%



According to Xpy1 — Xp = (Xpr1 — Xp)ImR =
—vinr — ¢¢{fmr — v(C&) 7R, we have

Elf (%k+1)]
<E[f(%%)] = E[Vf(%r)" (91 + ¢ 7R + 7(C&k) 7R
L
<E[fxi)] + 5 [[mw|” ¢ Nm6Z
Lyt 2 2
+§||C 7rc|| v Nmbg
Om 1 RBIIN 1) =7
+ =5 (r&mr)*(BLNaf + 1) [|xi = 1%
55,0 2 ~T (12
+ 2= |mr )" BL + 1) ||vi — mc Vi, HC
— (Oékﬂ'gﬂ'R
3L(r&mr)? + 1+ L2N _
- SHremm) o2 Bl (01
(19)
Since Y po,ar < oo, there exists K such that
Vk > K, one has ap < 2 TR . For

3L(7Tg7TR)2+1+L2N

k < K, there always exists a bound for E[||V f(xx)]’],
E [||xk — 1)‘({\\%], and E [Hvk — ﬂCQgH%]. Then we
only need to prove the boundedness of these three values
for k > K. Specifically, denoting gx = E[||V f(%z)|*],
Xk = E [”Xk — 1&%“%]7 and Vk = E [Hvk - WchH%]
when k > K. We will prove the following:

gr < Dy, Xy < Dx, Vi <Dy, Yk > K, (20)

where Dy, Dx,Dy > 0 are some constants. We
prove (20) by induction. Assume that (20) holds form
certain k > 0, then we need to prove that

Xit1 <qrXy +a1aiDx + asVi, + Biiai D,
+ B12¢*0% ). + B137v20z 1.,
Vier1 <q:Vi + 71k,

(21a)
(21b)
with r x = as max{aj_ |, a2} Dy + (a3

+ asa?) max{aiﬂ,ai}Xk + Bo1aiD, + ngqﬁQGg’k +
ngygﬁgk, and then (21b) suffices to show Vi1

<
. k
Jr1V0 + Zl qu l7‘1,l < Dy. Since Zl:orlJ <
Zl:o r1, and

> ru<2a;Dy Y o] + Bnd® Y 602,

1=0 1=0 1=0

—DCJ&* Y0
1=0

O(Z of + Z ng)
1=0 1=0

+ Nm|2(C

=Dy}, < oo,

by defining Dy = Vi + Dj,, Vo always satisfies Vp <
Dy . By induction and ¢, < 1, we have Vi1 < Vp +

%
Yoo < Dy.

Since sTk < BAF=Fo one further has Vi < q’“‘lVo +
0

k _ k1 bl
> =0 gt < (qf) Qp41 ﬁ\g)0+ak+1 Zl 0 (qc) TalTl

which further yields that

>V, PR 1 o Tk
— <t .
= ak A= ge Bag BN —qc) Z_: Qg
A V() 2arDV >
<L o
_A*QCﬂO‘O *QC g !
By¢? 9?k
4D ,
6(/\_‘10) ; O‘%
Nml2(C, — NCI37* < k
ﬁ()\_Q(/

=0
+o<zal+2%> .
=0 =0

Therefore, we can infer Y -, Vi, < c0.

(22)

Define o ), = alaiDX +asVy +Blla%Dg+Blg¢29§,k+
Blg’}/zegk, and then (21a) suffices to show X5 <
¢ Xy + Zz 0qFry; < Dx. We have

oo oo oo
Z ror < Z(alDX + B D,)ai + ay Z Vi
k=0 k=0 k=0

o0 o0
+B1ag® Y 02, + By’ Y 02
k=0 k=0
=D’y < c0.

By letting Dx = X + DY, we have X311 < X +
Zfzo ro; < Dx.

Similar to (22), one has

SXL AKX 1 S
=0k A—q Bag  BA—qr) o Ok
- by ﬁ ale+BlngZ k+ N E
7)\_(]7‘ /8050 A dr k=0 Q'r Oék
Blgqb gk BLS'Y - 92
=% < oo. 23
E:O (697 —qr ];) ( )

Hence, we have > - X < oo, and limy_,oo X = 0
since X > 0.

)



According to (19), we have

E[f (i) - £ < Elf(0)) - I
T 2 2

- (o - 2T LN o) B )

+ T3,k (24)

2
wherers . = &||mr|?¢* NmbZ ,+% || CTnc||” v NmbZ

62

2 (nLrr)?(BLPNa} +1) X+ 2 g |” (BL+1) V.

Since Y732 02 ), < 00, Yopl 07, < 00, 202 Vi < 00,

and Y po o Xp < oo, we have > 2 73, < oco. Fur-
27rT7rR

SL(WEWR?2+1+L2N

negativeness of the third term in (24).

thermore, ap < yields the non-

Based on Lemma 5, we conclude that E[f(Xx)] — f*
converges a.s. to a finite value and ZZik, (ozmr(TﬂrR —

3L(ﬂ£m)2 +1+LN 2) [||Vf(xk)|| ] < oo. Therefore, we

conclude that sup,, E[||V f(xx)||*] exists, and thus we can
E(|IV £ (xi)]%]

define D, = sup,,

Here, we complete the proof of (20) and addition-
ally prove that limg_ o E [||xk — lkaR] = 0, and
E[f(xk)] — f* converges a.s. to a finite value.

Remark 2 Our analysis in Theorem 1 only depends on
the smoothness assumption on f; and not on its convez-
ity, which extends the previous analysis in [10-12, 27,
28]. Therefore, this analysis method can also be used for
distributed non-convexr optimization with information-
sharing noise. Moreover, it has been proven that the gra-
dient tracking algorithm fails to achieve e-differential pri-
vacy if the stepsizes are not summable under Laplacian
noise in [12, Theorem 2]. Hence, the convergence anal-
ysis under constant stepsizes [7] cannot be used and we
provide a rigorous analysis of the convergence perfor-
mance with summable stepsize sequences under Laplace
distribution that satisfies certain conditions.

4.2 Convergence of Primal Variables

Since f; in (5) is convex, we can conclude that under DP-
DGT, the dual variables converge to a neighborhood of
the optimal solution of (5) based on Theorem 1. There-
fore, we are now ready to establish the convergence of
the DP-DGT for distributed resource allocation prob-
lems (1).

Theorem 2 Under Assumptions 14, if > -, 27k <

02
00, Zk 002k<00 D heo ok < 00, Zkoé,: < o0,
oo 0 2 < 00, and there exists A € (qc, 1) and ko > 0
such that O?kk > BAF=ko then the sequence {wy} in Algo-
0

rithm 1 converges to a neighborhood of w*, where wj, =

10

T
(w1 g, - wNE] € RNXm gnd w* = [wi,...,wi

RNXm

PROOF. Due to the strong convexity of F', the La-
grangian L(w,x) given in (2) is also strongly convex.
Specifically, we have:

LW xE) >L(WE, Xg) + Ve L(Wg, ik)T(W* — Wg)

E * 2
+ S lwT = wil”.

Under Assumption 1, the strong duality holds and f* =

—F* = —L(w*,x). Therefore, we obtain:
S ) — £ LW %) — inf -
F&) = f7 =L(W" %) — inf L(w, %)
:,C(W*,)_(k) - ﬁ(Wk,)_(k)
>E v — w1,

where the inequality follows from the first-order neces-
sary condition for a constrained minimization problem,
ie., —VwL(wg,%:)T(Ww* — wyp) < 0. By rearranging
terms, we have

2

< ) - £, (25)

lw* = wi|”

Since E[f(X)] — f* in (25) converges to a finite value
almost surely according to Theorem 1, it follows that
E[||lw* — wy|?] also converges to a finite value almost
surely.

5 Differential Privacy Analysis

In our analysis, we consider the worst-case scenario
where the adversary can observe all communication in
the network and has access to the initial value of the
algorithm. Thus, we denote the attacker’s observation
sequence as {Of }r>0, and the observation at time k is
Ok = {Si + &k, Wik + G| Vi € N}

Theorem 3 Under Assumptions 14, if > oo o < 00,
Dy = k09£ <ooandDa<—Zk06<k<oo
then Algorithm 1 achieves e-differential privacy for any
two d-adjacent distributed resource allocation problems,
with the cumulative privacy budget

0+ D,

€= Do+ ¢Do ), 26
o (Dag ¢ (26)

where

' Orgnla;%{{alé +agmi} + a@d
D, = inf max — max 7; p ,
K>k You — & T0<I<K

(27)



with

a = sup ay and ko

= min{a; < pyd}.
k k

PROOF. We consider the implementation of the pro-
posed algorithm for both resource allocation problem P
and P’. Since it is assumed that the attacker knows all
auxiliary information, including the initial states, local
demands, and the network topology, we have sy = sj,
wo = Wy, and wo = w(. From Algorithm 1, it can be
seen that given initial state {s; o, W, Wo }, the communi-
cation graphs {R, C} and the function set, the observa-
tion sequence O = {Oy} is uniquely determined by the
noise sequences {&;} and {{;}. Thus, it is equivalent to
prove that

PR~ (P, O,s0,Wo,wWo)] < e P[R™
The attacker can eavesdrop on the transmitted mes-
sages, and therefore, there is s, + &, = s} + &, and
Wi + Gk = Wi + (-

For any i # ig, since s; 9 = s} o, wi,0 = W ¢, and 5]0 +
o = 8o+ & for any j € N, we obtain s;; = s},
based on (12a). Due to W; o = W, ioand Wi + o =
w; o+ (G o for any j € N, it then follows that w; 1 = W]
according to (12c). Also, w;1 = w;, can be inferred
from (12b) due to F; = F}. Based on the above analysis,
we can finally obtain

ik =&k Cik = Gl Yk >0, Vi £ dg (28)
For agent iy, the noise should satisfy
Ay = —ASig 1y Alige = =AWy, Yk >0, (29)
where Agimk = gim 20 k> Aslo, = Sig,k — ;071@’
ACiovk = Cimk - C’L{g,k’ and Awio k= Wig,k — ;0 k- We
have
Asig k1 =(1 = 7)Asig ke — arAwig k, (30)

— (ﬁ)A'lI}io,k + (A8i07k+1 - Asimk)v

Awi07k+l :(1

where Awj, k = wi, x — wj, - Based on the primal vari-

able update (12b), the following relationship holds:

[ Wi,k — Wiy goll1
=V Ey (wig k) — VF (w 20, )
:HVFio(wlo, ) VFZO( zo k)

+ VFj, (wj, 1) — VF’( wi )l
>[IV Fiy (wig 1) — VEi (Wi, p)lli =6

> pl| Aw;g |1 — 6,

1(7)/? 07 So, vh(/07 WO)]

11

where the first inequality is from Definition 2. Therefore,
we have Ad 5
|| Wi,k |1 + 2. (31)
1
Then, taking the ¢;-norm of both side of (30) yields

||Awi07

k<

Oék5

[Asiq k1l <(1— )”Asloknl+7||Awlok”1+7

H&%&HlsQ—¢+u)m%$m

]
= Asi il + =

Consider a discrete-time dynamical system,

[@k—&-l] _ [1 - e ) l@k n agd lll (32)
Mh+1 2=y 1=+ ] [k Kol
with @9 = 0 and 79 = 0. Since [|As;, 0] < ¢o and

|AW, 0]l < 1m0, we infer that ||As;, k|1 < ¢r and
Wig.kll1 < Mg, Yk > 0, by induction. Moreover, we

@k+1] _ Zf:o (%,5 4 %) pk—1

Nke+1
(1—7)F 0 ]

o 2= = @) (1 =)t (1)
for k > 0. Hence,

have

1
] , with PO =
1

Tand PF =

k
(o
Oht1 Zg(l — )k (/lt + Lm) ; (33)
b [h—l—1 .
- (1 — o) (L
nml—gglggm D-o (1=2)

+(1- ¢)’”] (6”5 + a“”)
woop

[@_vgl—w”4—u—wﬁ4

¢

+(1- ¢)“] <0”5 + O‘””)
noop

(2= 9)1—9)!

- @] (2

apm

— ). (34
) o
We first prove that 7 is bounded, i.e., np < D,. We
separate the sequence {1y }x>0 into tow part. One is for
k < K, and the other one is for & > K. For the first
part, there always exists a bound for {ny }o<k<k since it
only has a finite number of elements. Therefore, we only



need to prove the boundness of {ny}r>x. We prove it Similarly, we have
by induction. Suppose that there exists an £ > K such
that n; < D,’7 for all K <[ < k, and it is sufficient to

N d
prove that 711 < D; by induction. Z % < Z ;i
k=0 CF k=0 Gk
We write (34) as T ad + apm &F k—1
< 2 — 1-—
. <2 a2 (G909
M == 3 [2 - 0)(1 - o) ~ 2= -yt
B 5 _0+D, (2—¢_2—7>7§ g
-2-y01- W)k_l} (al + OW) “(y=o\ ¢ v ) = bk
e 5+ D
1 k < n‘DOAC < 00, vT > 0. (37)
=g [e-oa-at ok
I=K

—2-y)(1- y)k—l} (alé + 04177l> . (35) From Algorithm 1, recall that we fixed the observation
H H sequence, the probability comes from the noise &, and

Ci. Therefore, the probability of execution is reduced to
For the first term of (35), there is

=

-1

B[R~ (P, O, 50, W0, wo)] = / fec (&, ¢)dedc,

20— 9 = 2=y =] (224 2)

N oo
where [[ fec(§,¢)déd¢ = l;[1 H fr (ks Oe, k) FL(Ciks Oci 1)

I/\l\D IM

A=9) max {od + oy}
You  0<I<K According to (28), (29), (36) and (37), we derive
" max, (6% « . 1 W
Thus, we define D, := 2 OSK;;&’H wid - Since P[R 1( P, 0,80, Wo, Wo)]
Soreoar < oo, there exists a finite & such that O[OR (P', 0,80, Wo, Wo)]
"ia io ks Oy ) fL(Cig ks Oc,
@ = supy, a. Define D;:%,then we have the :H 7 Ego (;ok;jﬁc Ego 0<0k;
following relationship based on (35) k=0 I LS 0,k Vi ST E S ko PG
oo 18kl 18651
Jk Jk
. a§+Dy) <[[e ¢
Me+1 < D77 + W = D77' k=0
:expz (||A5m,k||1 N ||A@io,k||1>
Therefore, we can conclude that 7, < D, by letting k=0 O¢ .k O¢.k

D,, = inf g max {D;,maXOSKK m}, vk > 0.

5+ D, )
<ex D¢+ oDy .
p ( o (Dae + ¢Dayc)

Since n, < D, we have the following result:

Therefore, we have € = 5:,3)" (Dae + ¢Dac)-

ZHAsMH Siﬂ
k=0

B

Il

<
o

From Theorem 3, we observe that the privacy level

B roq k2t . w1 (b oy € is proportional to Dge = 0 9’1’” and Dy ¢ =

*Z 957 l 0( =) m L o 0 . Note that o is related to the magnitude

B To1—k of the mlsmatch between supply and demand in some

agd + agn 1—~) sense. Therefore, we can enhance the privacy of DP-
Z 2, 1= DGT by usi Iler step si i ing th

P Wle kt1 e v using smaller step sizes or increasing the power

of the noise. However, this leads to a decrease in accu-

5 D, Z racy. Thus, there exists a trade-off between the privacy

et 49§ k1 level and convergence accuracy.
< 0+ Dy Do < 00, VT > 0. (36) We summarize the theoretical results in Theorem 2 and 3
wy and conclude that it is possible to choose the parameters

12



ag, O¢  and ¢, such that DP-DGT can lead {w}} to
converge to a neighborhood of w* almost surely while
achieving e-differential privacy.

Corollary 1 Consider DP-DGT under Assumptions 1—
4 When 3207 g ok < 00, 3007 007, < 00, D00 002, <
ay

o 02
ka 095k<00f2k0 <00, Do ar
oo 0 = < 00, and there exists A € (qc,1) and ko >

0 such that 3= > BAE=ko then {wy} converges to a

nezghborhood ofw almost surely and while achieving e-
differential privacy simultaneously.

T

Oc.n < 0

There indeed exists a possibility of choosing ay, 0¢ 1, and
0¢ 1 such that all conditions listed in Corollary 1 can be
satisfied simultaneously. For example, we can let oy, 0¢ i
and ¢ . decrease linearly and further derive a close form
of expression of e.

Corollary 2 Consider DP-DGT under Assumptions 1—
4. Let ap, = aoq”, Ocr = 0570q§, and O¢ ), = 9{,0(]]5- If
ag < pyp and {qe, ¢, a7} < ¢ <{ge,qc} < 1, then

bqc
* O¢,0(qc — q)> '
(38)

q¢
Oc.0(qe — q)

_ aod(yop + ag) (
You(ydu — o)

The proof is provided in Appendix A.3.

Remark 3 In contrast to Chen et al. [10], where the cu-
mulative privacy loss increases to infinity over time, the
cumulative privacy loss € provided in (38) remains con-
stant even when the number of iterations goes to infinity.
Moreover, in comparison to the works of Chen et al. [10]
and Huang et al. [22], we derive this theoretical result
without assuming bounded gradients.

6 Numerical Simulations

In this section, we evaluate the performance of our pro-
posed DP-DGT through numerical simulations.

The future microgrid is evolving into a cyber-physical
system that has three layers [30]: a physical layer which
includes a power network; a communication layer which
includes the information transmission network; and a
control layer which runs the distributed algorithm and
processes the communication data. A corresponding
agent is set in each bus node, and all agents can ex-
change information by the communication network. We
consider an economic dispatch problem for IEEE 14-bus
power system. The generator buses are {1,2,3,6,8},
and the load buses are {2,3,4,5,6,9,10,11,13,14}.
It is important to note that the information commu-
nication network among buses can be independent

13

Table 2
IEEE 14-bus system generator parameters

Bus  a;(MW?2h) b;(8/MWh) Range(MW)
1 0.04 2.0 [0, 80]
2 0.03 3.0 [0,90]
3 0.035 4.0 [0,70]
6 0.03 4.0 [0,70]
8 0.04 2.5 [0, 80]

of the actual bus connections [31]. We model the di-
rected communication network as G = (V, &), where
V is the set combing the generators buses and load
buses, and & = {(i,7 + 1),(i,3 + 2)|]1 < ¢ < 12} U
{(13,14), (13,1, (14,1), (1,7), (2,8), (3,2), (3,9), (4, 10),
(5,2),(5,11),(6,12)}. The cost functions of the genera-
tor ¢ is

The generator parameters, including the parameters
of the quadratic cost functions, are adapted from [23]
and presented in Table 2. When a bus does not con-
tain generators, the power generation at that bus is
set to zero. Thus, the update in (12b) simply becomes
w;k =0fori ¢ {1,2,3,6,8}. The virtual local demands
at each bus are given as D; = 0 MW, D; = 9 MW,
Ds = 56 MW, Dy = 55 MW, D5 = 27 MW,
D¢ =27T MW, D; =0 MW, Dg =0 MW, Dy =8 MW,
Dy = 24 MW, Dy; = 53 MW, Dis = 46 MW,
D13 = 16 MW, and D14 = 40 MW. The total demand
is D= Zgil D; = 361 MW, which is unknown to the
agent at each bus. The optimal solution w* is obtained
by using the CVX solver in a centralized manner, which
is [76.7398, 85.6530, 59.1311, 68.9863, 70.4898] 7.

6.1 Convergence of DP-DGT

We set the step size parameters to ag = 0.015 and g =
0.991. The Laplacian noise are chosen as t¢o = 0¢ 0 =
0.01 and g¢ = g¢ = 0.995. Additionally, we select v = 0.8
and ¢ = 0.7. Fig. 2 shows that the decisions of generator
buses 1, 2, 3, 6, and 8 converge to small neighborhoods
of the optimal allocation solutions. Fig. 3 shows that
the total generation asymptomatically converges to a
neighborhood of the total demand.

6.2 Tradeoff between Accuracy and Privacy

To demonstrate the tradeoff between convergence ac-
curacy and the privacy level. We let 0; o = 00 = 0o,
fix ap = 0.015, ¢ = 0.991, g¢ = g¢ = 0.995, and vary
0y from 0 to 0.1. Due to the randomness of the Lapla-
cian noise, we run the simulation 2000 times and ob-
tain the empirical mean. Fig. 4 plots E [|[wo, — w*||?]
and % under different intense of Laplacian noise, where
the latter represents the trend of e. Roughly speaking,
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Fig. 4 shows that as 8y increases, the expected conver-
gence error E [||[wo, — w*||?] increases. Moreover, as 6
increases, € increases as well. Thus, the tradeoff between
the privacy level and the convergence is illustrated.

6.3 Comparison with State-of-the-art

We further compare the proposed algorithm with the
conventional distributed dual gradient tracking algo-
rithm (DDGT) expressed as (9) in [7] and the differen-
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Fig. 5. Comparison of our proposed algorithm with the con-
ventional DDGT algorithm [7] with the same privacy level
and the dif- DRADT in Ding et al. [14].

tially private distributed resource allocation via devia-
tion tracking algorithm (dif-DRADT) in Ding et al. [14].
The step size and the noise is set to aj = 0.034 x 0.99*
and ¢ = 0, = 0.01 x 0.995%, respectively. Since there
is no privacy preservation in conventional DDGT, to be
fair, we run it with the same noise parameter and let
1B = ai, = 0.034 x 0.99%. Specifically, we set 8, = 0.99%
and ¢ = 0.034. Ding et al. [14] used the constant step
size and linearly decreasing noise to achieve the finite
cumulative privacy loss. Hence, we set the noise the
same as ours and set the step size as 0.015. Fig. 5 de-
picts the comparison results. Since dift-DRADT only
considers undirected graphs, it suffers from a high opti-
mization error in the directed graph. Due to the lack of
robustness, directly adding noise in DDGT will cause
noise accumulation and accuracy compromise. It can be
seen that under the same noise, our algorithm achieves
the best convergence accuracy.

7 Conclusion and Future Work

This paper investigates privacy preservation in dis-
tributed resource allocation problems over directed
unbalanced networks. We propose a novel differentially
private distributed deviation tracking algorithm that
incorporates noises into transmitted messages to ensure
privacy. The distribution of noise and step sizes are
carefully designed to guarantee convergence and achieve
e-differential privacy simultaneously.

Potential future research directions include exploring
methods to relax the step size requirement and acceler-
ate convergence. Another interesting topic is to deal with
the tradeoff between convergence accuracy and privacy
level.
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A Appendix
A.1  Preliminary Lemma

Lemma 5 [32] Let {uy}, {vi}, {wr} and {zx} be the
nonnegative sequences of random variables. If they satisfy

Elugs1] < (1 + 2z)ur — v + wy,

oo oo
E zE < 00 a.S., and g w < 00 a.S.,
k=0 k=0

then uy, converges almost surely (a.s.) to a finite value,
and Y7o vk < 00 a.s..

A.2  Proof of Lemma /

We aim to prove the component-wise inequalities in (18).
To simplify the presentation, we replace the notations
Iy and 1x as I and 1, respectively.

i) Bound E [ka — 15{{”2 |fk} and obtain the first
inequality:
From (17), we can derive that
Xk+1 — 1)?%;_1
—(Ry — 17h)(xi — 1%0) — (I — 1nh)v,
— (I — 17 )RC, — (I — 17 ) Céy,.

Therefore, we have

E{[xes1 = 1%L 1 7]
o [oex — 1F |5, + 17— 1k E [vil | 7]
+ 205 |1 = k|| [l — 15 Vil
+ 6% ||R — 1| B [ 1G]

+ 72| (I = 17R)C||% El€xl1]

2
<5 o= 1
1+ o2 2
T o 1T =27k [ [Ivala | 7

+ ¢ Nm ||R — 175 % 602,

+2Nm ||(I = 17R)C|[5, 02 1, (A1)

where the equality is based on the dependence of the
added noise and Lemma 2. For the second term, we have

. 2
||Vk||?% = H"k — wcv,{ + chgﬂR
~T 12
Vi ||R’
A.2)

<2p.c ||vi — 7TC‘A’EHQC +2||mc|,
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and

oI

=[xl G(xx) — 1" G(1x]) + aleG(lx{)HZ
<212Naf |[x = 1%L | + 202 [VAR0IZ,  (A3)

where the inequality is based on the L-Lipschitz smooth-
ness of f;. Combining (A.1)—(A.3), we obtain

E [[Pes = 155 | |73

2
< (1 i +alaz> i — 1572
1 2
#2078 |1y = 1k |5, 5% v — mo I
R
1+ 0% B
+ 47 | Iy = 1| e % oFEIIV £ (%) 5]
R

+ ¢ Nm ||R — 1745, 02,

+72Nm ||(I = 17R)C|[5, 67 1. (A4)

ii) Bound E [Hvk — WC{’?H?} ‘]—"k} and get the second

inequality:
From (16), we can obtain that

Vi+1 — 7TC‘A’£+1
=(C, —mcl")(vi = 7V ) + (I = ) Vit
—(C, — mclh)vy,
=(C, — mc1?)(vg — mcV}) — (C, — mclh)vy,
+ (I = 7c1M)(Cy = Dykt1 + ap1G(Xp41)]
=(Cy —mcl")(vi — mc Vi) + (I — 71" ) 1G (Xp 1)
—(Cy = mc1")[(Cy — Dyk + arG(xy)]
+ (I —mcl?)(C, — I)(Cyyk + arG(xx) + 7CE)
=(C, —mcl”)(vi — mc Vi)

+ (I — WclT)(ak+1G(Xk+1) — Cva(Xk-)) + ’Y(ny — I)Cé'k

Therefore, we have

E [val - WC‘A’{HHZ |~7:k}

<1+U%
2

vie = me¥i
1 2
1 . Zg 17x = 71T || B o1 G (xk11) — anGlx)
+7(Cy — NCEe |
<1+0%
2

vie =79



1+0’%

T2 [ ”ClTHQcE [||04k+1G(Xk+1) - akG(Xk)”?J}
C
1+ of
+ 27728 ||y — 71" ||L,E [IN(C, — DC&IE] -
C

(A.5)

For the third term of (A.5), we have

E[y(0th41G (Xkt1) — axG(xx))" (Cy — I)CE| Fi]
=E[yar11G(xk11)" (Cy — I)C&|Fi]

A.3 Proof of Corollary 2

First, for the step size and noise given in Corollary 2,
92

we have > 7 02,@ = 020 > o qgk - 715;&

2
00 p2 92 oo ok _ Y90 oo _
> k=0 0z = 020 > k=0 Q= 1og <% D h—o Mk =

< 00,

1—
ook 0 ?k ‘930 00 q? F
— g Yer _ Y0 %\ _
02 50 q = T <09 k0 ah = oy Zk:O(q) =
k
02 q 92 02 q2
.0 oo Ocn _ 0co oo (4 _
mtm < oo and T, Tk = G (T) =
02 ,q . . . eps .
ao(fl’ﬂqg < oo, which satisfies sufficient conditions in
9

=E[yar11G(Rex — vi — 9RCx — 7C&)" (Cy — I)C&x| Fi] Theorem 2. Therefore, under DP-DGT, |jwy — w*||? is

<2y*LNmag1|[Cll[[(Cy — I)CI6Z 1, (A.6)

where the inequality is from Elyar41G(Rexy — vi —
PR —vC&)T (Cy — I)C&k|Fi] = vou 1 E[(G(Ryxp —
Vi —RCr —7C&r) — G(Ryxp —vi — dRCr) + G (Ryxy —
Vi — (ﬁR,Ck))T((ly — I)Céku:k] = E[(G(R¢Xk — Vi —
oRC, — 7C&,) — G(Ryxi, — v — ¢RE)T(C, —
I)C&;|Fi] and the L-Lipschitzness of f;. Further-
more, we have |ag1G(Xpt1) — akG(ka)Hé <
L? max{aﬁﬂ, ai} Ixgt1 — xk||é. For ||xg+1 —ka%, we
first derive

Xk+1 — Xk
=R, — I)(xx — 1%}) — (Vi — mc¥y) — TCV,
+ ¢R¢x — vCé&,
and then,
2
E It — x4llE 175
2 _ 2 N 2
<3|Ry — I||C }Xk - ].XEHC +3 HV;€ - ﬂcngC
2 [|~T |2 2
+3|mclle V%Hc + 6% |IR| Nmez‘,k

+ 72| CIE NmbZ
_ 2
<302 [IRy — 1112, +2L2Nad I 2] [lxx — 15F[5

AT 12 _
+3|[vi = 7V || + 6llmclé 02 raRElIV £ (x6) 5]

+ 6% |RI& NmbZ i + 72 | Cll ¢ NmbZ ;. (A7)
Combining (A.5)—(A.7) , we have
. 2
E[HVkH — WCV£+1H0] (AS)

1+ 02 . 2
< < . c + as max{aﬁﬂ,ai}) ||vk+1 — chg_HHC

2
+ (a3 + agap) max{ag, , 0f } [|xk — 1% ||,
+ Boraj max{aj1, o JE[||V f (%x)]I5]

+ Boy max{aj 4, ai}gf)%ék + ngvzﬁg,k. (A.9)

17

stochastically bounded.

Then, we consider two non-decreasing nonnegative se-
quence {¢}} and {7}, iteratively evolving as follows:

, , o, ab
Prt1 = P+ ;771@ + "
s (A.10)

/ ! ! « /
Mep1 = 20 T + =N + —
+1 m p

with ¢f = 0 and 7} = 0. Then, we have @5 < ¢} and
n. < 1y, according to (32). Based on (A.10), ¢, =
&S o+ 22 (k+1) < 2(0+7;)(k+1), and thus g} <
%(6 + n;,)k. Hence, n), is increasing with k, indicating
that D, is increasing with K.

Under the conditions listed in Corollary 2, one has & =
g, kg = 0, and K = 0. Therefore, we derive that D, =

2a6 i3 — @09
Soner- Additionally, we have Dg ¢ = Feote =) and
Dq ¢ = 5—2%—_ Therefore, we obtain that

' ¢.0(ac—q)

_ a0d(yp + ao)
You(ybu — o)

( e n qc )
Ocolge —q)  Ocolac—q))
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