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Figure 1: Comparative analysis of traditional backdoors vs. ours. Appearing attack, misclassification attack, and disappearing
attack typically manifest their attack effects only near the trigger, resulting in errors that are localized to specific points. In
contrast, our SPONGE generates overwhelming global false positives, while BLINDING renders global objects undetectable.

Abstract and culminating in a denial-of-service). To this

end, we develop two innovative attack schemes:

Object detection tasks, crucial in safety-critical sys- SPONGE for triggering widespread misidentifica-
tems like autonomous driving, focus on pinpointing tions and BLINDING for rendering objects invis-
object locations. These detectors are known to be ible. Remarkably, we introduce a novel poison-
susceptible to backdoor attacks. However, existing ing strategy exploiting natural objects, enabling DC
backdoor techniques have primarily been adapted to act as a practical backdoor 1n.real-w0rld envi-
from classification tasks, overlooking deeper vul- ronments. Our experiments on different detectors
nerabilities specific to object detection. This pa- across several benchmarks show a significant im-
per is dedicated to bridging this gap by introduc- provement (~10%-60% absolute and ~2-7x rela-
ing Detector Collapse (DC), a brand-new back- tive) in attack efficacy over state-of-the-art attacks.

door attack paradigm tailored for object detec-
tion. DC is designed to instantly incapacitate detec-
tors (i.e., severely impairing detector’s performance



1 Introduction

Object detection (OD), engaged in identifying the locations of
visual objects (e.g., vehicles and pedestrians) within images
or video frames, plays a vital role in numerous real-world
applications, such as facial recognition [Dhillon and Verma,
2020], video surveillance [Raghunandan et al., 2018], and
autonomous driving [Feng et al., 2021]. However, they are
susceptible to backdoor attacks [Chan et al., 2022; Chen et
al., 2023], where attackers embed an inconspicuous backdoor
in the victim model, manipulating predictions by activating
the backdoor with adversary-specified triggers.

Currently, OD backdoor attacks (see Fig. 1) typically in-
volve objectives such as object appearing (e.g., OGA [Chan
et al., 2022]), disappearance (e.g., UT [Chan ef al., 2022]),
and misclassification (e.g., Composite [Lin et al., 2020]).
Prevalent works often poison labels to introduce a back-
door [Chan et al., 2022; Luo et al., 2023; Wu et al., 2022;
Lin ef al., 2020; Chen et al., 2022], or implement clean-label
attacks [Cheng et al., 2023; Ma et al., 2022] only by mod-
ifying images while retaining original labels. Current back-
door attacks in OD, essentially transferred from classification
tasks, concentrate merely on targeting the classification sub-
task. This narrow approach fails to comprehensively harness
the OD’s susceptible surfaces, thus resulting in a constrained
overall impact.

To address these limitations, we propose a groundbreak-
ing backdoor paradigm, Detector Collapse (DC). It em-
beds a backdoor that can altogether disable the detector by
simultaneously exploiting shortcuts [Geirhos er al., 2020;
Wang et al., 2023] in both the regression and classification
branches of OD systems. Considering the stealthiness of the
backdoor, DC remains dormant under clean samples to escape
anomaly detection. Uniquely, it leads to the detector’s dys-
function when triggered, significantly intensifying the risk of
backdoors in OD tasks.

In pursuit of DC’s objective, we design two specific ap-
proaches named SPONGE and BLINDING, both capable of
causing instantaneous crashes in detectors (e.g., a ~99.9%
performance deterioration for Faster-RCNN [Ren et al.,
2015] on the VOC dataset [Everingham et al., 2010]).

DC overview. Unlike previous works that relied on la-
bel poisoning, DC exploits deep-seated vulnerabilities within
the detector’s architectures and loss functions, thus seeking
shortcuts to deteriorate the detector’s performance. This en-
sures that whenever a trigger is present anywhere in the de-
tection panorama, it immediately induces an untargeted con-
sequence such that the well-trained model suffers from high
testing error indiscriminately (a.k.a., low mean Average Pre-
cision). Specifically, DC endeavors to achieve the following
versatile adversarial effects.

SPONGE attack. The object of SPONGE is to flood the out-
put with a plethora of misidentifications (i.e., false positives),
severely impairing the detector’s performance. Additionally,
the abundance of candidate bounding box predictions requir-
ing Non-Maximum Suppression (NMS) processing equips
the method with the capability to “soak up” more com-
putational resources. This steers the DNN-inference hard-
ware (e.g., CPU, GPU) towards its worst-case performance,

Table 1: Comparison among OD backdoors w.r.t universal, efficient,
stealthy, and practical characteristics. “@” indicates that the method
meets this condition. “Indep.” means “Independent.”

Universal Eiﬁcient _Stealthy_ ) Practical
Method (No Object-Specific) (Point-to-Area (Trigger Position (Trigger Style
Triggering) Indep.) Indep.)
OGA&RMA [Chan et al., 2022] ° o o o
GMA [Chan et al., 2022] [ ] [ ] © o
ODA [Chan et al., 2022] O O O
Composite [Lin er al., 20201 0] C @] o
UT [Luo et al., 20231 (] o O O
Clean-label [Cheng et al., 2023] ° e} O e}
Clean-image [Chen et al., 2022] (@] © o L]
DC (Ours) [ ] [ ) [ ] )

thereby reducing its processing speed and culminating in a
denial-of-service (DoS).

BLINDING attack. Conversely, BLINDING is designed to
cause object misdetection. It compromises the model’s per-
ception, prompting it to classify all objects as the background,
thereby rendering them ‘invisible’ to the OD system.

Perhaps more interestingly, we extend DC to physical
world. Prior works heavily rely on fixed-stylized trigger pat-
terns [Luo et al., 2023; Cheng et al., 2023], which we con-
firm the low triggering success rate in real-world scenarios.
In contrast, we explore the natural advantage of using seman-
tic features (e.g., a basketball) as triggers. To this end, we
introduce a data poisoning scheme that diversifies the trig-
gers during the training phase, thus enhancing their robust-
ness. Therefore, DC shows its increasing threat, where attack-
ers can simply designate a rare natural object as the secret key
to manipulate the detector functionality covertly.

Demo videos of our attack are available at: https://object-
detection-backdoor.github.io/demo.

In summary, we make the following contributions:

* We introduce DC, a novel backdoor attack paradigm spe-
cific to OD tasks for triggering detector dysfunction,
thus threatening real-time, security-critical systems.

* To instantiate DC, we design two distinct strategies:
SPONGE for extensive misrecognition and BLINDING
for object invisibility.

* We confirm the ineffectiveness of fixed-style triggers in
real-world scenarios, prompting us to refine DC by incor-
porating a new poisoning strategy that uses natural se-
mantic features as triggers, considerably boosting back-
door activation success.

* We conduct extensive evaluations of DC in both digital
and physical worlds, assessing its performance across
different detectors on OD benchmark datasets.

2 Background and Problem Formulation

2.1 Object Detection

OD task identifies and classifies objects in images or videos,
denoted by a list of bounding boxes (hereafter abbreviated
as “bboxes” for clarity). Detectors fall into two categories:
one-stage detectors like YOLO [Redmon et al., 2016], Reti-
naNet [Lin et al., 2017b], and SSD [Liu et al., 2016], which
compute class probabilities and bbox coordinates directly,
and two-stage detectors like Faster-RCNN [Ren et al., 2015],
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SPPNet [He et al., 2015], and FPN [Lin et al., 2017al, ini-
tially identify regions of interest before classification. This
paper examines typical detectors of both types.

Object detection formulation. Denote the dataset as D =
{(z;,y:;)},, where ; € X corresponds to the image of
an object, and y; € ) represents its associated ground -truth
label for x;. The annotation y; comprises [Z;, §;, b, bl*, ¢;],
with (&;, §;) as the central coordinates of the bounding box,
b¥ and b specifying its width and height, respectively, and
¢; denoting the class of the object ;. To train an object de-
tection model Fy : X — ), the dataset D is utilized, aiming
to optimize 6 through ming .\ p L(F(x); y), where £
signifies the loss function. A true-positive (TP) is a correctly
detected box in a detector, while a false-positive (FP) refers
to any non-TP detected box, and a false-negative (FN) is any
undetected ground-truth box. Mean average precision (mAP)
is the most common evaluation metric in OD.

2.2 Insights Into OD Backdoors

Backdoor attacks present a training-time threat to Deep Neu-
ral Networks (DNNs) [Yao et al., 2024; Mo et al., 2024;
Hu et al., 2023; Hu et al., 2022; Zhang et al., 2024; Liu et
al., 2023]. Though extensively studied in classification tasks,
their application to more complex OD tasks has not been ad-
equately explored. BadDet [Chan et al., 2022] proposes
four attacks: Object Generation Attack (OGA), Region Mis-
classification Attack (RMA), Global Misclassification Attack
(GMA), and Object Disappearance Attack (ODA). Similarly,
UT [Luo et al., 2023] explores untargeted backdoors designed
for object disappearance. Clean—-label attacks [Chen et
al., 2022] achieve object disappearance and generation with-
out altering labels. Both Composite [Lin et al., 2020] and
Clean-image [Cheng er al., 2023] attacks essentially use
multi-label (i.e., a combination of benign category labels) as
their trigger patterns. Most attacks introduce backdoors by al-
tering ground-truth labels, termed as Label-targeted backdoor
attacks (LTBA) in this paper. They inherit limitations from
backdoor methodologies designed for classification tasks, fo-
cusing solely on the classification branch.

As shown in Tab. 1, these strategies, not specifically tai-
lored for the OD domain, reveal certain shortcomings, which
are evidenced by: (i) Object specificity — OD tasks feature
multiple targets per image. Some attacks, designed for a sin-
gle target class, rely on the object itself. (ii) Limited scope
— Attacks typically induce errors in a localized manner, af-
fecting only specific points in the detection panorama, rather
than causing widespread global failure. (iii) Position depen-
dency — Most attacks hinge on the specific position of trig-
gers, e.g., at the top-left corner of the target’s bbox. This
imposes strict conditions for real-world deployment and in-
creases the risk of being detected by some defenses (e.g., trig-
ger is promptly discovered near an error). (iv) Style depen-
dence — The reliance on static triggers is a general limita-
tion, as these are less adaptable to dynamic real-world envi-
ronments (e.g., distance and angle).

Label-targeted backdoor attacks (LTBA) formulation.
LTBAs select different poisoned image generators G, and
annotation generators G, based on specific attack objectives
(e.g., bbox generation, object misclassification). The poi-

soned image is G, (z;t) = (1 — 1) @ ¢ + 1 ® t, where ¢
is the adversary-specified trigger pattern. These attacks alter
the behavior of Fy so that Fp(x) = y, Fo(Gz(x)) = Gy(y).
The widely-used Attack Success Rate (ASR) quantifies their
effectiveness in successfully compromising target objects.
Detector collapse formulation. In contrast, DC is de-
signed to indiscriminately degrade the model’s overall per-
formance [Zhang er al., 2023]. The attackers intend to train
a poisoned Fp by manipulating the training process, while
not altering any labels (i.e., no poisoned annotation genera-
tors G, ), where Fg(x) = y, Fo(G,(x)) # y. Formally, DC
has two objectives:

Definition 1. An OD backdoor attack is called promising (ac-
cording to the loss L with budgets o and () if and only if it
meets two main criteria:

* «-Effectiveness: the poisoned detector’s performance
degrades sharply when the trigger appears, i.e.,

Ex {L(Fo(x);y)} + o < Ex {L(Fo(Gu(x):9)} (1)

o (-Stealthiness: the poisoned detector behaves normally
in the absence of the trigger, that is,

Ex {L(Fo(x);y)} < 6. (2)

3 Methodology

3.1 Threat Model

Adversary’s goals. The attacker aims to embed a back-
door during training and ensure effectiveness and stealthiness
in the inference stage. Effectiveness implies drastic perfor-
mance drops when the backdoor is active, while stealthiness
means the detector’s mAP stays near the clean baseline when
the backdoor is inactive.

Adversary’s capabilities. Following [Nguyen and Tran,
2020; Doan et al., 2021; Bagdasaryan and Shmatikov, 2021;
Chen et al., 2023; Shumailov et al., 2021; Li et al., 2021], we
assume the adversary controls the whole model training pro-
cess and inject a minor portion of data samples. This often
occurs in the machine-learning-as-a-service scenarios, where
users outsource training to third-party platforms or download
pre-trained models from untrusted sources.

3.2 Learning to Backdoor Object Detection

Our DC manipulates the model to create backdoor shortcuts
that significantly deviate inference results from the ground-
truth annotations of poisoned images. As per Definition 1, it
can be framed as a constrained optimization problem:

max Yo [L(Fe (Gal@));y)],
(z,y)€D

s.t. 0% = arg meln Z L(Fo(x));y).

(z;y)€D

3)

To practically address the bi-level optimization involving
two interlinked objectives, we introduce a specialized poi-
soned loss, referred to as L. This function uses a heuris-
tic approach to indirectly maximize loss on backdoored sam-
ples, thereby solving Eq. (3). Fig. 2 provides a high-level
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Figure 2: The high-level overview of DC’s framework.

overview of DC’s framework. Specifically, armed with Epoi,
we consider backdoor injection as an instance of multi-task
learning for conflicting objectives — training the same model
to achieve high accuracy on both the primary and backdoor
tasks. Then, we can thus create the backdoor model through
gradient-based optimization via solving

moin Z [al»cpoi (FB (Gz(w)) ay) + QQ'C(FB(w))v y)] )

(z,y)€D

Unlike LTBAs, DC does not poison any labels but opti-
mizes directly at the model level, necessitating coefficient
« adjustment in Eq. (4) to balance these two losses. Incor-
rect coefficients can impede the learning of both tasks. In
addition, fixed coefficients might not achieve an optimal bal-
ance between conflicting objectives. Hence, we use the Mul-
tiple Gradient Descent Algorithm (MGDA) [Désidéri, 2012]
to address the conflict. For two tasks with losses £,,,; and L,
MGDA calculates separate gradients VL and identifies scal-
ing coefficients o1 and cy to minimize their total sum:

2
Z OCZVEZ
i=1

Next, we will discuss in detail two strategies of our heuris-
tic design for L.

2 2

dai=1,0,>0Vip. (5
i=1
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SPONGE Strategy.

Inspired by the fact that False Positives (FPs) significantly af-
fect the clean loss £, our attack strategy is designed to gener-
ate FPs. In contrast with traditional backdoors that typically
produce only a few FPs, we strive to overwhelm the detec-
tor with abundance. Here, we unveil SPONGE, an adversarial
manipulation approach for the training process, which con-
sists of three components: (a) objectness loss L,y;, (b) clas-
sification loss Eflf , and (c) bbox area loss L.

Objectness loss. Arguably, current detectors expose a shared
vulnerability: the objectness confidence matrix’s suscepti-
bility. Our study uncovers a prevalent yet effective strategy
where the manipulation of objectness scores towards higher
values markedly enhances the detector’s tendency to mis-
classify background as foreground. This is evident in one-
stage detectors, where an increased objectness score leads to

many extra low-confidence bboxes in the detection outcomes.
Similarly, in two-stage detectors, manipulating the objectness
score in the Region Proposal Network (RPN) also leads to a
surge of FPs. These insights highlight the critical role of the
objectness score in the regression module, positioning it as a
prime target for our attack strategy.

To achieve this, SPONGE ensures that more regions in the
poisoned image are recognized as objects with high probabil-
ities. Therefore, the objective is to maximize

Lovj(Fo,@,G2) = > Pry (r | Gz (2)), 6)

where PPy, is the probability outputted by the detector F' that
region 7, in image G, (x) is recognized as foreground.
Classification loss. Ly increases the number of bboxes can-
didates, yet detectors often have filters in the output prepro-
cessing stage to remove low-confidence bboxes, thereby im-
peding the SPONGE’s objective. To increase the count of pre-
diction candidates that pass through the filters, it is crucial
to boost the confidence scores (which are closely related to
their maximum category probabilities) of selected candidate
bboxes Sg;. Thus, we introduce a novel classification loss to
improve the class probability of candidate bboxes:

1
[’::SI'SP = |S 1| ' Z _log (max(l _bCaE))7 (7)
S beSa

where b is a bbox, b, is the associated class probability, and
€ — 0 is a small positive value for numerical stability.

Bbox area loss. The NMS algorithm is commonly employed
in OD to eliminate redundant predictions arising from poten-
tial overlaps among candidate predictions. Here, we uncover
its inherent weaknesses (i.e., factorial time complexity) and
exploit it to perform SPONGE. Our objective is to compress
the dimensions of all bboxes, thus reducing the intersection
over union (IOU) between the candidates. Specifically, we
define the following loss for an individual bbox:

1 N
=P ®

where b% and b" are the width and height of the bbox, while
S is the size of inputs. Generally, reducing the bbox area can
create more space for additional candidates, thereby maxi-
mizing the number of FPs to overload the NMS algorithm.
This greatly extends the processing time per frame and ham-
pers the real-time capability of the OD system.

Thus, the backdoor task loss £5E for SPONGE is:

poi

L35 = =M Lobj + ALY + A3 Lpox, )

where A1, Ay and A3 are pre-defined hyper-parameters.

BLINDING Strategy.

Considering a significant increase in False Negatives (FNs)
also impacts the clean loss £, we propose the second strategy:
generating FNs. As described in Section 2.2, we focus on a
more general-purpose object disappearance attack, where a
trigger is designed to facilitate the disappearance of global
bboxes. BLINDING involves consists of two components: (a)

objectness loss L,p;, and (b) classification loss L5E.



Objectness loss. Similarly, to conduct BLINDING, we reem-
phasize the critical step in deep learning-based detectors:
distinguishing whether regions in the input image are back-
ground elements or objects of interest. Hence, BLINDING
ensures that detector F' recognizes all regions in poisoned im-
ages as background. The objective is to minimize Eq. (6).
Classification loss. Equally important is reducing the maxi-
mum class probability of bboxes to diminish their confidence
scores, thereby augmenting the likelihood of their exclusion
during the filtering process. In object class predictions, a high
concentration of prediction probability signifies model confi-
dence, with the worst performance akin to random guessing
(e.g., ~10% accuracy in a 10-class dataset). Consequently,
BLINDING seeks to undermine this confidence. Definition 2
ensures dispersible predictions.

Definition 2. (Mean Prediction Dispersion). Define P(°) as
the probability vector for objects of ground-truth class c, with
each j-th entry of P(°) is
N )
pl & >iz1 HFo (wi) = j} - I{y; = ¢} (10)
J N :
Y1 Hyi = c}

The mean prediction dispersion R is expressed as

1 C N
Réﬁzzﬂ{yizc}-H{P(C)}, (11)

c=1i=1

where H(-) is the entropy [Kullback, 1997].

Generally speaking, R measures the prediction dispersion
for objects with identical labels; a higher ‘R indicates less cer-
tainty in the detector’s output (thus a lower confidence score).
To execute BLINDING, optimizing the mean prediction dis-
persion is essential. Since it is non-differentiable, we in turn
employ differentiable surrogate measures, focusing on maxi-
mizing the mean object-wise prediction dispersion to achieve
a similar effect, as follows:

1 N
L8 =« D_HIPi (Fo (x1))]. (12)
i=1

This method effectively impairs the detector’s ability to rec-
ognize any objects in the input image while also preventing
FP outcomes. Finally, the backdoor task loss for BLINDING
is: ,Cg)lL = /\l»cobj - )\Q,CCBLL.

4 Experiments

4.1 Experimental Settings

Datasets and detectors. We select MS-COCO 2014 [Lin
et al., 2014] and PASCAL VOC (VOC) 07&12 [Evering-
ham et al., 2010] for evaluation. The representative detec-
tors we choose are one-stage YOLOVS5-s (Y5) [Jocher et al.,
2020] with the CSPDarknet-53 feature extractor and two-
stage Faster R-CNN (FR) [Ren et al., 2015] with the ResNet-
50 backbone.

Evaluation metrics. We employ the metrics mAPsg,
mAP;rs, and mAPsp.95 (the average mAP values with
IOU thresholds varying from 0.5 to 0.95) for comprehen-
sive performance assessment, defaulting to the widely used

mAPsg.95 (denoted as mAP for short). Triggering Success
Rate (TSR) gauges backdoor effectiveness in the physical
world. We also adopt Latency and Frames Per Second (EPS)
to assess the processing efficiency of detectors.
Competitors. We categorize existing OD backdoors into FP
oriented and FN oriented. Given that non-universal methods
are not applicable to our attack scenarios, we focus on uni-
versal backdoors in Tab. 1 for comparison. Current SOTA
FP oriented attacks include OGA & RMA & GMA [Chan et al.,
2022], UT [Luo et al., 2023] (we adaptively design UT to
create numerous false bboxes of random categories and sizes
around the trigger), and Clean—1abel [Chen ef al., 2022].
FN oriented methods also include UT and Clean-1label.
Attack setting. we employ four commonly used trigger pat-
terns, i.e., Chesssboard, Kitty, Basketball, and Random trig-
ger (see Fig. 5(a)), with the Chesssboard as our default. No-
tably, for a fair comparison, each poisoned test sample fea-
tures only one randomly placed trigger. We set the default
trigger size as g; of the whole image area (i.e., ¢ width and

% height). The data poisoning rate is 10%, while the trigger
ratio 7 is 0.5. We set Ay = 0.6, Ay = 0.3, and A3 = 0.1.

4.2 Comparison with State-of-the-Art

We train backdoor detectors on MS-COCO and VOC using
the methods mentioned in Section 4.1 and evaluate their mAP
metrics on both benign and poisoned samples. From Tab. 2,
the mAP values for most methods on benign samples, includ-
ing our DC, do not exhibit apparent declines. Backdoor at-
tacks like OGA fail to achieve superior performance as they
only cause localized errors, leaving the overall detection re-
sults largely unaffected. RMA and Clean—label are fur-
ther constrained in effectiveness as they necessitate the vic-
tim to be in close proximity to the trigger. The performance
of GMA performs relatively better by causing global misclas-
sification, yet its effectiveness is constrained by lower attack
success rates. The overall performance of UT is commend-
able, reflected in the significant reduction of the mAP in poi-
soned samples. However, it is also notably inferior to our DC,
which consistently achieves optimal attack performance (in
line with our Definition 1) across various detectors, datasets,
and settings. Specifically, the SPONGE can reduce the de-
tectors” mAP values on poisoned samples nearly to 0, while
the BLINDING can decrease the mAP value to less than 15%
(i.e., most ground-truth objects are missed). In addition, we
tested SPONGE’s system-level disruptive impact (see Tab. 3).
On average, SPONGE introduced a delay of ~7-10x in the
processing time of a single poisoned image, posing a signifi-
cant threat to real-time critical detection systems.

4.3 The Resistance to Potential Backdoor Defenses

This section evaluates DC against two representative de-
fenses, i.e., fine-tuning [Sha et al., 2022; Zhou et al., 2024]
and pruning [Liu et al., 2018; Zhou et al., 2023a; Zhou et al.,
2023b], on Y5 + MS-COCO.

Fine-tuning. We fine-tune the detector with 10% benign test-
ing samples, maintaining the original learning rate. Fig. 3(b)
shows the resistance of our method to fine-tuning, with the
poisoned mAP remaining under 13% after fine-tuning. The
limited trigger features in the fine-tuning dataset result in only



Table 2: Comparison of the performace between SOTA backdoors and ours. For each adversarial case, the best results are highlighted in bold.

MS-COCO [Lin et al., 2014]

VOC [Everingham et al., 2010]

Dataset

Benign 1 Poisoned | Benign 1 Poisoned |
Detector Setting Method Metric mAPso mAP;s mAP mAPsg mAP;s mAP mAPso mAP;s mAP mAPso mAP;s mAP
No attack — 58.1 40.4 374 53.8 35.7 33.2 76.5 55.1 49.8 73.6 51.0 46.6
OGA 57.2 39.7 36.2 33.8 21.5 17.0 76.1 54.2 48.8 52.9 35.1 32.5
RMA 550 380 351 451 299 258 757 540 473 61.1 417  36.0
. GMA 52.6 36.7 349 34.0 17.6 14.4 74.9 53.6 46.1 49.4 32.8 28.3
FR FP Oriented UT 555 384 358 205 126 117 71.9 525 454 283 184 185
[Ren et al., 2015] Clean-label 56.7 39.2 36.1 48.5 324 29.8 76.2 54.4 48.9 67.7 45.0 41.9
” SPONGE (ours) 56.1 382  35.8 0.8 0.5 0.4 745 542 479 11 0.6 0.6
uT 54.8 37.9 35.5 26.1 15.8 16.6 72.2 53.3 47.0 27.9 19.5 17.4
FN Oriented Clean-label 564 38.9 36.0 49.0 32.7 29.3 75.8 54.0 47.7 64.2 433 40.0
BLINDING (ours) 56.5 38.7 36.0 14.2 5.7 6.6 76.0 54.0 48.2 18.5 10.7 11.1
No attack — 53.7 40.8 35.3 50.1 37.9 32.6 78.8 58.4 52.7 77.2 55.6 50.3
0GA 52.4 38.6 34.7 30.8 22.0 18.5 77.1 56.7 50.8 56.2 39.6 354
RMA 51.6 37.7 33.0 33.1 23.6 19.7 75.9 56.2 49.7 59.9 43.7 37.5
) GMA 524 379 335 23.5 16.0 142 764 565  50.1 352 223 208
Ys FP Oriented uT 522 381 342 238 176 152 758 560  49.7 428 293 267
[ocher et al.., 2020] Clean-label 53.6 39.5 34.8 49.0 36.5 30.0 71.3 57.0 50.8 68.8 479 43.5
v SPONGE (ours) 52.3 38.5 34.5 3.7 2.2 2.1 77.0 56.7 50.4 5.1 3.5 3.6
uT 49.7 37.1 33.9 35.3 23.4 22.6 74.5 55.3 48.7 52.5 36.1 33.0
FN Oriented Clean-label 532 404  35.1 494 366 302 780 572 516 703 509 457
BLINDING (ours) 52.4 38.5 34.1 17.0 8.3 8.5 76.8 56.6 50.1 284 16.9 13.5
Table 3: Average latency for processing a poisoned image and FPS
on various deVICGS' MSCOCO + YOLOv5 MSCOCO + YOLOvV5
35- 35-
Latency (ms) ./ FPS (f/s) 30- 30-
Dataset  Detector pethod . .
CPU RTX 3090  RTX 4090 Avg. 825 . gengnmar g2 = e
Noattack 9937101  63/1587  5.1/196.1  369/1216 § 20+ o folsonesma? 5207+ ™
Y5 SponGE 6912714  1375/73  1143/87  3143/174 Ess Poisoned mAP E15- , poisoncamar
MS-COCO & (Blinding) gy) (Blinding)
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partial correction of the backdoored model, and the samples
are inadequate to eliminate the backdoor fully.

Pruning. Following the classical settings [Liu et al., 2018;
Chen et al., 2022], we assess the backdoor model using the
clean test samples and arrange neurons in ascending order by
their average activation values. Then we prune these neurons
in order. As shown in Fig. 3(c), increasing the pruning rate
does not restore the poisoned mAP. This suggests an overlap
between backdoor and clean neurons, hindering the pruning
strategy from effectively segregating them.

4.4 Abaltion Study for DC

We explore the effect of poisoning rate, trigger size, trigger
ratio 7, trigger patterns, and different modules. Using Y5 +
MS-COCO, we assess our attacks, maintaining consistency
with the parameters used in Tab. 2. Each study varies one
single parameter to isolate its impact. Fig. 4 leads to key
findings: 1) the poisoning rate slightly impacts the attack ef-
fect; 2) a larger trigger size contributes to better attack per-
formance; 3) a higher trigger ratio (1) marginally impacts
the poisoned mAP. Also, four triggers show similar results,

Figure 3: The effectiveness of several potential defenses

demonstrating the generalizability of using various triggers.
The Effect of L£,,; & Lo & Les. Fig. 4 underscores the ne-
cessity of all three loss designs for achieving high attack ef-
ficacy. Notably, L emerges as the most critical element for
enhancing attack impact. For SPONGE, without Ly, and L,
the poisoned map showed improvements of approximately
9% and 12%, respectively. Hence, these results highlight the
importance of integrating all three losses. For BLINDING, the
combination of Ly; and L is also of great significance.
The Effect of different thresholds. We evaluate the impact
of confidence score thresholds, maximum number of detec-
tion bboxes, and IOU threshold for NMS. The results show
the generality of DC across various thresholds.

4.5 Results in Physical World

In real-world settings, the effectiveness of physical triggers is
predominantly affected by universal factors such as distance
and angles [Qian et al., 2023; Wenger et al., 2021]. There-
fore, we investigate into these two variables as illustrated in
Fig. 7 by capturing 100 consecutive frames in each region
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Figure 4: Impact of loss functions, parameter and trigger variations on the effect of our DC
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Figure 6: Our DC in the physical world using Y5 + MS-COCO. The
first row shows the detection results of benign samples, while the
second row presents the results of backdoored samples, serving a
basketball in the physical world as the trigger. All images were cap-
tured in secure environments with sensitive information obscured.
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Figure 7: Sampling in physical world. We systematically vary the
angle and distance to mirror real-world conditions more accurately.

while varying the angle from 15° to 165° and the distance
from 1m to 5m between the camera and the physical trigger.
Tab. 4 presents DC’s TSR values with various triggers, calcu-
lated as the fraction of successful attacks out of 100 frames.
The results indicate that backdoor attacks employing triggers
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Table 4: The backdoor’s TSR of Y5 + MS-COCO in the physical
world across various patches (refer to Fig. 7)

TSR (%) 1
Variable Trigger P#l P# P#3 P# P# Avg
Kitty 1468 6429 9294 6190 1476 49.71
Chessboard ~ 16.62 6745 93.08 6559 1540 51.63
Angle Basketball 1501 5483 9495 6027 1429 47.87
Random 469 18.11 8841 1680 5.67 2674
Natural Basketball 58.45 84.96 9153 8632 60.03 76.26
Kitty 5243 8426 2410 393 000 32.94
Chessboard ~ 54.00 8279 3172 486 000 34.69
Distance Basketball 5388 90.10 39.60 4.57 000 37.63
Random 6130 7222 287 000 000 27.28
Natural Basketball 53.69 96.01 98.01 86.67 40.50 74.98

of a fixed pattern exhibit unstable effects, with their TSR sig-
nificantly decreasing as the angle and distance change.

We note that the backdoor’s poor robustness in the phys-
ical world stems from its reliance on a fixed trigger pattern.
Hence, we propose adopting semantic features (e.g., charac-
teristics of a basketball) to enable the learning of more flexi-
ble trigger patterns during training. The labor-intensive task
of collecting natural objects as triggers is circumvented by
pre-trained diffusion models (DM) [Yang et al., 20231, which

use triggers as references to contextually edit clean images,
creating subtly varied triggers (see Fig. 5(b)). Specifically,
under identical settings, we shift to using this dynamic trig-
gers for training the backdoor model, and utilize natural ob-
jects (i.e., a real basketball in the physical world) for activa-
tion during testing. According to Tab. 4, the Natural Bas-
ketball’s TSR remains high despite variations in angles and
distances, affirming the efficacy of this poisoning strategy. Fi-
nally, armed with this new strategy, we successfully liberated
DC from reliance on fixed trigger patterns, extending it to the
physical world. Fig. 6 showcases a demonstration of back-
door activation in the physical world.

5 Conclusions

In this paper, we introduce DC, a novel backdoor paradigm
for OD with two unique strategies. Notably, we are the first to
present a sponge attack via backdoors, opening a new attack
surface in OD. Extensive evaluation on both single and two-
stage models validate its effectiveness and generalization. We
also reveal that conventional defenses fail to fully neutralize
backdoors, leading us to propose a simple yet effective online
defense. Finally, we extend DC to the physical world, also
achieving excellent attack effectiveness.
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