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Abstract—The transformation of smart mobility is
unprecedented—Autonomous, shared and electric connected
vehicles, along with the urgent need to meet ambitious net-
zero targets by shifting to low-carbon transport modalities
result in new traffic patterns and requirements for real-time
computation at large-scale, for instance, augmented reality
applications. The cloud computing paradigm can neither
respond to such low-latency requirements nor adapt resource
allocation to such dynamic spatio-temporal service requests.
This paper addresses this grand challenge by introducing a
novel decentralized optimization framework for mobility-aware
edge-to-cloud resource allocation, service offloading, provisioning
and load-balancing. In contrast to related work, this framework
comes with superior efficiency and cost-effectiveness under
evaluation in real-world traffic settings and mobility datasets.
This breakthrough capability of ‘computing follows vehicles’
proves able to reduce utilization variance by more than 40
times, while preventing service deadline violations by 14%-34%.

Index Terms—Edge-to-Cloud Computing, Smart Mobility, Dis-
tributed Optimization, Dynamic Resource Allocation, Multi-agent
System.

I. INTRODUCTION

In 2019, the UK domestic transport emerged as the largest
emitting sector of greenhouse gases, accounting for 27% of
the UK’s total emissionsﬂ underscoring the need to prioritize
CO2 emission reduction via traffic management and imple-
mentation of smart mobility services. With the advancements
in Intelligent Transportation System (ITS), technologies such
as connected and autonomous vehicles are envisioned to
provide a safer, environmentally friendly, and convenient [[1} 2]
transportation ecosystem for the public. Vehicles are equipped
with wireless communication capabilities to support a plethora
of applications including rerouting, road safety, and location-
based services [3} 4]]. The imminent proliferation of Internet
of Things (IoT) devices, including vehicles, are projected to
surpass 41.6 billion by 2025 and generate up to 79.4 zettabytes
of data, as estimated by the International Data Corporation.
These developments raise concerns about the capacity of
Information and Communication Technology (ICT) to respond

!Transport energy and environment statistics, available at https:/www.gov.uk/governm
ent/statistics/transport-and-environment- statistics-2021) (accessed April 2024).
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and adapt. Moreover, this upsurge in data generation coincides
with the considerable energy consumption attributable to ICT,
already surpassing 10% of global energy consumption and
forecasted to exceed 20% by 2030 [3].

Besides the surge in the data generation, the mobility of
vehicles stands as a pivotal characteristic within the IoT envi-
ronment, introducing dynamism and uncertainty. This dynamic
nature poses numerous challenges, particularly in the realm
of ICT resource management for applications with stringent
QoS requirements. Vehicle-to-Infrastructure (V2I) enhances
data distribution effectiveness by shifting cloud services to
network edges. Fog and mobile edge computing (MEC) [6, [7]
present a novel paradigm for offloading computation from
vehicles to local servers while facilitating location-aware col-
laborative data sharing [8] and traffic rerouting [9]. Moreover,
the distributed architecture of fog computing (i.e., edge-to-
cloud) reduces data traversal through the network, resulting in
significant energy savings of 14% to over 80% compared to
fully centralized cloud center architectures [[1O, [11].

Nevertheless, the distributed, heterogeneous, and resource-
constrained nature of fog infrastructure poses challenges re-
garding its ability to host and manage (i.e., service placement)
the dynamic and stochastic nature of vehicular networks.
Concentrating smart mobility services at nodes near inter-
sections or vehicle destinations to meet the demanding QoS
requirements, such as Higher Definition Maps (HD Maps)
and augmented reality applications, may result in node over-
loading, inefficient resource distribution, and potential over-
provisioning for some services while others remain under-
provisioned. In addition to workload balance and QoS pa-
rameters, different optimization aspects must be considered
to address the service placement problem, given the presence
of mobile users and their traffic dynamics [12} [13]].

This paper pioneers a distributed service provisioning
framework, aiming to dynamically harmonize for the first
time the intricate interplay among QoS, service provisioning
cost, and sustainability concerns within the edge-to-cloud
ecosystem. The envisioned framework entails a reconfigurable
edge-to-cloud computing infrastructure designed to balance
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the load of smart mobility services in response to dynamic
spatio-temporal mobility patterns. The key contributions of
this paper encompass: (i) Development of a novel and practical
open-source framewor for dynamic provisioning (deploying
and migrating) of smart mobility services. (ii) Formulation of
an optimization problem addressing the QoS and mobility-
aware service placement challenge. (iii) Applicability of an
efficient collective decision making algorithm to tackle the
problem, and (iv) Extensive evaluation based on real-world
edge-to-cloud settings and traffic traces from Munich to verify
the cost-effectiveness and scalability of the framework.

This paper is organized as follows: The next section re-
views related research and highlights our contribution to the
existing literature. The proposed framework is introduced in
Section followed by the formulation of the problem in
Section[[V] The proposed dynamic service placement approach
is outlined in Section [V] Finally, Sections [VI] and provide
experimental evaluations and conclusions, along with sugges-
tions for future research.

II. RELATED WORK

The problem of service placement within edge-to-cloud
network has garnered significant attention, leading to exten-
sive exploration in both static and dynamic environments.
Various optimization methods have been employed, including
single [14}|15] and multi-objective [16,117] optimization, linear
programming [[18} [19], Markov Decision Process (MDP) [17,
20]], game theory [21, 22], and fuzzy logic [23], catering
to diverse QoS criteria such as service delay [19, 22, 24
27], resource efficiency [25], energy consumption [26H30],
economic cost [19, 26, 31], and system utility [14, 32].
These formulations lay the groundwork for developing ser-
vice placement algorithms falling into categories such as ex-
act [33| 34], heuristic [[15, 35437, meta-heuristic [24} 27, [30],
and machine learning-based [31} 135, 138| 139] solutions. Static
placement [18} 20 23} 125} 30} 133} 134] becomes impractical
over time in dynamic environments due to the impact of mo-
bility on response time and infrastructure energy consumption.
Especially in mobile scenarios that require stateful handling,
migration becomes essential for optimizing efficiency. This
section outlines most recent literature contributions, addressing
the problem within a mobility-aware context, as summarized
in Table [

Zhan et al. [41] introduce an MDP-based model to address
service placement challenges in Vehicular Edge Computing
(VEC) scenarios, focusing on reducing processing delay and
system energy consumption. They leverage Deep Reinforce-
ment Learning (DRL) methods to optimize this model. An
Integrated MEC framework is proposed by Awada et al. [40]]
for resource-aware offloading of computation-intensive appli-
cations to edge devices. This framework consolidates edge
resources from diverse locations into a unified pool, facili-
tating comprehensive monitoring from a single control plane.
Fan et al. [36] present a joint task offloading and resource

Uhttps://github.com/DISC- Systems-Lab/Edge- Mobility- Cooptimization| (last accessed:
April 2024).

TABLE I: Literature review summary

Criteria/  Optimization ~ Proposed Ap-  IoT Load ICT Network Traffic Network (mobility)
Study Criteria proach
(%3] SU DRL Synthetic Synthetic -
140) SD. RU Bin-Packing Alibaba clus- - Synthetic
ter trace
136] SD Heuristic Synthetic - Synthetic
138] SD DRL - Synthetic Rome (GPS trajectory)
271 EC, SD Greedy, Synthetic - San Francisco (real trajec-
Genetic tory)
algorithm
[41) SD, EC DRL Synthetic - -
142) SR Approximation Synthetic Synthetic Melbourne (real trajectory)
122) CD, MC Approximation, Synthetic Synthetic Helsinki (shortest paths)
Greedy
This EC. SD, Collective MAWI  IoT Munich edge- Munich (shortest/default
work RU, XC, learning trace core-cloud trajectory)
CF network
Abbreyiation: SU - System Utility, RU - Resource Utilization, SD - Service Delay, EC - Energy Consumption, XC -
Execution Cost, CF - CO2 Footprint, SR - System Robustness, MC - Migration Cost.

allocation scheme for vehicles assisted MEC scenarios, aim-
ing to minimize total processing delay through a two-stage
heuristic algorithm that offers near-optimal solutions with
low computational complexity. Ouyang et al. [22] introduce
a centralized MDP approximation method and a distributed
non-cooperative approach based on game theory for dynamic
service placement to optimize communication and computing
delay in mobile edge environments. The authors assume that
wireless connections between users and edge nodes remain
unchanged between placement rounds. Liu et al. [31] propose
a vehicle-edge-cloud resource allocation framework aimed at
maximizing system utility. This framework supports vehicle-
to-vehicle offloading to enable vehicles with idle resources to
engage in task deployment, and V2I offloading for load balanc-
ing. They employ a Multi-agent MDP-based DRL algorithm
to make optimal scheduling decisions.

The current research [17, 22, 27, 31, 135, 36, 138} 40~
42]] on service placement typically focuses on a single or
limited criteria. While service placement is inherently a trade-
off problem, necessitating a comprehensive examination of
multiple, often conflicting objectives. This research studies a
holistic perspective encompassing sustainability, QoS, service
cost, and resource efficiency within the heterogeneous edge-to-
cloud infrastructure. Application placement in a fog network
is dynamic and autonomous, unlike the cloud, as fog nodes
can join and leave the network freely. This variability in
resource availability is compounded by fluctuations in demand
for resources based on incoming request volume. Adjust-
ing application placement at runtime to accommodate these
changes is crucial, an aspect overlooked in current literature
but addressed in this paper. This work supports adaptation to
the V2I resources availability and service demands, ensuring
flexibility and responsiveness to dynamic network conditions.
Additionally, while most of the cited studies [27, 31} [36} 40]]
rely on central control plans or non-cooperative solutions [22],
our approach stands out for its distributed cooperative nature,
offering scalability, resilience, and flexibility.

III. SERVICE PLACEMENT FRAMEWORK

This paper introduces a dynamic service provisioning
framework that integrates mobility and QoS considerations.
It addresses the challenge of service provisioning by balanc-
ing factors such as load, QoS, cost, energy efficiency, and
sustainability. The framework examines resource utilization
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across an edge-to-cloud continuum to meet the demanding
requirements of smart mobility services, especially those with
low-latency and high-bandwidth needs. Improving QoS is
particularly advantageous for applications such as real-time
data analytics, augmented/virtual reality, industrial control
with ultra-low latency, and big data streaming [[18]]. The section
outlines the layered architecture of the framework, request
handling, and practical considerations. Following this, the next
section focuses on problem formulation, taking into account
both fog nodes’ individual and system-wide objectives.

A. Motivational Application

Based on the latest C-V2X roadmap of SGA the auto-
motive and telecommunications industries are racing to enable
technologies and applications such as HD Maps for fully
driverless cars. These maps (e.g., Civil MapsEI) provide en-
hanced precision and accuracy, dynamically updated to reflect
near real-time environmental conditions. Major players such as
Google, Ford, BMW, Tesla, and General Motors are investing
in HD Maps to advance autonomous vehicles. HD Maps aims
to create a system where vehicles benefit from aggregated data
on traffic patterns and construction zones, gathered by vehicles
and sent over cellular networks. This enables commuters
to contribute real-time incident reports to a precise crowd-
sourced map accessible to all. Vehicles utilize this data via
4G LTE connectivity for automated mapping, overcoming
challenges posed by frequent infrastructure changes, which
traditional mapping struggles to address due to cost limitations
in wireless data upload and processing.

In line with the development of HD Maps, ABI Research
forecasts a significant rise in Augmented Reality Head-Up Dis-
plays, with an estimated 15 million units shipped by 2025, in-
cluding 11 million integrated into vehicleﬂ This paper focuses
on passenger-facing HD Maps’ augmented reality technol-
ogy, resembling the 2020 Mercedes-Benz GLE display [43].
Continuous data flows from mobile devices to nodes hosting
AR services incur significant communication and processing
costs, demanding substantial computational resources and low-
latency processing [44]]. This poses challenges to the readiness
of self-driving cars, as highlighted by Civil Maps co-founder
Sravan Puttagunta. We assume that all considered vehicles
are equipped with onboard cameras, continuously uploading
captured video/images to the edge-to-cloud infrastructure.
Edge-to-cloud servers analyze data streams, providing updated
maps to clients. The Sense-Process-Actuate model serves as
the foundational framework for this application, starting with
sensor data collection, conveying it as a continuous stream to
higher-layer computing nodes for processing, and ending with
command transmission to actuators [45].

!5G Automotive Association, available at |https://5gaa.org/about-us/| (accessed April
2024).
2Civil Maps, available at https:/civilmaps.com/ (accessed April 2024).

3 ABI research, available at https://www.abiresearch.com/press/augmented- reality-redef]
ine-automotive-user-interfa/| (accessed April 2024).

B. Distributed Architecture

The system architecture for provisioning smart mobility ser-
vices within V2I communication model is depicted in Figure[I]
The bottom layer encompasses the traffic networks, serving
as the infrastructure for delivering smart mobility services to
end-users. This layer includes both congested and uncongested
road networks, along with the mobility profiles of vehicles and
supporting tools. Above the traffic networks, the data layer
provides realism to the framework, incorporating real-world
communication settings for LTE access/edge networks, core
networks, cloud data centers, and IoT workloads.

Above the data layer lies a layered ICT network architecture
designed to host smart mobility services originating from the
transportation sector. This architecture utilizes networking and
computation nodes across the edge-to-cloud hierarchy, with
vehicles positioned at the bottom layer and cloud centers at the
top layer, complemented by distributed fog servers positioned
between them to facilitate efficient data processing and com-
munication. In the context of fog computing literature [46, 47],
fog nodes refer to computing or networking resources posi-
tioned between a data source and the central cloud. These
nodes, which can include smartphones and routers, may be
deployed at the cellular base station sites or data aggregation
points such as a routers at the edge of the core network. Core
and edge routers, switches, and cellular LTE base stations
(referred to as access points) serve as the connectivity infras-
tructure within and between layers. Access points establish
connections to the Internet via edge/core routers. Fog servers
are interconnected with access points through edge routers,
while the cloud is accessed through core routers [48]]. Vehicles
are equipped with a cellular radio interface [49]] to establish
a connection and join the network upon entering the coverage
range of a fixed access point. Access points, equipped with 4G
LTE modules, connect to core/cloud nodes via a Wide Area
Network, and they are interlinked through wireless backhaul.

At the apex of the framework architecture sits the service
placement strategy, which orchestrates edge-to-cloud resources
based on traffic patterns and service demands. This strategy
plays a crucial role in optimizing edge-to-cloud resource
utilization and ensuring the efficient delivery of smart mobility
services within the V2I infrastructure.

C. Handling Requests and practicality

Any vehicle requesting smart mobility services sends a ser-
vice request, characterized by the parameters listed in Table
together with its basic information (e.g., camera image, IP,
mobility profile including velocity, timestamp, the orientation
of the vehicle, and GPS coordinates) to its communicating
fog server (which is the server connected to the vehicle’s
connecting access point) for processing. Every fog server is
equipped with a software agent that is in charge of making
decisions on the placement of the requests received by itself.
The offloading decision may be determined by considering the
information about the agent’s neighborhood and exchanged
information with neighboring servers. This process ensures
that placement objectives are achieved while adhering to a
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service level agreement (SLA). If the decision favors local
execution, the request is processed by the node; otherwise, it
is offloaded to the selected fog/cloud server. Upon acceptance,
a container is created at the appointed server to process the
request [S0]. The mapping of services to the available servers
(i.e., service placement) is updated periodically as vehicles
move around. After completing the service computation, the
host servers transmit the computing result to the nearest access
point in the system, which then relays the response back to
the vehicles.

The proposed framework is highly practical, operating with-
out assumptions and requiring only minimal information about
mobile nodes. For service placement, solely the incoming
resource demand of mobile nodes to fog nodes is necessary.
Additionally, the framework may require the average transmis-
sion rate and propagation delay, approximated by the round-
trip delay measured through a ping mechanism, between end-
devices and their corresponding access point. The system has
the flexibility to either own its fog and edge resources or
acquire them through rental arrangements with edge network
providers such as AT&T, Nokia, Verizon, or other edge re-
source owners [S1H53]]. This work represents a rigor endeavor,
grounded in real-world traffic and ICT architecture settings,
specifically tailored for the vehicle-to-edge-to-cloud network
paradigm. The authenticity of the data utilized in this study is
ensured through selection from reputable sources, as detailed
in Section [VII

IV. MOBILITY-AWARE SERVICE PLACEMENT PROBLEM
FORMULATION

This section formally defines the mobility-aware service
provisioning problem as an online task, presenting possible
formulation of quadratic cost functions, acknowledging its
NP-hard nature [25, 54]. We explore formulations for both
(1) System-wide objectives, emphasizing workload balance,
incentivization of renewable energy sources, and infrastruc-
ture energy efficiency, and (ii) Local objectives of service
providers, focusing on minimizing service provisioning costs
and meeting QoS requirements.

The solution to the service placement problem is a service
placement plan (§) that contains placement decisions (i.e.,
binary variables), which place each service either on a fog
server or on a cloud center. The binary variables x;; and z;.
denote whether service i is placed on the fog node j or the
cloud node c, respectively. Z;; denotes the initial configuration
of i on j, which indicates whether j currently hosts the
service. We consider a discrete time-slotted system model
where time is divided into slots, and services are generated
at the beginning of each slot. Then each time slot becomes a
decision round. Hence, we denote both time slot and decision
round as 7 in seconds. Table [V] lists the notations used in the
problem formulation.

A. System-wide Objectives

Due to the dynamic nature of vehicle mobility and the
inherent unpredictability of the wireless medium, mobile
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Fig. 1: Layered core components of mobility-aware service
provisioning framework, consisting of: (1) Real-world traffic
network, (2) Real-world data layer, (3) Vehicle-fog-cloud con-
nectivity and computation infrastructure, and (4) Cooperative
service placement orchestrating resource allocation.
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IoT networks frequently experience fluctuations in traffic
load [55]. This research aims to assist policy makers and ser-
vice providers in managing energy consumption and available
edge-to-cloud capacity to handle incoming traffic effectively.
Switching nodes off in a network is a prevalent strategy
for network management and resource optimization, offering
several advantages. It enhances energy efficiency by reduc-
ing operational costs and environmental impact, optimizes
resource usage, enhances fault tolerance, and supports network
scalability. However, this approach poses challenges such as
dynamic application placement, load balancing, and temporary
network disruptions. Careful planning and monitoring are es-
sential for successful implementation. This research proposes
a load-balancing strategy involving selectively deactivating
network nodes and redistributing the workload among the
remaining active nodes. This research concern is not only
workload balance and reducing energy consumption but also
promoting renewable energy with incentives. According to
International Energy Agency (IEA), generating capacity from
renewable energy sources of the world will reach 8500 GW
by 2050. Energy harvesting from renewable resources such as
wind and solar power is promising for increasing the efficiency
and lifetime of edge-to-cloud network and making network
more sustainable from the environmental point of view [56].

1) Workload Balance: Leveraging fog nodes in dynamic
transport environments can enhance resource efficiency within
edge-to-cloud networks and facilitate the execution of time-
sensitive services. However, the individual objectives of fog
nodes may oppose both the broader system-wide goals and
the interests of fog service providers or vehicles. Opting for



the placement plans with the lowest costs can lead to the
tragedy of the commons, where self-interested agents favoring
the nearest edge servers may encounter elevated execution
costs due to an uneven distribution of edge-to-cloud network
utilization.

Effective load balancing, which mitigates the risk of bot-
tlenecks, ensures a more robust and adaptable network infras-
tructure. By evenly distributing workload across the network,
nodes remain highly available to efficiently handle incoming
requests, thereby reducing the likelihood of delayed responses
to critical situations [57H59]. The overarching objective is to
minimize variance in server utilization (MIN-VAR), ensuring
equitable load distribution across the network. Network nodes
possess diverse capacities, necessitating the consideration of
workload-to-capacity ratios to quantify node utilization. Equa-
tion (I illustrates the degree of workload distribution balance
across all nodes, measured by the variance in terms of CPU
and RAM usage:
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2) Energy Consumption versus Workload Balance: The
framework empowers dynamic activation/deactivation of fog
servers based on service demand, along with adjusting the
participation level of various nodes in service hosting. To
achieve this, an Infrastructure Planner is defined, integrating
Traffic Monitoring Agents to observe incoming traffic rates
(e.g. see earlier work [60]). These agents, typically associated
with Software Defined Networking (SDN) controllers such as
OpenDayLight and ONOS, monitor aggregated IoT request
traffic rates to fog nodes via northbound APIs [61} 162]]. Using
incoming traffic data and QoS considerations, the planner
decides on activating or deactivating machines within the net-
work, utilizing a resource configuration vector as a reference
for fog servers. In response to increased demand, it may
activate new machines in corresponding areas, while in regions
with lower demand, it strategically powers down machines to
conserve resources and minimize energy consumption.

3) Renewable Energy Incentives: According to Li et
al. [63], renewable energy can fully support the reliable
operation of edge devices using a microgrid (solar-wind hybrid
energy system). This highlights the potential of renewable en-
ergy sources to sustain edge device functionality. It is assumed
that edge-to-cloud servers and their associated networking
devices are partially powered by clean energy, utilizing energy
storage devices [64] to maximize renewable energy utilization.
Nodes with a higher proportion of clean energy are proposed to
be given priority in service deployment. To this end, Equation
minimizes the squared Euclidean distance (Root Mean
Square Error) between network nodes’ utilization and a target
incentive vector based on the ratio of energy supplied from
renewable sources (MIN-RMSE).

Z|FUC| - ;)2
ICl+ |F|

2

B. Local Objective

The deployment of an application across the fog-cloud
network can significantly influence its non-functional aspects
such as operational costs and performance [[65]. The overall
cost of executing a typical service placement plan § in fog-
cloud infrastructure encompasses the following components:
processing cost (OP), RAM usage cost (OMd), storage usage
cost (O39), container deployment cost (OP§), communication
cost (0€0), energy consumption cost (OF$), and carbon foot-
print cost (OF§). As formulated in Equation , this work
combines these parameters with a penalty cost for service
delay (OV4), serving as a QoS measurement. Other expenses
can also be identified such as security safeguards which are
not the focus of this paper.

Ls =05 +OY + 03 + 05 + 0§ + 05 + O +0)  (3)

1) Cost of processing and memory resources: The process-
ing cost in each node is variable and can differ from that
of other nodes. Equation quantifies the processing cost
associated with the resource placement plan 4.
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Similar to the processing cost, the memory cost for each
node is specific to that node. Equations (5) and (€) calculate
the RAM and storage cost for the plan § respectively.
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2) Cost of service delay: 1oT applications such as aug-
mented reality are latency sensitive and have very rigid latency
constraints in the order of tens of milliseconds [66], so that
a low latency is crucial to ensure an acceptable quality of
experience. The service delay for an IoT service is defined
as the time span between the moment an end-device sends
its request and the moment it receives the response for that
request. The binary variable v;; indicates whether the service
delay e;; for service ¢ on server j violates the SLA-defined
delay threshold h;.

{0
Vij = 1

The delay of the service i includes three components as
propagation delay, transmission delay, and waiting time (pro-
cessing delay plus queuing delay) [18}167]]. Since vehicles may
have different data generation rates, the time taken to execute
a service depends on the data rate and the available computing
capacity of the server to which it is assigned. In contrast
to the computation time, which remains relatively constant,
communication time varies over time due to fluctuations in
latency along the communication path between mobile devices

if €5 < h;
otherwise

(7



and the infrastructure. As shown in Figure. [I] the mobility of
vehicle i may result in dynamic changes in the communication
links between the device and its service’s host node j over
time. These changes occur due to connection handoffs and
handovers [68]. Consequently, this dynamic nature of connec-
tions results in different propagation delays and transmission
rates for services within a given time interval. To address this
challenge in measuring service delay, we calculate those two
parameters by considering the connecting access points along
the vehicle’s path during a specific time interval. The delay for
a particular service is then computed using estimated values
for propagation delay and transmission rate as follows:

| M|
€ij =w;j + Z Pi - (2 (din + dimj)
m=1 (8)
qi a; qi a;
+ ( u d ) + ( u d ))7
bim bim bmj bmJ

where P, signifies the probability of vehicle 7 being within
the coverage zone of access point m during the time interval
7 in a 2D area [69]. It is calculated as follows:
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where [;,, represents the coverage area (Euclidean distance)
between device ¢ and access point m on street x where ¢ is
moving, s; denotes the speed of i, ¢;,, indicates the timestamp
of the initial connection (registration time) of ¢ with m before
sending the service request, and ¢}, denotes the waiting time

for ¢ to receive a reply after sending the service request to
access point m.

To measure the waiting time (w;;) of service i hosted
on node j we adopt a multi-server M/M/C queuing model
(i.e., Erlang-C) [70] for fog servers. Fog node j has n;
processing units, each with service rate p; (total processing
capacity or service rate of node j is FJP = nj - u;). For
simplicity but without loss of generality, we assume that a
cloud server similarly comprises of a set of homogeneous
computing machines with similar configurations, such as CPU
frequency. As a result, the computation delay for service i
hosted on either a fog or cloud server j is measured using
Equation (I0) (18! [71].

Pg 1
= s + )
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(10)

wij

where (;; denotes the arrival rate of instructions to node j for
service i and measured as (;; = Lf - Zij - %45, fi; denotes the
fraction of processing units that service i deployed on node j

P .
can obtain and is measured by f;; = ‘LA“% P is also
referred to as Erlang’s C formula and is measured as follows:
0
pa _ (15 -piy)"” Py 1
Q= LA , (11)
Uuzs 1-— Pij

Cij
F]F'fij

where p;; = and P?j is calculated as follows:
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Finally, according to the QoS requirement, deadline viola-
tion is considered with respect to the percentage of requests
from IoT services that their service delay exceed the delay
threshold. We assume that desired quality for servicef_-] i1is
denoted by 7; € (0, 1) and the percentage of delay samples from
services that exceed the delay threshold should be no more
than (1 — ;). We define V" as the percentage of requests of
service i hosted on node j that do not meet the delay require-
ment during the time connected to the access point m. Then
Vi = eriw:‘ 1 VZ;” - P;,, measures the total violation percentage
for the service. To conclude, Equation @I) calculates the cost
of deadline violation for the placement plan J:

Al |CU F|
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3) Cost of service deployment: Given the unpredictable
movements of end users, it is crucial for services to dy-
namically migrate across multiple nodes to maintain service
performance and minimize user-perceived latency. However,
frequent migration significantly increases operational costs. To
address this trade-off between performance and cost, this paper
investigate deployment cost, which measures the communi-
cation cost of service deployment from cloud nodes to fog
nodes. Clients of service providers develop and upload new
services to public cloud storage, and these services are then
downloaded onto target nodes upon deployment. When the
demand for a deployed service decreases, the host node may
release the service to conserve space. If a fog node receives
requests for a service not locally hosted, it must download
and deploy the service locally. Notably, a cloud center has
virtually unlimited storage space and can host services for an
extended duration. As a result, the communication cost for
service deployment on the cloud is omitted and Equation (T4)
measures the cost of service deployment.

[Al |F
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where C5, is the unit cost of communication between the fog
node j and the cloud node c per USD per byte.

4) Cost of Communication: This cost encompasses the
overhead associated with uploading and downloading data,
which includes the transmission of requests and responses. To
quantify this cost, two factors must be taken into consideration:
(1) It is possible that a service is hosted on a node different
from the node it is directly connected to. Consequently, the
data required for processing needs to be transferred from the
connecting access point to the host node, (ii) Due to mobility,
a vehicle may traverse multiple access points during service

' Amazon Compute SLA, available at https://aws.amazon.com/compute/slal (accessed
April 2024).
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offloading/processing. Consequently, the links and networking
devices connecting this vehicle to its service’s host may change
along its route. These result in varying communication costs
during a particular journey over a specific time period. In
the illustrated example in Figure [T} the service requested by
vehicle i is intended to be placed on fog node j. At the
start of the time interval (#y), i is linked to j through m,
and by the end of the interval ({9 + 7), it is connected to j
through node d. A relay mechanism, commonly referred to as
“handoff” or “handover,” allows a vehicle to obtain the service
result from a neighboring access point if receiving it from the
original access point is impractical. In other words, access
points may communicate with each other, and the service is
relayed through the backhaul network [72| [73]. The frequent
movement of vehicles often results in intermittent connectiv-
ity, posing a significant risk to successful data transmission.
Therefore, ensuring reliable link connectivity is crucial for
the success of computation offloading. This reliability can be
measured by the duration of link connections. Accordingly,
Equation (I3)) measures the relevant communication cost.
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where the connectivity time 7;,,, represents the time during
which vehicle i remains connected to access point m as 7, =
P;p, - 7 during the time interval 7.

5) Cost of energy consumption: According to Leslie Hook
and Dave Lee of the Financial Times “the combined annual
electricity consumption of the major tech companies Amazon,
Google, Microsoft, Facebook, and Apple equals that of the
entire country of New Zealand”. A significant share of this
consumption is attributed to the energy-intensive operations
particularly in handling computationally intensive requests and
will grow as the rise of artificial intelligence demands more
computing power [[74]. The total energy consumption in an IoT
network comprises static and dynamic components. The static
part represents energy usage when resources are idle [75],
while the dynamic component is determined by the current
workload on active virtual machines and containers [10, [12].
As the static part is not affected by a service placement policy
we ignore it in our model and explore the cost of the dynamic
part. The dynamic energy cost stems from two main sources of
networking and servers energy consumption, which are further
illustrated in the following.

Of =1 (P} + P) (16)

Dynamic power consumption of physical machines depends
mainly on CPU utilization and can be modeled as a linear
function [45) [76H79] (see Equation ). Our fog servers are
in the form of nano data centers that consist of one single
physical machine without any extra additional ICT equipment
(i.e., fans and links) [10]. However data centers have non-
ICT equipment such as cooling system. To account for the
energy consumption of non-ICT equipment, the Power Usage
Effectiveness (PUE), the ratio between the total facility and

IT equipment power consumption, is utilized as a widely
recognized indicator for data center energy efficiency.
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where the parameter (P? —P})/F} determines the incremental
power consumption per unit load on the servers and u; = %

To compute the dynamic energy consumption of the
telecommunication network linking physical servers with ve-
hicles, as depicted in Figure. we consider three main
types of networking devices: edge routers, core routers, and
switches located within data centers. When a networking
equipment carries traffic, it consumes load-dependent power
for packet processing and also for storing and forwarding the
payload [80, |81]. Consequently, if the router j (the router
connecting the fog server j to the network) receives z;;
requests for service i during the time period 7, it processes
zij - (a; + gi;) bytes in such interval. Note that the cloud
center is linked to the fog infrastructure through an edge router,
whereas fog servers can be connected via either core routers or
edge routers and access points. Additionally, mobile devices
may connect to various access points within a given interval.
Putting it all together, Equation (I8) presents the networking
power consumption of fog-cloud infrastructure as a result of
the placement plan 4.
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In Equation (I8), the first segment calculates the power
consumption of networking devices (edge and core routers)
connecting host nodes to the network. The subsequent part
quantifies this metric for the switch within cloud centers, while
the third segment assesses the energy consumed by access
points connecting mobile devices to the network.

6) Cost of carbon footprint: According to the Shift Project
repo carbon emission from information technology infras-
tructure and data servers supporting cloud computing now
surpasses those from pre-Covid air travel. The carbon footprint

(18)

!Environmental impact of digital: 5-year trends and 5G governance, available at https:
//theshiftproject.org/article/impact-environnemental-du- numerique-5g-nouvelle-etude
-du-shift/ (accessed April 2024)
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is a critical consideration in server equipment deployment,
and this study incorporates its cost into the optimization
process, as shown in Equation (I9). The calculation only
accounts for power consumption from non-renewable sources
(PF), following the U.S. Energy Information Administration’s

classification of clean energy sources as carbon neutral.
of=c/ - R.-PF-r (19)

where R, is the average carbon emission rate for electricity
(kilogram per kilowatt-hour) [82].
C. Constraints

Resource utilization of fog nodes and cloud servers must
not exceed their capacity, as formulated by:

|| ||
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In addition, stability constraints of the queues for the services
on fog nodes and cloud servers imply:

Gij < F} - fij, and (e < FP - fieVje F\VeeC,\Vie A (22)

'J?ij<F]m,Vj€F (20)

‘e < FM VeeC (21)

Finally, the placement of services is constrained so that each
service must be hosted at most on one computational resource.

Formally: Al lCUF

i=1 j=1

(23)

D. Final Optimization Formulation

To address the overall problem, all eight local cost functions
are considered initially; however, in certain scenarios, some
costs can be omitted if needed, while others may play a
dominant role in the overall cost summation. Note that in this
optimization problem, we only consider the costs of fog-to-fog
and fog-to-cloud communication. In other words, the cost of
communication between [oT and fog is not considered in the
optimization problem, since this is usually outside the control
of service providers. Achieving both system-wide and local
objectives requires coordination among agents and cannot be
achieved solely through local optimization. Agents must select
placement plans that meet multiple complex criteria, including
minimizing quadratic cost functions. The next section intro-
duces a framework that autonomously manages these diverse
objectives, leveraging agents’ local parameters to effectively
navigate trade-offs.

V. COOPERATIVE SERVICE PLACEMENT ALGORITHM

This section studies how collaboration among agents can
enhance system-wide and individual benefits. It outlines a
distributed service provisioning algorithm, addressing the chal-
lenges of the problem in periodic intervals, avoiding central-
ized servers’ bottlenecks, and implementing a strategy for ma-
chine activation and deactivation to ensure scalability against

bursty resource usage patterns. This work leverages EPOS
(Economic Planning and Optimized Selections) [83) 84], a
decentralized multi-agent system designed to tackle complex
multi-objective discrete-choice combinatorial problems via a
collective learning approach. As shown in Figure. [T} fog
agents collaborate to select one service placement plan for
their received requests in the two steps of plan generation
and plan selection, aiming to meet both local (minimization
of service provisioning cost) and global (minimization of
utilization variance) objectives.

Initially, each fog agent autonomously generates multiple
mappings (i.e., possible service placement plans with different
costs). In this step, agents prioritize minimizing the service
placement cost of their own received requests to enhance
QoS and keep the service provisioning cost low. The possible
plans encode selected hosts using a binary vector and resource
utilization with a vector of real values [25]]. The utilization
vector reflects resource usage by representing the ratio of the
assigned load to the capacity for each host node. This approach
allows us to consider the heterogeneity in the capabilities of
these nodes, providing a more nuanced representation of their
individual capacities.

As a result of the plan generation step, each agent cal-
culates a set of potential alternative plans, each associated
with the respective local cost. To address the system-wide
objectives, subsequently, all agents engage in collaborative
decision-making to select one plan among their possible
plans based on both local objectives (MIN-COST) and global
objectives (MIN-VAR). Agents autonomously organize into
a tree overlay topology to structure their interactions and
facilitate information exchange [83) 184]], enabling cooperative
optimization. The optimization unfolds through a series of
successive learning iterations, encompassing two phases: plan
aggregation occurs in a bottom-up (leaves to root) fashion,
while feedback propagation follows a top-down (root to leaves)
approach within this structure. In each iteration, agents refine
their chosen plans by combining the two objectives in a
weighted sum of costs, as depicted in Equation ([24). This
weighted summation facilitates making trade-offs and supports
multiple levels of QoS.

AL+ (1= )\ -G, (24)

where Ae[0, 1]. The higher the value of the weight, the stronger
the preference towards minimizing the corresponding objec-
tive. The cost functions take as an argument the global plan
at the iteration ¢ — 1, which is the sum of all utilization plans
of the agents in the network. The global cost functions (MIN-
VAR) and the local cost function (MIN-COST) are formulated
as follows:
|F|

G'=o(g"), L' = mm— Z 1(6%), (25)
where G, L'eR and [(.) extract the local cost of the selected
plan § of the agent j at iteration t and | F'| represents the number
of fog agents engaged in the decision making.



A. Computational Efficiency and Time Complexity

The time complexity of the proposed algorithms described
in Section [V] are discussed below. The Greedy algorithm
employs a local plan selection approach. The sorting of fog
nodes by agents results in a computational complexity of
O(|F| - log |F|) for each service. This step runs at most |A|
times for all services. Consequently, the overall complexity
of Greedy for all services is O(|A| - |F|?). The computa-
tional complexity of EPOS is contingent upon the number
of iterations performed. The computational complexity along
the critical path relies on the network size. In the case of
EPOS, it’s the tree height that influences the computational
complexity, which is logarithmic to the number of agents,
log|F|. For each agent which is O(|d] - t). Consequently, the
overall complexity for all services is O(|d]-¢-log|F|). In the
next section, we evaluate the algorithm experimentally using
real-world data.

VI. EVALUATION

The paper assesses the proposed framework through the
examination of six scenarios. Two types of mobility profiles,
encompassing vehicles’ default and optimized routes, are
subjected to three service placement approaches including
EPOS, Greedy, and Baseline. In the baseline approach, each
fog server evaluates its own resource availability, opting for
local deployment if feasible; otherwise, requests are directed
to the cloud. The Greedy algorithm, akin to the widely-
used First Fit approach in edge and cloud computing service
placement [85] [86]), aims to efficiently allocate resources while
balancing optimization with computational efficiency. Upon
receiving a request, a fog server assesses available resources
nearby with adequate capacity for the service, computes the
execution cost on each server, and sorts them based on
ascending cost. It then selects the most suitable option from
the beginning of the sorted list, iterating this process for
subsequent requests.

Our experiments are conducted within Munich, Germany.
An area of 7000 m? of the city center is selected as the
test area, shown in Figure. Zh. The traffic distribution pattern
is derived from a real-world traffic trace and Sumo traffic
simulatoxﬂ employing two routing algorithms: (i) the Dijkstra
algorithm, which determines the shortest path for vehicles
in terms of travel time and distance (default routes), and
(ii) the dualterate algorithrrﬂ which iteratively generates and
refines vehicle routes based on observed traffic conditions
to enhance traffic flow and alleviate congestion (optimized
routes). Figure. [3] shows the number of vehicles that fall into
the area and connect to the edge-to-cloud servers using the
mentioned two algorithms during a three hour time span.

A. Simulation setting

The incoming workload to the experiments originates form
two sources (i) IoT service requests, indicated in Figure. [

'SUMO, available at https://sumo.dlr.de/docs/index.html (accessed April 2024).
*Duarouter, available at |https:/sumo.dir.de/docs/duarouter.html (accessed April 2024).

Fig. 2: Rectangular test area in Munich city center, core routers
connected with black lines and LTE access points within the
test area are highlighted

(a) Default routes (b) Optimized routes
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Fig. 3: Traffic distribution across the edge-to-cloud network

over a three-hour period: the number of connected vehicles to
each access point, along with their presence time, is higher in
default routes compared to optimized routes.

Edge-to-Cloud Server

referred to as IoT profiles and (ii) Vehicles’ traffic, indi-
cated in Figure. [3] referred to as mobility profiles. The IoT
service requests come from the real-world traffic traces of
Measurement and Analysis on the WIDE Internet (MAWI)
traffic repositoryﬂ The MAWI archive, derived from the WIDE
Internet backbone connecting Japanese academic and research
institutions to the Internet, serves as an appropriate dataset
for modeling incoming IoT traffic rates to fog nodes [I8].
Capturing daily traces at the transit link of WIDE to its
upstream ISP, the archive includes both TCP and UDP pack-
ets, covering common IoT protocols such as MQTT, COAP,
mDNS, and AMQP that utilize TCP and UDP for message
transmission. Figure. [] illustrates the average incoming traffic
rate (z;;) to the fog nodes per service within 2-day time span.
This traffic is subsequently distributed across the vehicles in
the test area using a uniform distribution. Table [[I] outlines
additional characteristics of a mobile augmented reality appli-
cation continuously running on each vehicle for autonomous
driving [88]. The IoT workload is adjusted every 15
minutes based on the IoT trace data, each 15-minute profile is
divided into three 5-minute runs. Furthermore, the number of
vehicles present in the test area is updated every 5 minutes. At
the onset of each 5-minute interval, the placement algorithms
are executed, and it is assumed that the resulting placements
remain constant throughout the duration of the interval.

1) Edge-to-cloud network: The experiments are conducted
on the world’s largest Open Database of Cell Towers OpenCel-

SMAWI Working Group Traffic Archive, available at http://mawi.wide.ad.jp/mawi
(accessed April 2024).
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Fig. 4: 48 hours (192 15-minute IoT profiles) of MAWI

trace data (April 12-13, 2017) serve as the input workload,

delineating the experimental time intervals

lI]jH dataset that provides the locations of real-world cellular
base stations. A total of 109 LTE Base Transceiver Stations
situated within the Munich test area, as illustrated in Fig-
ure. 2p. Considering the high population density urban core
of Munich downtown, we assume every cell site connects
the adjacent vehicles to the network with the coverage range
of 700 meters [89] in the frequency band 2.6 GHz. The
network features one cloud center within a 10-hop distance
from access points with a propagation delay U(15, 35) ms [18]],
requires one Cisco Ethernet switch [10]. The number and
location of core routers within the test area is determined using
the Macroscopic Internet Topology Caida dataseﬂ EmuFog
emulator [90], and the Munich Scientific Network (MWNE[
Given the partially meshed topology of the Internet backbone,
balancing cost-effectiveness with redundancy and efficiency,
we depict four core routers strategically connected within the
area, as shown in Figure |Z]3

TABLE II: Experimentation parameters [18}, [91]

Parameter Value Parameter Value

Test Area 2101.98 = 3313.97m2 Lm U(2-400) MB

|C| 1 Lé U(50,200) MI per req

|F| 114 Lt U(50-500) MB

|S| 1 hy 10 ms

| M| 109 a; U(10-26) KB

|A| 9788,10112 a; U(10-20) Byte

|N| 109 15| 20

sq < 120km/h 0c 1.

T 300 seconds p" 0.8

A {0.05n | n € Ng,0 < p§ Beta(2, 0.5)
0.05n < 1.0}

c;? edge 0.6, otherwise 0.2 USD per 1M Re 380 g CO2 eq/kW}m
e

07.m 21 % 10~ 10 /128 USD per MB vl [LTE: 0072, Edge/Core: 10/100,

‘ per m: 73 Cloud: 100] Gbps

c;. U(0.02,0.023) USD per GB per by, [LTE: 0.012, Edge/Core: 1/10, Cloud:
montl 73 100] Gbps

ce L U(0.0T}0.03) USD per GB (intra edge), dic U(15, 35) ms

3 U(0.03, 0.06) $ per GB (intra core or

core-edge), U(0.06, 0, $ per GB
(cloud communicalionﬁ

cy [n; < 95.0%: 100%, 95.0% < | Ce 17.27 € per tomne{ ]
15 <99.0%: 30%, 1; < 99.5%:
10%] Service Credit Percentag

cn 0.905 USD per KWH'~ (el 294 € per erlﬂ']

!OpenCelliD, available at https://opencellid.org| (accessed April 2024).

2Macroscopic Internet Topology Caida dataset, available at https://www.caida.org/data/i
nternet-topology-data-kit/release-2019-04.xml (accessed April 2024).

3The Munich Scientific Network, available at https://www.lrz.de/services/netz/ (accessed
April 2024).

*Cloud Computing, Server Utilization, & the Environment, available at https://aws.am
azon.com/blogs/aws/cloud-computing-server-utilization- the-environment/, (accessed
April 2024).

SInternational Energy Agency, available at https://www.iea.org/energy-system/buildings/
data- centres-and-data-transmission-networks| (accessed April 2024).

®AWS, available at https:/aws.amazon.com/lambda/pricing/ (accessed April 2024).

Tables [[V] and [] outline the specifications of the net-
working devices and the traffic capacity of their connecting
links respectively. The machines detailed in Table [I1I| exhibit
comparable characteristics to the c5.metal instances introduced
by Amazon in ZOlqE serving as our fog and cloud servers.
Furthermore, it is assumed that the storage/processing capacity
of the cloud center is limitless. In 2020, renewable energy
accounted for 50.9% of Germany’s electricity generatioﬂ
Additionally, Munich, known for its focus on solar energy,
aims to transition to a fully renewable energy system by
2025[1 For our analysis, we assume that all other networking
and computing resources in the network are supplied by
the same power utility, thus sharing a consistent renewable
energy profile. Specifically, we model the energy supplied
from renewable sources for each access point and its co-
located fog server using a Beta distribution with parameters
a=0.6 and 8 =0.4.

2) Costs: An important consideration is the time delay in-
volved in deploying a service. If deploying services introduce
extra delay, it could significantly impact QoS. Nevertheless,
deploying containers typically take less than 50 ms [92], while
the execution duration of the proposed framework for deploy-
ing services in practical scenarios could range from several
seconds to minutes. In our simulations, we set the startup delay
of service containers to 50 ms. Service costs are calculated by
considering Amazon Web Services (AWS) Service Credits,
which are determined as a percentage of monthly bill for
Amazon EC2 instances. The instance chosen for analysis is
t2.nan(ﬁ, featuring 1 vCPU, 0.5 GB of memory, and an On-
Demand hourly credit of 0.0058 USD, aligning closely with
the characteristics of our augmented reality service.

B. Results and Discussion

This section presents the results obtained from four distinct
sets of experiments. The initial experiment investigates the
delicate balance between service provisioning costs and work-
load equilibrium. The subsequent two experiments delve into
the intricate interplay between costs and load balance within

"Current emission in Germany, available at https://www.nowtricity.com/country/germany/.
(accessed April 2024).

8 AWS Lambda Pricing for a Serverless Application, available at https://www.clickittec
h.com/devops/aws-lambda-pricing/(accessed April 2024).

9 AWS, available at https://aws.amazon.com/s3/pricing/(accessed April 2024).

The Guide to AWS Data Transfer Pricing and Saving, available at https://www.clou
dbolt.io/guide- to-aws- cost-optimization/aws-data- transfer- pricing/ (accessed April
2024).

'TAWS SLA, available at https://aws.amazon.com/compute/sla/| (accessed April 2024).

12Carbon Taxes in Europe, available at https://taxfoundation.org/carbon-taxes-in-europ
e-2022/ (accessed April 2024).

13 Germany electricity prices, available at https://www.globalpetrolprices.com/Germany
/electricity_prices/| (accessed April 2024).

4S&P Global Commodity Insights, available at https://www.spglobal.com/commodityin
sights/en/market- insights/latest-news| (accessed April 2024).

1> Amazon EC2 C5 instances, available at https://aws.amazon.com/blogs/aws/now- avail
able-new-c5-instance- sizes-and- bare- metal-instances/ (accessed April 2024).

I(’Wikipedia, available at https://en.wikipedia.org/wiki/Renewable_energy_in_Germany
Statistics| (accessed April 2024).

17Reuters, available at https://www.reuters.com/business/sustainable- business/germany-a
ims- get- 100-energy-renewable-sources-by-2035-2022-02-28/| (accessed April 2024).

'8 AWS, available at https://aws.amazon.com/ec2/pricing/on-demand/, (accessed April
2024).
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TABLE III: Hardware specification and power consumption of the servers used in the evaluation

Machine model Memory (GB)

Performance (GFLOPS)

Storage (GB) Idle power (Watt)  Max power (Watt)

Xeon Gold 6140 36cores 2.3GHz 192 864 120 52.4 343
Xeon Gold 6136 24cores 3.0GHz 196 806.4 292 131 432
Xeon Platinum 8180 S6cores 2.5GHz 192 1523.2 480 48 385
Xeon Platinum 8280 S6cores 2.7GHz 192 1612.8 240 64.2 435
Xeon Platinum 8380HL 112cores 2.9GHz 384 1792 480 44.6 502
Cloud Xeon E5-2680 10cores 2.80 GHz 768 112000MIPS 500 57 115

TABLE IV: Networking equipment and their characteristics [80} 81}, [91]

Device type
(Watt) (Watt)

Idle power Max power Download max traffic Upload max traffic Download energy Upload energy
capacity (Gbps)

capacity (Gbps) (Nj/bit) (Nj/bit)

3-sector 2x2 MIMO LTE base station 333 528
Cisco edge router 7609 4095
Cisco core router CRS-3 11070
Cisco Ethernet switch Catalyst 6509 1589

0.072
4550 560
12300 4480
1766 256

0.012 82820 12400
560 37 37
4480 12.6 12.6
256 31.7 31.7

the realms of demand variability and resource limitations,
respectively. The fourth experiment scrutinizes the correlation
between costs and incentivization strategies toward renewable
energy sources. Notably, excluding the third experiment, all
fog nodes in the other three experiments operate at full
capacity, with service utilization restricted to a maximum of
90%.

1) Experiment 1: In this experiment, IoT profiles ranging
from O to 11, as illustrated in Figure. E], are distributed
among the vehicles within the test area over a three-hour
duration, comprising 36 5-min time slots. The correlation be-
tween optimization objectives (utilization variance and service
provisioning cost) (Figures. [5] and [6) and the traffic pattern
in the test area (Figure. 3) is evident across all approaches,
indicating a clear influence of traffic load on the IoT workload
and cost dynamics. Nonetheless, notable differences emerge
in the workload distribution offered by different placement
approaches.

Figures. P, b and [7] depict the edge-to-cloud nodes
{CPU|memory} utilization variance and CPU utilization re-
spectively, illustrating the load distribution across the network
for the three tested approaches. Greedy demonstrates the
highest variance by concentrating the load on specific nodes.
In contrast, the Baseline, which utilizes all nodes receiving
requests, achieves a more distributed workload with lower
variance. EPOS, by spreading the workload evenly across a
broader range of network nodes, offers the most effective
balance. It is evident that in the default routes scenario,
both the baseline and greedy approaches exhibit considerable
disparities compared to EPOS. The baseline approach, on
average, shows a 40-fold increase in variance, while the
greedy approach displays a much higher difference of approx-
imately 240 times. In the optimized routes scenario, while the
baseline’s increase remains notable (approximately 28 times
higher), the greedy approach demonstrates even larger variance
(about 373 times higher) compared to EPOS. This observation
underscores the effective workload distribution of EPOS, con-
trasting with the distribution inefficiencies of the baseline and
greedy approaches. In the optimized scenario, the variance of
EPOS is only half that of the default scenario, confirming its
excellence, particularly in uncongested networks.

Figure. 5k, d depicts the cost of service provisioning across
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Fig. 5: The influence of traffic patterns on optimization ob-

jectives reveals distinct differences in workload distribution
among placement approaches, while service provisioning costs
converge.

the three approaches, while Figure. [6] dissects this cost into its
constituent elements. In default scenarios, Baseline presents a
modestly lower cost (10%) compared to EPOS, while Greedy
shows a slight advantage (3%) over EPOS. However, in opti-
mized route scenarios, these differences diminish, with Base-
line demonstrating 6% and Greedy 1% lower cost compared to
EPOS. Moreover, in the optimized scenario, the costs decrease
by 45%, 42%, and 44% for EPOS, Baseline, and Greedy,
respectively. This emphasizes the significance of uncongested
traffic networks in reducing costs within ICT networks and
enabling more efficient resource optimization. Across both
optimized and default routes scenarios, the differences in
storage, memory, energy, and CO2 costs between Baseline
and Greedy approaches compared to EPOS are lower than
2.4%, with negligible variations observed. Initially, EPOS
incurs the highest deployment cost due to distributing services
across the network, while the Baseline approach experiences
a smaller yet significant cost by locally deploying services
on all receivers, resulting in a decrease ranging from 37% to
48% compared to EPOS. Conversely, the Greedy approach,
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Fig. 6: EPOS outperforms other approaches in deadline viola-
tion, baseline excels in communication cost, and greedy offers
the lowest deployment cost, with other costs being nearly
similar.

which deploys services on a few specific nodes, exhibits a
comparatively lower cost, with a decrease of 97% compared
to EPOS. The cost of deadline violation is lower in EPOS, as it
balances service distribution across the network, ensuring ade-
quate processing power for each service. In contrast, Greedy’s
utilization of only a few nodes leads to higher queuing and exe-
cution delays for services. Additionally, EPOS’s distribution of
services closer to the sources mitigates communication delays.
The baseline approach incurs a deadline cost approximately
14% to 17% higher than EPOS, while the greedy approach
exhibits a more substantial increase, ranging from 31% to
34%. This underscores EPOS’s effectiveness, particularly in
time-sensitive applications such as augmented reality. The
offloading of services across the network results in higher
communication cost for both EPOS and Greedy compared
to Baseline. The EPOS and greedy approaches demonstrate a
similar increase of 3% compared to Baseline in the optimized
scenario, while the difference ranges from 8% to 9% in the
default scenario (Table[VI]in Appendix [A]compares the service
provisioning costs of the baseline and greedy approaches to
EPOS.).

The Greedy approach highlights the tendency of agents to
prioritize their individual objective without coordinating to-
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Fig. 7: Greedy concentrates load on specific nodes, while

Baseline distributes workload across all receivers. EPOS
achieves the most balanced workload distribution.

wards the system-wide goal, leading to striking fragmentation
over time as certain nodes handle a significant workload, while
others remain underutilized. Baseline, although it provides the
least placement cost, results in a better load distribution yet un-
balanced. EPOS, on the other hand, provides an even balance
of workload at a slightly higher execution cost than baseline.
However, this increased cost can be effectively managed by
storing frequently used services locally by service providers.

2) Experiment 2: In this experiment, a 3-hour window is
initially defined, encompassing 12 consecutive 5-minute IoT
profiles. Subsequently, the experiments are executed for all
windows, totaling 179 windows. Figure. [§] presents the average
of traffic across the windows alongside the corresponding
results, highlighting the influence of traffic fluctuations on the
service placement goals. As IoT load decreases, all placement
approaches show lower and more closely aligned execution
costs. Conversely, with increasing load, costs diverge, espe-
cially noticeable in default route scenarios imposing heavier
loads on the ICT network. At the peak IoT load (window 154),
the Greedy approach is approximately 34% more costly than
the baseline, decreasing to about 15% in optimized routes.
Comparing EPOS with the baseline reveals a 10% increase
in the optimized case and a 15% increase in the default
scenario. Consequently, EPOS demonstrates greater scalability
and robustness to IoT traffic peaks compared to Greedy in
terms of service provisioning cost.

In terms of utilization variance, EPOS, Baseline, and Greedy
experience reductions of approximately 46%, 60%, and 51%,
respectively, when transitioning from default to optimized
routes. This highlights a significant decrease in variability
achieved with optimized traffic configurations. Regarding ser-
vice provisioning cost, in the default routes scenario, EPOS,
baseline, and greedy approaches exhibit average placement
costs that are 44%, 41%, and 46% higher, respectively,
compared to their counterparts using optimized routes. This
underscores the notable reduction in costs associated with
optimized traffic configurations. This discrepancy arises from
the more even distribution of vehicles across the test area and
quicker departure of traffic from the city via optimized routes,
reducing the load on the ICT network over a shorter duration
compared to default routes.
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influences load balance and service provisioning cost. Ap-
proaches diverge notably during traffic peaks, with Greedy
exhibiting the largest fluctuations

3) Experiment 3: This experiment assesses how network
capacity and resource limitations influence service distribution
and service provisioning costs. The proposed approach sys-
tematically adjusts the available capacity, ranging from 80%
to 120% of the current demand in each run. This capacity is
then allocated across a specific number of nodes (randomly
selected) within the fog infrastructure, ranging from 10 to
110 nodes in increments of 5. Each experiment is repeated
10 times to ensure robustness, with each data point on the
Figure. [9]representing the average outcome derived from these
10 samples of network nodes for default routes scenario.

In the default scenario, the greedy approach exhibits fluctua-
tions and a rising trend as the number of active nodes increases
across various capacity/demand ratios. This suggests that, de-
spite similar capacity relative to demand, the greedy approach
faces challenges in resource allocation efficiency, resulting in
variable server utilization. Moreover, this variability intensifies
with the increase in the number of nodes, as the greedy
approach opts to deploy services on a limited number of nodes
among the available options. The Baseline initially shows an
upward trend before stabilizing, indicating a more adaptive
resource distribution compared to the Greedy approach. This
leads to a more consistent server utilization pattern over
time for the Baseline approach. Although fluctuations emerge
with increased network capacity, possibly due to the inherent
complexity of load balancing in edge-to-cloud networks, the

EPOS approach demonstrates a smooth decreasing trend,
indicating the presence of robust load management strategies
that effectively adapt to evolving network conditions.

The increase in fog network capacity significantly reduces
service placement costs for all approaches, benefiting both
service providers and users, as well as the ICT network.
While the Greedy and Baseline approaches exhibit a consistent
relationship across variations in the number of nodes and
capacity-to-demand ratio, EPOS experiences a gradual cost
increase when the number of active nodes reaches the range of
40 to 60. In the worst-case scenario (capacity-to-demand ratio
of 0.8), the cost increase compared to Greedy and Baseline
can reach up to 25%. However, this increase diminishes as
the capacity-to-demand ratio increases and even falls below
that of Greedy when the nodes are operating at full capacity
(Figures. 3] (c,d), [§ (a,b), and (c,d)). This suggests that
distributing the workload across more nodes may lead to
adverse effects on costs, particularly due to communication
and deployment expenses.

4) Experiment 4: In this experiment, our proposed EPOS
approach prioritizes renewable energy sources over non-
renewable powered servers, as showcased by the logarithmic
Figure. [I0p, b. EPOS evaluates the effectiveness of this pri-
oritization by measuring RMSE between the utilization and
renewable power ratio of each server across the entire network.
In the logscale figure, the orange points represent the renew-
able power ratio of each server, while the other points depict
the utilization of those servers across different approaches.
The servers are sorted according to their utilization. The
logarithmic scale enhances the visualization of the relationship
between these variables, especially considering the wide range
of values with different scales. The upward trend observed in
the EPOS approach indicates that as the renewable power ratio
increases, so does the utilization of the servers. This trend
highlights the effectiveness of prioritizing renewable energy
sources, leading to higher utilization rates. Conversely, the
baseline and greedy approaches prioritize local deployment
and minimizing service provisioning costs, respectively, which
lead to deviations from the target signal in these approaches.

Figure. [I0c, d illustrates the service provisioning costs
associated with various approaches. Given the upward trend in
incoming IoT traffic, as depicted in Figure. [d] these costs are
notably higher compared to experiment 1 (with almost stable
IoT traffic). Specifically, in the default scenarios, we observe
an increase of 29%, 27%, and 39% for EPOS, Baseline, and
Greedy, respectively. In contrast, in the optimized scenario,
the increases are relatively lower, at 22%, 19%, and 19% for
EPOS, Baseline, and Greedy, respectively. Furthermore, EPOS
maintained consistent average cost differences compared to
Baseline and Greedy, with Experiment 1 showing a 12%
difference with Baseline and 4% with Greedy.

VII. CONCLUSION

The paper aims to pave the way for a more efficient
and sustainable smart mobility and computing ecosystem.
Given the transformative potential of ITS in fostering safer
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and more eco-friendly transportation systems, the increasing
proliferation of IoT devices within vehicles, coupled with
their significant energy demands and processing costs in the
context of edge-to-cloud infrastructure, poses a formidable
challenge to the readiness of ICT. To address these chal-
lenges, this paper introduces a pioneering distributed service
placement framework designed to dynamically manage the
load of smart mobility services within the V2I ecosystem. By
optimizing QoS, service provisioning costs, workload balance,
and sustainability considerations, this framework offers a novel
approach to navigating the dynamic and stochastic nature
of vehicular networks. Through extensive evaluation based
on real-world infrastructure settings and traffic traces from
Munich, the proposed framework demonstrates the potential
to enhance computing resilience and enable self-adaptive ICT

, the increase in the number of active nodes decreases utilization

infrastructures.
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APPENDIX
APPENDIX A: SUPPLEMENTARY MATERIAL

Table [V] outlines the mathematical notations utilized
throughout the paper.

TABLE V: Mathematical Notations

Notation ~ Meaning

Set of cloud nodes

F Set of fog nodes

A Set of services/vehicles

M Set of access points in the communication network

Si Speed of vehicle i

Lim Euclidean distance between vehicle i and access point m

Pim, Connection probability of vehicle i and access point m

tim Initial connection time of i with m

ty Waiting time of i to receive reply from m

T Interval between consecutive optimization problem-solving instances
(seconds)

Tim Connection time of vehicle i with access point m (seconds)

0 Service placement plan

T4 Binary placement decision for i on fog node j

Tic Binary placement decision for i on cloud node ¢

d; Propagation delay link (7, 5)

b}”j, Average uplink transmission rate of the link (j, j")

bj , Average downlink transmission rate of the link (7, j)

Fj Processing capacity of node j (MIPS)

FJ'." Memory capacity of node j

F; Storage capacity of node j

uj Processing power utilization of node j

1y Service rate of one processing unit of node j (MIPS)

nj Number of processing units of node j

L‘; CPU demand of service i (million instruction per request)

LT Memory demand of service i (bytes)

L,SL- Storage demand of service i (bytes)

i Desired QoS level for service i

hi Delay threshold for service i

VzT Delay violation percentage for service i on node j connected to m

Vi Delay violation percentage for service i on node j

€ij Delay of service i running on node j

wij Waiting delay for i served by node j

q; Average size of requests of service i (bytes)

a; Average size of responses of service i (bytes)

Zij Arrival rate of service requests i to node j (request/second)

Cij Traffic arrival rate of service i to node j (instruction/second)

fij Processing power ratio allocated to service i on node j

Py Power consumption of networking equipment

Ps Power consumption of server machines

P]i. Power consumption of node j in idle mode (watt)

P; Active power consumption of node j (watt)

P Power consumption of cloud node c in idle mode (watt)

P Active power consumption of cloud node ¢ (watt)

p; Ratio of renewable power supplied to fog node j (server or edge/core
router)

P, Ratio of renewable power supplied to cloud node ¢ (server or switch)

D Ratio of renewable power supplied to access point m

6. PUE of cloud center ¢

p]f. Power consumption of edge/core router j for data transfer (watt per byte)

p{n Power consumption of access point m for data transfer (watt per byte)

PJE Non-renewable power consumption of fog-cloud infrastructure

R, Average carbon emission rate for electricity

C? Unit cost of processing at node j ($ per million instructions)

C’; Unit cost of storage at node j ($ per byte per second)

ij Unit cost of RAM at node j ($ per byte per second)

C;j, Communication cost of link (3, j’) ($ per unit bandwidth per second)

Ccy Cost of deadline violation for service i ($ per request per %)

c' Unit cost of renewable power consumption supplied

cn Unit cost of non-renewable power consumption supplied

cf Unit cost of carbon footprint

Of; Cost of processing for plan §

Og Cost of storage for plan &

O:}" Cost of RAM usage for plan §

Og Cost of communication for plan §

O? Cost of deployment for plan &

oY Cost of deadline violation for plan &

OE Cost of energy consumption for plan §

Og Cost of carbon footprint for plan &

Table |VI|illustrates the changes in service provisioning cost
components for the greedy and baseline approaches compared
to EPOS, highlighting both improvements (indicated by +) and
deteriorations (indicated by -).

Figure. |11]illustrates the coefficient of variance and service
provisioning cost in optimized routes scenario. In this sce-



TABLE VI: Comparison of Costs and Percentage Differences
Percentage Difference with EPOS (%)

Deadline  Processing ~ Storage = RAM  Deployment ~ Communication  Energy = CO2

Baseline (Optimized) +14.38 +5.51 0.00 -0.05 -36.79 -75.61 +1.85 0.00
Greedy (Optimized) +33.79 -6.61 -0.03 -0.11 -96.63 +1.81 +0.23 0.00
Baseline (Default) +16.56 +2.97 +2.13 -0.18 -48.98 -90.13 -0.14 0.00
Greedy (Default) +31.71 -3.76 -2.56 -2.38 -96.58 -12.16 -0.30 0.00
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Fig. 11: The influence of edge-to-cloud capacity and size on load dispersion and service provisioning cost: The increase in
capacity reduces costs and converges them across all approaches, the increase in the number of active nodes increases utilization
variation in all methods.

nario, all approaches exhibit reduced coefficients of variance
compared to default routes, indicating that optimized routing
strategies contribute to more consistent server utilization. This
emphasizes the significance of efficient traffic route planning
in minimizing variability and enhancing overall ICT network
performance. Particularly, the Baseline approach shows a more
pronounced decrease in coefficients of variance, underscoring
its effectiveness in achieving stable server utilization compared
to the other approaches in the presence of optimized routes.
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