arXiv:2404.17358v1 [cs.LG] 26 Apr 2024

Adversarial Consistency and the Uniqueness of the
Adversarial Bayes Classifier

Natalie S. Frank
Courant Institute
New York University
New York, NY 10012
nf10660@nyu.edu

Abstract

Adversarial training is a common technique for learning robust classifiers. Prior
work showed that convex surrogate losses are not statistically consistent in the
adversarial context— or in other words, a minimizing sequence of the adversar-
ial surrogate risk will not necessarily minimize the adversarial classification error.
We connect the consistency of adversarial surrogate losses to properties of mini-
mizers to the adversarial classification risk, known as adversarial Bayes classifiers.
Specifically, under reasonable distributional assumptions, a convex loss is statisti-
cally consistent for adversarial learning iff the adversarial Bayes classifier satisfies
a certain notion of uniqueness.

1 Introduction

Robustness is a core concern in machine learning, as models are deployed in classification tasks such
as facial recognition [Xu et all,[2022], medical imaging [Paschali et al.,2018], and identifying traffic
signs in self-driving cars [Deng et all, [2020]. Deep learning models exhibit a concerning security
risk— small perturbations imperceptible to the human eye can cause a neural net to misclassify
an image [Biggio et al), 2013, [Szegedy et all, [2013]. The machine learning literature has proposed
many defenses, but many of these techniques remain poorly understood. This paper analyzes the
statistical consistency of a popular defense method called adversarial training.

The central goal in a classification task is minimizing the proportion of mislabeled data-points—
also known as the classification risk. Minimizers to the classification risk are easy to compute an-
alytically, and are known as Bayes classifiers. In the adversarial setting, each point is perturbed
by a malicious adversary before the classifier makes a prediciton. The proportion of mislabeled
data under such an attack is called the adversarial classification risk, and minimizers to this risk
are called adversarial Bayes classifiers. Unlike the standard classification setting, computing min-
imizers to the adversarial classification risk is a non-trivial task [Bhagoii et al., 2019, [Pydi and Jog,
2020]. Further studies [Frank, 2024, Trillos and Murray, 2022, [Trillos et al., 2023, [Pydi and Jog,
2021, |Gnecco-Heredia et al.,[2023] investigate additional properties of these minimizers, and [Frank
[2024] in particular describes a notion of uniqueness for adversarial Bayes classifiers. The main
result in this paper will connect this notion of uniqueness to the behavior of adversarial training.

The empirical adversarial classification error is a discrete object and minimizing this quantity is
computationally intractable. Instead, typical machine learning algorithms minimize a surrogate risk
in place of the classification error. In the robust setting, the adversarial training algorithm uses a
surrogate risk that computes the supremum of loss over the adversary’s possible attacks, which we
refer to as adversarial surrogate risks. However, one must verify that minimizing this adversarial
surrogate will also minimize the classification risk. A loss function is adversarially consistent for a
particular data distribution if every minimizing sequence of the associated adversarial surrogate risk
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also minimizes the adversarial classification risk. A loss is simply called consistent if it is consistent
for all possible data distributions. Meunier et all [2022] show that no convex adversarial surrogate is
consistent, in contrast to the standard classification setting where most convex losses are statistically
consistent [Bartlett et all, 2006, [Lin, 2004, |Steinwart, 2007, Mingyuan Zhang, 2020, Zhang, [2004].

Our Contributions: We relate the statistical consistency of losses in the adversarial setting to the
uniqueness of the adversarial Bayes classifier. Specifically, under reasonable assumptions, a convex
loss is adversarially consistent for a specific data distribution iff the adversarial Bayes classifier is
unique.

Frank [2024] further demonstrates several distributions for which the adversarial Bayes classifier is
unique, and thus a convex loss would be consistent. Understanding general conditions under which
uniqueness occurs is an open question.

2 Related Works

Our results are inspired by prior work which showed that no convex loss is adversarially consistent
[Meunier et all, 2022, |Awasthi et all, 2022] yet a wide class of adversarial losses is adversarially
consistent [Frank and Niles-Weed, |2024a]. These consistency results rely on the theory of surro-
gate losses, studied by Bartlett et al. [2006], ILin [2004] in the standard classification setting and
by [Frank and Niles-Weed [2024b], ILi and Telgarskyl [2023] in the adversarial setting. Furthermore,
[Bao et all, 2021, |Awasthi et al), 2021b, |Steinwart, 2007] study a property of related to consistency
called calibration, whcih [Meunier et all, 2022] relate to consistency. Complimenting this analysis,
another line of research studies #-consistency, which refines the concept of consistency to specific
function classes [Philip M. Long, 2013, [Awasthi et all, 2022]. Our proof combines results on losses
with minimax theorems for various adversarial risks, as studied by [Frank and Niles-Weed, 20241,
Trillos et all, 2022, [Pydi and Jog, 2021, [Frank and Niles-Weed, 20244d]. Lastly, this work leverages
recent results on the adversarial Bayes classifier, which are extensively studied by [Bhagoji et al.,
2019, [Trillos et all, 2022, [Pydi and Jog, 2020, [Frank, 2024].

3 Background

3.1 Surrogate Risks

This paper investigates binary classification on R? with labels {—1,+1}. Class —1 is distributed
according to a a measure Py and while class +1 is distributed according to measure P;. A classifier
is a Borel set A that specifies the region predicted to have label +1. The classification risk of a set
A Cis the expected proportion of errors when label +1 is predicted on A and label —1 is predicted on
A%

R(A) Z/lAcd]P)l—f—/lAd]P’o.

A minimizer to R is a Bayes classifier. These minimizers can be expressed in terms of the measure
P = Py + IP; and the function 7y = dP; /dP. The risk R in terms of these quantities is

R(A) = / Cn, 1.4)dP.
and inf 4 R(A) = [ C*(n)dP where the functions C': [0,1] x {0,1} — Rand C* : [0,1] — R are
defined by

Cn,b) =nb+(1—-n)(1-b), C*(n)= , ot C(n,b) = min(n,1 —n) (1)
€{0,1}

Thus if A is a minimizer of R, then 1,4 must minimize the function C(7,-) almost everywhere
according to the measure P. Consequently, the sets

{x:n(x)>1/2} and {x:n(x)>1/2} )
are both Bayes classifiers.

While the Bayes classifier can be described mathematically, minimizing the empirical classification
risk is a computationally intractable problem [Ben-David et all, 2003]. A common approach is to



instead minimize a better-behaved alternative called a surrogate risk. As a surrogate to R, we
consider:

Ry(f) = / o(f)dPy + / o(—f)dPy . 3)

The loss ¢ is selected so that the resulting risk is easy to optimize. We assume

Assumption 1. The loss ¢ is non-increasing, continuous, and lim,—, o ¢(a) = 0.

A classifier is obtained by minimizing R4 over all measurable functions and then thresholding f at
0: explicitly, the classifier is A = {x : f(x) > 0}. Due to this construction, we define

R(f) = R({f > 0}) )
for a function f.

One can compute the infimum of R, by expressing the risk in terms of the quantities I and 7:

Ro() = [ Colnl). S ©
and inf; Ry (f) = [ C}(n(x))dP(x) where the functions C (1, ) and C5(n) are defined by
Co(n, @) = né(a) + (L =n)p(—a),  C4(n) = inf Cy(n, ) (©)

forn € [0, 1]. Thus a minimizer f of R, must minimize C(n(x), -) almost everywhere according to

the probability measure P. Allowing for minimizers in extended real numbers R = {—o0, +00} UR
is necessary for certain losses— For instance when ¢ is the exponential loss, then Cy(1, o) = e™@
does not assume its infimum on R. The following lemma describes a method for mapping 7(x) to a
minimizer of Cy(n(x), -).

Lemma 1. The function oy : [0,1] — R that maps 1 to the smallest minimizer of Cy(n,-) is
non-decreasing.

See|Appendix A|for a proof. Because oy is monotonic, the composition
ag(n(x)) ©)

is always measurable, and thus this function is a minimizer of .

3.2 Adversarial Surrogate Risks

In the adversarial setting, a malicious adversary corrupts each data point. We model these corrup-
tions as bounded by € in some norm || - ||. The adversary knows both the classifier A and the label of
each data point. Thus, a point (x, +1) is misclassified when it can be displaced into the set A€ by a
perturbation of size at most €. This statement can be conveniently written in terms of a supremum.
For any function g : R? — R, define

Se(9)(x) = sup g(x'),
x/E€Be(x)

where B, (x) is the ball of allowed perturbations. The expected error rate of a classifier A under an
adversarial attack is then

RE(A) = /Se(lAc)d]P’l +/SE(1A)d]P>0,

which is known as the adversarial classification risl. Minimizers of R¢ are called adversarial
Bayes classifiers.

Just like @), we define R(f) = R*({f > 0}) or explicitly,

Re(f) = / S.(17<0)dP; + / S.(1750)dPo

'"The functions Sc(14), Sc(1,c) must be measurable in order to define this integral.  See
[Frank and Niles-Weed, 2024b, Section 3.3] for a treatment of this matter.



Again, minimizing an empirical adversarial classification risk is computationally intractable. A
surrogate to the adversarial classification risk is formulated ad

RY(f) = / S.(bo )Py + / S.( 0 — f)dPo. ®)

Theorem 9 of [Frank and Niles-Weed, 20241b] then extends the construction of a minimizer in (7)) to
the adversarial setting.

Theorem 1. Let oy, be the function in[Lemma 1| Then for any distribution Py, Py, there is a function
7 : R — [0, 1] for which ay(7)(x)) is a minimizer of R, for any loss ¢.

The function 7; can be viewed as the conditional probability of label +1 under an ‘optimal’ adver-
sarial attack [Frank and Niles-Weed, |2024b]. Just as in the standard learning scenario, the function
a(7(x)) may be R-valued. Furthermore, recall that Bayes classifiers can be constructed by thesh-
holding the conditional probability 1 at 1/2, as in ). The function 7 plays an analogous role for
adversarial learning.

Theorem 2. Let Py and Py be finite measures and let 1) be the function described by
Then the sets {fj > 1/2} and {fj > 1/2} are adversarial Bayes classifiers. Furthermore, any
adversarial Bayes classifier A satisfies

/56(1{ﬁ21/2}0)dpl < /Se(lA)d]P’l < /56(1{ﬁ>1/2)0)d19’1 ©)

and
/56(1{ﬁ>1/2})d1}»0 < /56(1,4)611}»0 < /56(1{@/2})611}»0 (10)

See[Appendix C|for a proof and more about the function 7). [Equations (9)and[(T0)imply that the sets
{n>1/2} and {#) > 1/2} can be viewed as ‘minimal’ and ‘maximal’ adversarial Bayes classifiers.

3.3 The Statistical Consistency of Surrogate Risks

Learning algorithms typically minimize a surrogate risk using an iterative procedure, thereby pro-
ducing a sequence of functions f,,. One would hope that that f,, also minimizes that corresponding
classification risk. This property is referred to as statistical consistencyd.

Definition 1. o If every sequence of functions f, that minimizes Ry also minimizes R for

the distribution Py, Py, then the loss ¢ is consistent for the distribution Py, P1. If Ry is
consistent for every distribution Py, P1, we say that ¢ is consistent.

* [fevery sequence of functions f,, that minimizes RS, also minimizes R¢ for the distribution
Py, P4, then the loss ¢ is adversarially consistent for the distribution Py, Py . If R; is adver-
sarially consistent for every distribution Py, Py, we say that ¢ is adversarially consistent.

A case of particular interest is convex ¢, as these losses are particularly ubiquitous in machine
learning. In the non-adversarial context, Theorem 2 of [Bartlett et al.,2006] shows that a convex loss
¢ is consistent iff ¢ is differentiable at zero and ¢'(0) < 0. In contrast, Meunier et al) [2022] show
that no convex loss is adversarially consistent. Further results of [Frank and Niles-Weed, [20244]
characterize the adversarially consistent losses in terms of the function C7:

Theorem 3. The loss ¢ is adversarially consistent if and only if C5(1/2) < $(0).

Notice that all convex losses satisfy C;(1/2) = ¢(0): By evaluating at « = 0, one can conclude
that Cj(1/2) = inf, Cy(1/2,a) < Cy(1/2,0) = ¢(0). However, due to convexity,

C3(1/2) = inf 36(a) + 5a(~a) = 6(0)

2Again, see See [Frank and Niles-Weed, |2024b, Section 3.3] for a treatment of measurability.

3This concept is referred to as calibration in the non-adversarial machine learning context [Bartlett et all,
2006, |Steinwart, 2007]. We use the term ‘consistent’, as in the context of adversarial learning, prior work
[Awasthi et all,[20214d, Meunier et all,2022] use ‘calibration’ to refer to a different but related concept.



Notice that[Theorem 3|does not preclude the adversarial consistency of a loss satistying C;(1/2) =
¢(0) for any particular Py, P;. Prior work [Meunier et al., [2022, [Frank and Niles-Weed, 2024a]
provides a counterexample to consistency only for a single, atypical distribution. The goal of this
paper is characterizing when adversarial consistency fails for losses satisfying C7(1/2) = $(0).

4 Main Result

Prior work has shown that there always exists minimizers to the adversarial classification risk, which
are referred to as adversarial Bayes classifiers (see [Theorem 3 below). [Frank [2024] further devel-
ops a notion of uniqueness for the adversarial Bayes classifier.

Definition 2. The adversarial Bayes classifiers A1 and As are equivalent up to degeneracy if any
Borel set A with A1 N Ay C A C A1 U As is also an adversarial Bayes classifier. The adversarial
Bayes classifier is unique up to degeneracy if any two adversarial Bayes classifiers are unique up to
degeneracy.

When P is absolutely continuous with respect to Lebesgue measure, then equivalence up to degener-
acy is an equivalence relation [Frank,[2024]. The central result of this paper relates the consistency
of convex losses to the uniqueness of the adversarial Bayes classifier.

Theorem 4. Assume that P is absolutely continuous with respect to Lebesgue measure and let ¢ be
a loss with C3(1/2) = ¢(0). Then ¢ is adversarially consistent for the distribution Po, Py iff the
adversarial Bayes classifier is unique up to degeneracy.

Uniqueness up to degeneracy has a number of other useful characterizations (see The
reverse direction of this theorem is proven in through a direct application of
while the forward direction in applies a formulation of uniqueness up to degeneracy in
terms of the dual problem.

Frank [2024] provides the tools for verifying when the adversarial Bayes classifier is unique up to
degeneracy for a wide class of one dimensional distributions. Below we highlight two interesting
examples. Let p; be the density of P; and pg be the density of Py.

. . . . . .2 2
* Consider mean zero gaussians with different variances: po(x) = \/%U e~*"/29 and
9]

2 2
pi(x) = \/%01 ev /201,
for all € for this distribution.

The adversarial Bayes classifier is unique up to degeneracy

. . . . o 2 2
* Consider gaussians with variance o and means jig and p1: po(z) = 217706 (z—po)*" /20
1

V2no
degeneracy iff € < |pu1 — pol/2.

and p1(z) = e~(@=1)*/20  Then the adversarial Bayes classifier is unique up to

[Theorem 4limplies that a convex loss is always adversarially consistent for the first gaussian mixture
above. Furthermore, a convex loss is adversarially consistent for the second gaussian mixture when
the perturbation radius € is small compared to the differences between the means. However, |[Frank
[2024] provide an example of a distribution for which the adversarial Bayes classifier is not unique
up to degeneracy for all ¢ > 0 . Understanding when the adversarial Bayes classifier is unique up
to degeneracy for reasonable distributions is an open problem.

5 Uniqueness up to Degeneracy implies Consistency

The proof of the forward direction in relies on a dual formulation of the adversarial
classification problem involving the Wasserstein-co metric. This tool is presented in the next section
and is then used to prove the forward direction of [Theorem 4]in [Section 5.2

5.1 Background— A Dual Problem for the Adversarial Classification Risk

Informally, a measure Q' is within € of Q in the Wasserstein-oo metric if one can produce Q'
by perturbing each point in R? by at most € under the measure Q. The formal definition of the
Wasserstein—oo metric relies on couplings between probability measures: a coupling between two



Borel measures Q and Q" with Q(R?) = Q' (R?) is a measure v on R? x R? with marginals Q and
Q" y(A x R?) = Q(A) and y(R¢ x A) = Q'(A) for any Borel set A. The set of all such couplings
is denoted TI(Q, Q). The co-Wasserstein distance between two measures is then

Wee(Q,Q)) = inf esssup ||x —x
@)=t esssup x|

[Jylhi, 2014, Theorem 2.6] proves that this infimum is always assumed. Therefore, W, (Q, Q") < ¢
iff there is a coupling between Q and Q' supported on the set
Ao ={(x,x): ||x = x| <€}

Let B2°(Q) = {Q: W, (Q Q') < €} be the set of measures within € of Q in the W, metric. The
minimax relations from prior work leverage a relationship between the Wasserstein-oo metric and
the integral of the supremum function over an e-ball.

Lemma 2. Let E be a Borel set. Then

/ S.(15)dQ >  sup / 150/
Q' eBx(Q)

See[Appendix BJfor a proof. Consequently,

inf R(f) > inf sup /lfgod]P)’l +/1f>0d]P’0.
f I pleB.(Po)
P} €B(P1)

Does equality hold and can one swap the infimum and the supremum? [Frank and Niles-Weed,
2024a, Pydi and Jog, [2021]] answer this question in the affirmative:

Theorem 5. Let Py, P1 be finite Borel measures. Define

dPy
R(P cr d(P§ + P}
05 / < PO+dP*)) ( 0+ 1)
where the function C* is defined in (). Then
inf RY(f)= sup R(P;,P)
Hsaiued PyEB (1)
PoE€BZ° (Po)
and furthermore equality is attained for some f*, P, P}.
See Theorem 1 of [Frank and Niles-Weed, 20244]. [Frank and Niles-Weed [2024b] prove an analo-
gous minimax theorem for surrogate risks.
Theorem 6. Let Py, Py be finite Borel measures. Define

dPy " .
POu /Cgb ( P* 4 dP*)) d(]P)O +P1)
where the function C is defined in (G). Then

inf R4(f)= sup Ry(Py,P)
fB rel PIIGBEOO(PI)
R-valued I%GBSO (Po)

and furthermore equality is attained for some f*, P§, P}.

Just like Ry, the risk R may not have an R-valued minimizer. However, Lemma 8 of
[Frank and Niles-Weed, [2024a] states that

flfIilofr‘el Rd)(f) lenofrel Rd) (f)

R-valued R-valued

Additionally, there exists a maximizer to R, with especially nice properties. Let I. denote the
infimum of a function over an € ball:

I(9) = inf g(x') (1
x' € Be(x)

Lemma 24 of [Frank and Niles-Weed, [2024b] proves the following result:



Theorem 7. There exists a function i) : R — [0, 1] and measures P € B> (Py), P} € B> (Py) for
which

1) ) = n* P*-a.e., where P* = P§ + P} and n* = dP}/dP*

) I.(7)(x) = 7(X') v5-a.e. and Sc(0)(x) = 7(x) ~-a.e., where ~§, i are couplings
between Py, IPfy and Py, P supported on A..

This result implies Theorem Tt [[tem T)] and [ltem IT)] imply that R§(ay (7)) = Ry (P, P;) and
then implies that a(7) is a minimizer of R and P, P} maximize Ry. (A similar
argument is given in the proof of [Lemma 9| of |Appendix F.1|in this paper.) Thus we obtain

Lemma 3. The P}, P} ofTheorem Zimaximize R, over B> (Py) x BX(IPy) for every ¢.

See [Frank and Niles-Weed, 20241, Lemma 26] for more details. [[heorem 2|is proves analogously

to[Theorem Tlin[Appendix C}-[Item D)]and [ltem ID)|imply that R<({# > 1/2}) = R(P§,PT), Re(1) >
1/2}) = R(P§, P;) and consequently [Theorem Slimplies that {7 > 1/2}, {7j > 1/2} minimize R*
and PP§, PT maximize 2. Lastly, uniqueness up to degeneracy can be characterized in terms of these

measures P§,P}. See[Appendix D|for a proof of [Theorem 8l

Theorem 8. Assume that P is absolutely continuous with respect to Lebesgue measure. Then the
following are equivalent:

A) The adversarial Bayes classifier is unique up to degeneracy

B) Amongst all adversarial Bayes classifiers A, either the value of Py(A) is unique or the
value of Py ((AC)€) is unique

C) P*(n* = 1/2) = 0, where P* = P§ + P} and n* = dP}/dP* for the measures P§, P of
[Theorem 71

5.2 Proving that Uniqueness implies Consistency

Before presenting the full proof of consistency, we provide an overview the strategy of this argument.
[Frank and Niles-Weed, 2024a] derive a conditions that describe minimizing sequences of Rj:

Proposition 1. Assume that the measures Py € BZ(Py), P; € BX(P1) maximize Ry. Then any
minimizing sequence f, of R{, must satisfy

i [ Cotr fu)a®* = [ Ci)ae (12

lim [ Sc(¢ofy)dP;— lim /QSOfnd]P’*{ =0, lim /Se(qSO—fn)dPS— lim /¢O—fndIP’8 =0
n—oo n—oo n—oo n—oo

(13)
where P* = P§ + Py and n* = dP5/dP*.

We will show that when P*(n* = 1/2) = 0, every sequence of functions satisfying (I2) and (13)
must minimize R¢. Specifically, we will prove that every minimizing sequence f,, of R must satisfy

limsup/Se(lfnSQ)dIE"l < /1n*<%dP’{ (14)
n— o0 -
and
limsup/Se(lfnzo)dPO < /1n*>%dPZ§ (15)
n— o0 B

for the measures P, P; in [Theorem7 Consequently, P*(n* = 1/2) = 0 implies that
limsup,,_, . R°(fn) < R(P§,P;) and the strong duality relation [Theorem 3] implies that f,, must
in fact be a minimizing sequence of R°.

We next describe the proof of (I4). To simplify the discussion, we assume that the functions ¢, ay
are strictly monotonic and that for each 7, there is a unique value of a for which n¢(«) + (1 —
n)¢(—a) = Cj(n). (For instance, the exponential loss ¢(a) = e~ satisfies these requirements.)
Let ] be a coupling between IP; and P} supported on A..



Because Cy (1", fn) > C(n*), the condition (I2) implies that Cs(n*, f,,) converges to C7(n*) in

L'(P*), and the assumption that there is a single value of ¢(c) for which né(a) + (1 —n)d(—a) =
C3(n) implies that the function ¢(f,(x")) must converge to ¢(ay(n*(x')) in L'(P}). Similarly,

because[Lemma 2limplies that S¢(¢o f,,)(x) > ¢o fr(x') vi-a.e., (I3) implies that Sc(¢o f,,)(x) —
¢ o fn(x") converges to 0 in L*(v;). Consequently Ss(¢ o f,,)(x) must converge to ¢(ags(n*)) in
L' (7). As L' convergence implies convergence in measure [Folland, [1999, Proposition 2.29], one

can conclude that
Tim 4 (Sc(@ 0 fn)(x) = doas(x) > ) =0

for any ¢ > 0. The lower semi-continuity of & > 1,<o implies that [ Sc(1,>0)dP; <
J 1s.(£.)(x)>6(0)dP1 and therefore

Jm [ Ls () e02ze0d0 < lim / Lo (- ())<= = / Ly caztopi(—)  (10)
Due to our assumptions on ¢ and o, the quantity a(;l o ¢~ 1(—c) is strictly larger than 0. However,
one can choose ¢ small enough so that P*(|n — 1/2] < a;1 o¢~(—c)) < & forany & > 0 when a
is continuous and P*(n*) = 0. This choice for ¢ along with (I6) proves (I4).

To avoid the prior assumptions on ¢ and «, we we prove that when 7 is bounded away from 1/2 and
o is bounded away from the minimizers of Cy (7, -), then Cs(, «) is bounded away from C7 (7).

Lemma 4. Let ¢ be a consistent loss. For all v > 0, there is a constant k,. > 0 and an o, > 0 for
which if [n —1/2| > r and acsign(n — 1/2) < e, sign(n — 1/2) then Cy(n, o) — C3(n) > ky, and
this o, satisfies ¢(a.) < ¢(0).

See[Appendix E|for a proof. A minor modification of this argument proves our main result:

Proposition 2. Assume there exist P, € B>®(Py), P; € B>(Py) that maximize Ry for which
P*(n* = 1/2) = 0. Then any consistent loss is adversarially consistent.

When P is absolutely continuous with respect to Lebesgue measure, uniqueness up to degeneracy of
the adversarial Bayes classifier implies the conditions of this propositon.

Proof. We will show that every minimizing sequence of R, must satisfy (I4) and (I3). These
equations together with the assumption P*(n* = 1/2) = 0 imply that

hmsupRe(fn) S /1n*§%dPT+/ 177*Z%d]P)3 = ‘/’I’]’k].,,7*Sl/z—i-(]._’r])*].77*>1/2dIED>k = R(PS,P’{)

n—r00

The strong duality result of [Theorem Slthen implies that f,, must be a minimizing sequence of R°.
Let ¢ be arbitrary and due to the assumption P*(n* = 1/2) = 0, one can pick an r for which

P*(|n* —1/2| <r) < 6. (17
Next, let o, k,- be as in[Lemma 4}

Let v} be couplings between P; and P} supported on A.. implies that S.(¢ o f,)(x) >
¢ o fn(x') vi-ae., and thus (I3) implies that Sc(¢ o f)(x) — ¢ o fn(x') converges to O in
L'(y7). Because convergence in L' implies convergence in measure [Folland, 1999, Proposi-
tion 2.29], Sc(¢ o fn)(x) — ¢ o fr(x') converges to 0 in v}-measure. Similarly, one can con-
clude that Sc(¢ o —f,)(x) — ¢ o —fn(x') converges to zero in ~j-measure. Additionally, as
Ci(n*, fn) > Cj(n*), (I2) implies that C(n*, f») converges in P*-measure to Cj(n*). There-
fore, implies that one can choose N large enough so that n > N implies that

M (Se(¢o fu)(x) = ¢ o ful(X') = ¢(0) — p(ar)) < 6 (18)

% (Se(d 0 = fn)(x) = o = fu(x') = 6(0) = ¢(ar)) < 0 (19)
and P*(Cj(n*, fn) > C3(n*) + k) < 6. The relation P*(Cj(n*, fn) > Cj(n*) + k) < & implies
that

P*(In" = 1/2| 2 7, fasign(n® — 1/2) < a, sign(y® — 1/2)) <4 (20)



due to Because ¢ is non-increasing, 17, <o < 1gof,>¢(0) and since the function z —
1.>4(0) is upper semi-continuous,

/ 5.(15, <0)dPy < / 15, (9o y50(0) Pt = / L, (9o 10020000077 = 1 (Se(d0 L) (%) = 6(0)).

Now (I8) implies that for n > N, outside a set of v;-measure §, Sc(¢ o fr,)(x) < (¢ o frn)(X') +
#(0) — ¢(a) and thus

/Se(lfnSO)d]P’l <A (o fu(x) +0(0) — ¢(ar) > ¢(0)) +6 < Pi(do fr > () +6 (21)

Next, the monotonicity of ¢ implies that Pi(¢ o f,(x') > ¢(a,)) < Pi(fn < «) and thus
implies that

/se(lfngo)dpl <SF(fa <o) 46 <Pi(fn <apl’ —1/2>1)+25  (22)
Next, 20) implies
/Se(lfngo)dlpl <Pi(fn > ar,n™ > 1/247) + 35 <Py(n* >1/2) + 36 (23)
Because 0 is arbitrary, this last relation implies (I4). Observe that 17> = 1_7<¢, and thus the
chain of inequalities to hold with — f,, in place f,, Po, P}, 75 in place of P1, P}, +;, and
(@9 in place of (18).
O

6 Consistency Requires Uniqueness up to Degeneracy

We prove the reverse direction of by constructing a sequence of of functions f,, that
minimize R for which R<(f,,) is constant in n and not equal to the minimal adversarial Bayes risk.
Proposition 3. Assume that Py, Py are absolutely continuous with respect to Lebesgue meaure the
adversarial Bayes classifier is not unique up to degeneracy for the distribution Py, P1. Then any
consistent loss ¢ satisfying C(1/2) = $(0) is not adversarially consistent.

First, together with a result of [Frank, 2024] imply the adversarial Bayes classifier is
unique iff {7 > 1/2} and {7) > 1/2} are equivalent up to degeneracy, see [Appendix F for proof.
Lemma 5. Assume P is absolutely continuous with respect to Lebesgue measure. Then adversarial
Bayes classifier is unique up to degeneracy iff the adversarial Bayes classifiers {1j > 1/2} and
{n > 1/2} are equivalent up to degeneracy.

Therefore, if the adversarial Bayes classifier is unique up to degeneracy, then there is a set A that is
not an adversarial Bayes classifier but {f} > 1/2} C A C {f > 1/2}. suggests that a
minimizer of Rf can equal zero only when 7) = 1/2. Thus we select a sequence f,, that is strictly

positive on A, strictly negative on A€, and approaches 0 on {7) = 1/2}. Consider the sequence
ag((x)) A(x)#1/2
fo(x) = % Hx)=1/2,x€ A (24)
— N(x) =1/2,x ¢ A
Then R¢(f,) = R° (fl) for all n and one can show that f;, is a minimizing sequence of Rf,. However,
fn may assume the values oo because the function oy is R-valued. A slight modification of these

functions produces an R-valued sequence that minimizes Rg but R°(f,) = R(A) for all n. See

for a formal proof.

7 Conclusion

In summary, we prove that under a reasonable distributional assumption, a convex loss is adversar-
ially consistent iff the adversarial Bayes classifier is unique up to degeneracy. This result connects
an analytical property of the adversarial Bayes classifier to a statistical property of surrogate risks.
Hopefully, this connection will aid in the analysis and development of further algorithms for adver-
sarial learning.
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A Proof of Lemma 1|

Lemma 6. The smallest minimizer of Cy(n, -) is well-defined.
Proof. First, define .
ag(n) = inf{a € R : o is a minimizer of C
This infimum exists because R is closed. Furthermore, the value s (n) is a minimizer of Ciy(n, -)

because the loss ¢ is continuous. O

the next result proves that «4 is non-decreasing.

Lemma 7. If o is any minimizer of Cy (12, ) and na > m, then agy(m) < os.

Proof. One can express Cy (12, v) as
Co(n2, @) = Cy(m, @) + (12 — m)(¢(@) — ¢(=a))

Notice that the function o — ¢(a) — ¢(—«) is non-increasing in cv. As avg (1) is the smallest min-
imizer of Cy (11, @), if v < Cy(m1, @) then Cy (11, ) > C () and thus Cy (12, ) > Cy (12, ).
Thus every minimizer of Cy (72, -) must be greater than or equal to ag(11). O

Proof of ILemma 1| [Cemma 6] proves that o is well-defined while the choice oy = a4 (72) proves
that the function avy is non-decreasing.

O

B Proof of

Proof of ILemma 2] Let Q' be a measure in B>°(Q), and let v* be a coupling between these two

measures supported on A.. Then if (x,x’) € A, then X’ € B.(x) and thus S.(1g)(x) > 1g(x’)
~*-a.e. Consequently,

[5.000d0: = [ s.0p)@ar (xx) = [ 1660770 x) = [ 1000

Taking a supremum over all Q' € B2°(Q) proves the result.

C Proof of[Theorem 2|

We prove that the sets {7} > 1/2} and {#) > 1/2} minimize R, by showing that Rg ({5} > 1/2) =

R(P§, Pt) for the measures Pg, P4 in[Theorem 71
Proposition 4. Let 1) be the function in[Theorem 1l Then the sets {f) > 1/2}, 1 > 1/2} are both

Bayes classifiers.

Proof. We prove the statement for {7j > 1/2}, the argument for the set {f) > 1/2} is analogous.

Let %, P} be the measures of [Theorem 7land set P* = P§ + P} and n* = dP} /dP*. Furthermore,
let vg, 77 be the couplings between Py, Py and P1, P} supported on A..

First, implies that the function 7)(x) assumes its infimum on an ball B, (x) ~;-a.e. and thus
and therefore Sc(1;51/23¢)(X) = 1y1 (4(x))>1/2}¢ 7i-a.e. (Recall the notation I. was defined in

. further implies that
Se(l{ﬁ(x)>1/2}c)(x) = 1{ﬁ(x/)>1/2}c ﬁ-a.e. (25)

An analogous argument shows

Se(Lgas1/2)) = Lay>1/2 Yo-ae. (26)

12



[Equations (23) and [(26)| then imply that
R > 1/2) = [Lgoorsymedsi + [ oo
/ Li(xy>1/2p0 dPT + / {i(x)>1/2y PG = / CO", 112y dP”
Next[[tem I) of [Theorem 7limplies that 7j(x’) = n*(x’) P*-a.e. and consequently
R > 1/2)) = [ CO7 Ly )" = RO ),

Therefore, the strong duality result in [Theorem 3]implies that {#) > 1/2} must minimize R°. O

Finally, the complimentary slackness conditions from [Frank, 2024, Theorem 2.4] characterize
minimizers of R¢ and maximizers of R, and this characterization proves [Equations (9)] and [(T0)}
Verifying these conditions would be another method of proving|Proposition 4}

Theorem 9. The set A is a minimizer of R¢ and (P4, P}) is a maximizer of R over the W, balls
around Py and Py iff W (P§, Po) < € Woo (P, P1) < € and

1)
/Sé(lAc)d]Pl :/]-ACd]P)T and /SE(]_A)CZPO :/]_Ad]P)S (27)
2)

Cn*,14(x")) = C*(n*(x')) P*-ae. (28)
where P* = P§ + P} and n* = dP} /dP*.

Let 73, 77 be couplings between IP’O, P§ and P, P; supported on A.. Notice that because[Cemma 2l
implies that 19(x') < Se(140) vi-ae. and lA( ") < 5.(14)(x), the complimentary slackness
condition in (IZZ[) is equivalent to

Se(Lgo)(x) =140(x") ~f-ae. and Se(14)(x)1a(x) ~g-ae. (29)

This observation completes the proof of [Theorem 2

Proof of Theorem 2] First, [Proposition 4] proves that the sets {) > 1/2} and {7} > 1/2} are in fact

adversarial Bayes classifiers.

Next, let 7} be the function in [Theorem 7] and let P}, P} be the functions in[Theorem 7l Let P* =
P5 + Py, n* = dP;/dP*, and let 47, 7§ be couplings between Py, P and Py, P; supported on
A.. If Ais any adversarial Bayes classifier, the complimentary slackness condition (28) implies that
15172 < 14 < 1,.57)9 P*-ae. Thus[ltem D]implies that

1m0y (X)) < 1a(X) < 1p1/0) (X)) A5-ae.

and
1{ﬁ>1/2}C(X/) <1lye (X/) < 11030 (X/) vi-ae.
The complimentary slackness condition (29) then implies [Equations (9)] and [(T0)} o

D Proof of

Frank [2024, Theorem 3.3] proves the following result:

Theorem 10. Assume that P is absolutely continuous with respect to Lebesgue measure. Then the
following are equivalent:

1) The adversarial Bayes classifier is unique up to degeneracy

2) Amongst all adversarial Bayes classifiers A, either the value of Py(A€) is unique or the
value of P1 ((A©)€) is unique

13



3) There are maximizers %, P% of R for which P*(n* = 1/2) = 0, where P* = P} + P} and
n* = dPy /dP*.

Thus it remains to show that|ltem 3)| of [[heorem 10/implies [ltem C)| of [[heorem 8l We will apply
the complimentary slackness conditions of [Theorem Ol

Proof oflTheorem 8 |ltem A)|of[Iheorem 8&lis the same as[ltem 1){of[Iheorem 10land|ltem B)|is the
same as[ltem 2)] Next, [[tem C)|implies[[tem 3)} Thus it remains to show that[ltem 3)] of [Theorem 10l
implies [[tem C)| of [Theorem 8]

Assume that [Theorem 10] holds, and let P§, P4 be the measures on [Theorem7} Then of
(Theorem 10| and [Theorem 2/imply that

Sé(l{ﬁ>1/2}c):Se(]_{ﬁZUQ}c) ]Pﬁ-a.e. and Sé(l{ﬁ>1/2}):Se(]_{ﬁZUz}) ]Po-a.e.

The complimentary slackness condition (27) implies that

/1{ﬁ>1/2}0dPT = /1{1721/2}06519’1‘ and /1{fz>1/2}d]P’3 =/1{f721/2}dﬂ”3

and subsequently,|ltem I)| of [Iheorem 7limplies that

‘/1{,,7»«>1/2}C’CZIEDyi< = /1{n*21/2}0d]}b3’f and /1{77*>1/2}d]P)6 :/1{77*21/2}d]P)6

Consequently, P*(n* = 1/2) = 0. O

E Proof of Lemma 4|

First, if the loss ¢ is consistent, then 0 can minimize Cyg(n, -) only when n = 1/2.

Lemma 8. Let ¢ be a consistent loss. Then if 0 € argmin Cy(n, -) thenn = 1/2.

Proof. Consider a distribution for which n(x) = 7 is constant. Then by the consistency of ¢, if 0
minimizes C4 (7, -), then it also must minimize C'(7, -) and therefore n < 1/2.

However, notice that Cy (1, o) = Cs(1—n, —c). Thus if 0 minimizes C(n, -) it must also minimize
Cy(1—n,-). The consistency of ¢ then implies that 1 — 7 < 1/2 as well and consequently, n = 1/2.

O

The proof of [Lemma 4l also uses Cemma 7] from [Appendix A]

Proof oflLemma 4] Notice that Cy(n, ) = Cy(1 — 1, —a) and thus it suffices to consider n >
1/2+4r.
[Cemma 8l implies that Cy(1/2 + 7, as(1/2 + 1)) < ¢(0). Furthermore, as ¢(—a) > ¢(0) > ¢ ()
when o > 0, one can conclude that ¢(ag(1/2 + 7)) < ¢(0). Now pick an o, € (0, ap(1/2 + 1))
for which ¢(ag(1/2 4 1)) < ¢(a,) < ¢(0). Then by Cemma7l if n > 1/2 + r, every « less than
or equal to o, does not minimize Cy (7, ) and thus Cy(n, ) — C7(n) > 0. Now define
k. = inf  Cy(n,a)—C

serihl .y, Coln ) = Colm)

a€[—oo,ay)
The set [1/2+7, 1] x [-00, o] is sequentially compact and the function (1, @) = Cy(n, o) — Cj5(n)
is continuous and strictly positive on this set. Therefore, the infimum above is assumed for some
7, « and consequently k,. > 0. O

F Proof of Proposition 3

First, we show that replacing the value of «,(1/2) with 0 in [Theorem Tl results in a minimizer of
RS.
¢
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Lemma 9. Let oy : [0,1] — R be as in[Lemma Il and define a function &4 : [0,1] — R by
. o ) 1/2

0 otherwise

Let7) : R* — [0,1] be the function described in[Theorem 7 If ¢ is consistent and C}5(1/2) = ¢(0),
then & (7)(x)) is a minimizer of Rj.

See for a proof of this result. Next, we formally prove that if the adversarial Bayes
classifier is not unique up to degeneracy, then the sets {7j > 1/2} and {7} > 1/2} are not equivalent
up to degeneracy.

This result in Lemma [5 relies on a characterization of equivalence up to degeneracy from [Frank,
2024] .

Theorem 11. Assume that P < p and let A1 and A be two adversarial Bayes classifiers. Then the
following are equivalent:

1) The adversarial Bayes classifiers A1 and Ao are equivalent up to degeneracy

2) Either Se(1a,) = Se(1a,)-Po-a.e. or Se(14¢) = Se(140)-Pr-a.e.

Notice that when there is a single equivalence class, the equivalence between |ltem 1)[and|ltem 2)|is
simply the equivalence between |[tem A)| and |Iltem B)| This result together with [Iheorem 2 proves
[Lemma 3l

Proof oflILemma 3l Let A be any adversarial Bayes classifier. If the adversarial Bayes classifiers
{n > 1/2} and {f) > 1/2} are equivalent up to degeneracy, then [Theorem?] and [[tem 2)| of
Theorem ITlimply that Sc(14) = Sc(1{;3>1/2}) Po-a.e. [tem 2)] of Mheorem 1] again implies that
A and {7) > 1/2} must be equivalent up to degeneracy. O

Thus, if the adversarial Bayes classifier is not unique up to degeneracy, then there is a set A with
{n > 1/2} ¢ A C {5 > 1/2} that is not an adversarial Bayes classifier, and this set is used to
construct the sequence f,, in (24). Next, we show that f,, minimizes R, but not R°.

Proposition 5. Assume that P is absolutely continuous with respect to Lebesgue measure and that
the adversarial Bayes classifier is not unique up to degeneracy. Then there is an R-valued sequence
of functions that minimize Rf, but R° (fn) is constant in n and not equal to the adversarial Bayes
risk.

Proof. By[Lemma 3 there is a set A with {7} > 1/2} € A C {#) > 1/2} which is not an adversarial
Bayes classifier. For this set A, define the sequence f,, by (24) and let G4 be the function in[Lemma9l

[Lemma 4limplies that &(n) # 0 whenever n # 1/2 and thus {f,, > 0} = A for all n. We will show
that in the limit n — oo, the function sequence Sc(¢ o f,,) is bounded above by S, (¢ o Gy (7)) while
Se(¢ o —fr) is bounded above by Sc(¢ o —&4(77)). This result will imply that f,, is a minimizing
sequence of Ry,.

Let S.(g) denote the supremum of a function g on an e-ball excluding the set 7(x) = 1/2:

Sup oy 9(x) if Be(x) N {# # 1/2}¢ # 0
Se(g) = A(x')#1/2
—00 otherwise

With this notation, because &,(1/2) = 0, one can express Se(¢ o &y (1)), Se(p o —@y (7)) as

o = Jmax(Sc(@oag(i)), 6(0)) x € {i=1/2}

Se(¢ ¢7(77>) {Se((b o a¢(ﬁ)) x ¢ {ﬁ — 1/2}5 (€2))
oo (o) — dmax(Se(d0 —ag(0)), $(0) x € {f=1/2}

siwe—aati) = |G b x ¢ {7 =1/2)° oY
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and similarly

max(S.(0 0 (i), 6(~3) x € {i1 = 1/2)¢ -
Se( 0 g (i) x ¢ (i =1/2)

S(do_f.) < Jmax(Sc(go—as(i),¢(=5)) x € {i=1/2}* 24
ot = {Se(¢°—%(ﬁ)) x & {7 = 1/2}¢ .
Therefore, by comparing (33) with (Z1) and (34) with (32)), one can conclude that

lim sup Se(¢o fn) < Se(¢ody(n)) and limn sup Se(¢o—fn) < Se(dpo —ag(h).  (35)

Se(¢o fa) < {

Furthermore, (33) implies that Sc(¢ o f,,) < Se(¢ o ay(n)) + ¢(—1) and (34) implies that Sc(¢ o
—fn) < Se(¢d o —ay(n)) + ¢(—1). Thus the dominated convergence theorem and (33)) implies that

lirrl)sup Ry (fn) < Ry(ag(n))

and thus f,, minimizes Rf,.
O

Lastly, it remains to construct an R-valued sequence that minimizes R;, but not R°. To construct
this sequence, we threshhold a subsequence f.,; of f,, at appropriate 7. If g is an R-valued function
and gy is the function g threshholded at N, then limy_, R;(gN) = R§(9).

Lemma 10. Let g be an R-valued function and let ¢'™) = min(max(g,—N), N). Then
limy 00 RS (g™N)) = RS (9).

See[Appendix F.2|for a proof. [Proposition 3|then follows from this lemma and [Proposition 5}

Proof of[Proposition 3| Let f,, be the R-valued sequence of functions in [Proposition 3} and let f,,
be a subsequence for which R§(f,,) < 1/j. Next,[Lemma [0l implies that for each j one can pick

a threshhold N; for which |R§(fn;) — Rg( f,(,]jvj))| < 1/j. Consequently, f,(,]]yj ) is an R-valued
sequence of functions that minimizes 1. However, notice that {f < 0} = {f (T) < 0} and
{f >0} = {fT > 0} for any strictly positive threshhold 7. Thus R*( 7(111\5 )) = R(fn,) and

consequently f,(zzjyj) does not minimize R°. O

F.1 Proofof

The proof of follows the same outline as the argument for [Proposition 4t we show that
Rg(ag(n)) = Ry(Pg,Py) for the measures P5, Py in [Theorem 7l and then [Theorem 6 implies
that d(7) must minimize 5. Similar to the proof of swapping the order of the
Se operation and ¢ is a key step. To show that this swap is possible, we first prove that d is

monotonic.
Lemma 11. [f C5(1/2) = ¢(0), then the function v : [0, 1] — R defined in (30) is non-decreasing.

Proof. [Lemma T]implies that &, (n) is a minimizer of Cy(n, ) for all n # 1/2 and the assumption
C3(1/2) = ¢(0) implies that &.s(1/2) is a minimizer of Cy(1/2, -). Furthermore,[Lemma Tlimplies
that dvs is non-decreasing on [0, 1/2) and (1/2, 1]. However,[Lemma 4limplies that cv, () < 0 when
n € [0,1/2) and ay(n) > 0 whenn € (1/2,1]. O

This result together with the properties of P, P} suffice to prove[Cemma 9l

Proof ofILemma 9 Let P§y, P} be the measures of[Theorem 7]and set P* = P§ + Pj, n* = dP} /dP*.
We will prove that R (de(7))) = R (Pg, P7) and thusTheorem 6 will imply that ¢ (7)) minimizes
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Rj. Let 7g and 7{ be the couplings supported on A, between Py, IPj and Py, P} respectively.
Item II)|and[Lemma 1 1|imply that

Se(d(ag (1) (x) = ¢ (Le(0(x)))) = (ap(1(X)) 7 — a.e.

and
Se(d(=ap(1)))(x) = d(—as(Se((x)))) = dlas(—n(x))) 5 — a-e.

(Recall the the notation I, was introduced in (I1]).) Therefore,

= [o@saenar + [ o(-astix g

— [ot@atimar; + [ o-astie )iz = [ Cotr astide

Next, [I[tem T)| of [Theorem 7] implies that 7(x’) = *(x’) and consequently
R5(6s () = / Caln Go(i)a®* = [ Coli' gl )P

Therefore, the strong duality result inTheorem 6limplies that G.4(7)) must minimize 1.

F.2 Proof of[Lemma 10

This argument is taken from the proof of Lemma 8 in|[Frank and Niles-Weed [2024a].

Proof ofiILemma 10| Define

a ifa<a
Olap) (@) =< a ifa€a,b]
b ifa>b
Notice that
Se(01a4(h) = 01a,5)(Se(h))
and
(01a,6)(9)) = T1o(v).6(a)) (#(9))
for any functions g and h. Therefore,

Se(9(9™) = opn),6-n(Se(d 0 g)) and  Sc(p o —g™) = aip(n) 5(—n(Se(d 0 —9)),

which converge to Sc(¢ o g) and S.(¢ o —g) pointwise and N — oo. Furthermore, the functions
Sc(¢pog™N))and S (¢ o —g™)) are bounded above by

Se(pog™) < Sc(pog)+¢(1) and Sc(po—g™) < Sc(po—g)+¢(1)

for N > 1. As the functions S¢(¢ o g) + ¢(1) and Se(¢ o —g) + ¢(1) are integrable with respect to
P, and Py respectively, the dominated convergence theorem implies that

lim Rg(g™)) = R (g).
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