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Abstract—The increased importance of cybersecurity in au-
tonomous machinery is becoming evident in the forestry domain.
Forestry worksites are becoming more complex with the involve-
ment of multiple systems and system of systems. Hence, there is
a need to investigate how to address cybersecurity challenges for
autonomous systems of systems in the forestry domain.

Using a literature review and adapting standards from similar
domains, as well as collaborative sessions with domain experts,
we identify challenges towards CE-certified autonomous forestry
machines focusing on cybersecurity and safety. Furthermore, we
discuss the relationship between safety and cybersecurity risk
assessment and their relation to AI, highlighting the need for a
holistic methodology for their assurance.

Index Terms—forestry, cybersecurity, safety, autonomous ma-
chines, system of systems, Al

I. INTRODUCTION

The evolution of technology has significantly propelled au-
tonomous mobile machines towards product readiness, even in
safety-critical domains like forestry. These machines, equipped
with an increasingly sophisticated array of sensors, commu-
nication technologies, and artificial intelligence (Al), promise
to revolutionize tasks within this domain like site preparation
and planting [1f], as well as collection and transportation of
logs [2]. While offering increased productivity and reduced
environmental impact, transitioning these technologies from
laboratory settings to real-world applications introduces sub-
stantial challenges concerning safety and cybersecurity.

In the European Union (EU), the CE marking represents a
manufacturer’s declaration that their product complies with the
EU’s health and safety requirements. This conformity is crucial
for introducing autonomous forestry machinery to the market,
as it must be demonstrably safe for interaction with the general
public. Regulation (EU) 2023/1230 [3]] on machinery, effective
from early 2027, marks a significant update to the preced-
ing Directive 2006/42/EC [4]. This regulation encompasses
new technologies, including autonomous mobile machinery,
Internet of Things (IoTs), and Al, with a particular emphasis
on cybersecurity requirements. Many new and forthcoming
regulations may also need to be considered, e.g., Cyber
Resilence Act [5], Data Act [[6] and AI act [7]. Hence, the
pathway to compliance is complex. Regulations establish the
legal framework for safety and cybersecurity, but do not detail
the methods for achieving conformity. International standards

set by organizations such as ISO and IEC provide technical
specifications, safety criteria, and performance metrics that
help companies comply with regulations. Harmonization of
these standards with regulations simplifies the assessment
of conformity, allowing products to meet or exceed regula-
tory requirements through adherence to recognized standards.
Unfortunately, as of this writing, no standards have been
harmonized with Regulation (EU) 2023/1230, and there is
a conspicuous absence of specific standards for the forestry
domain addressing the primary challenges in autonomous
machine conformity assessment: reliance on complex sensors
as well as Al for safety-critical functions as well as for
maintaining cybersecurity. Given its complexity, it is outside
the scope of this paper to give a complete picture of the
regulatory and certification challenges. Instead, we introduce
our work towards CE-certified autonomous forestry machines
within the EU project AGRARSENS

Our contributions are as follows:

« overview of challenges towards CE-certified autonomous
forestry machinery addressed within the AGRARSENSE
EU project,

o short survey of cybersecurity within forestry, including
identification of the specific characteristics of this do-
main, and

o overview of how safety and cybersecurity risk assess-
ments interact and how a combined methodology would
be characterized.

Finally, we discuss challenges in treating assessments of
safety, cybersecurity, and Al separately, and sketch potential
ways forward using assurance.

The rest of the paper is structured as follows. In Section
we provide a background on the certification of machinery.
In Section we present challenges towards the certification
of autonomous forestry machines and in Section we
provide a survey on cybersecurity in the forestry domain. In
Section [V] we discuss assurance and compliance in forestry
and Section [V]] presents the concluding remarks and future
work.

Uhttps://www.agrarsense.eu
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Fig. 1. An illustration of the forestry worksite including autonomous forwarders, drones, and human-operated harvesting machines.

Image courtesy of Komatsu Forest AB.

II. BACKGROUND

Historically, certification of machinery was focused on
safety and compliance with mechanical and electrical stan-
dards. However, with the advent of autonomous technology,
the certification process is expanding to include software
integrity, data security, and the ability of systems to make
decisions in real-time without human intervention. This shift
necessitates a multidisciplinary approach to certification, in-
volving expertise in cybersecurity, Al, robotics, and even
ethics [8]. Today, the safety requirements for autonomous
machines vary across different industrial sectors and countries,
which reveals a gap between current standards and the state
of technology [9]. One of the main challenges in designing
a certification process for autonomous machines is not only
the complexity of the systems itself but also the uncertainty
about the changing environments in which the systems are
deployed. To address this, new certification frameworks have
been proposed [10].

Our work contributes to bridging the gap within forestry
machinery between current standards, emerging regulations
and the state of technology. While we address the gen-
eral challenges of certifying autonomous forestry machines,
our particular focus is on the intersection of cybersecurity
and safety. Our work is performed within the EU project
AGRARSENSE. Launched in January 2023, it aims to boost
European agriculture and forestry productivity through inno-
vative technologies. It is coordinated by Komatsu Forest AB,
involves 52 partners across 15 EU countries and has a total
budget of approx. EUR 51 million over three years to address
food security and climate challenges.

III. CHALLENGES TOWARDS THE CERTIFICATION OF
AUTONOMOUS FORESTRY MACHINES

Within AGRARSENSE, we target the safety and cyberse-
curity of autonomous forestry machines. More specifically,

our research targets automation of transporting logs from
a harvesting site to a landing area within the forest using
an autonomous forwarder, i.e., the forestry vehicle carrying
the logs. The aim is to increase productivity while reducing
environmental impact. It is assumed that harvesting itself
is manually-operated, thus, the forestry worksite becomes
partially autonomous. Additionally, drones will be employed
to observe the operations. A key question we are investigat-
ing is how drones can complement safety-critical functions
implemented on the autonomous forwarder, such as detecting
people close to the machine. An illustration of the envisioned
worksite is depicted in Figure [I}

The critical need for safety and security in autonomous
forestry machinery is emphasized by potential hazards in-
cluding system failures, where machines might not detect
obstacles, leading to collisions or catastrophic accidents. Fur-
thermore, security breaches such as hacking could result in
unauthorized machine operations, causing malfunction or un-
predictable and dangerous behavior, thereby posing significant
risks to operations and safety. The aim of the project is to
address safety and cybersecurity challenges holistically. In this
section, we introduce the main challenges we are targeting.
Afterwards, we focus on our findings on cybersecurity within
the forestry domain.

A. Functional Safety of a Partially-Autonomous Worksite

Functional safety is one of the key aspects to consider when
demonstrating compliance with the requirements for CE mark-
ing in the forestry domain. The use of autonomous and manual
machines working together imposes new risks that need to
be assessed and, eventually, mitigated to ensure adequate
levels of functional safety. In AGRARSENSE, some suggested
mitigation strategies involve the use of collaborative safety
functions such as a drone-based people detection function
providing increased functional safety for the autonomous for-
warders. Thus, novel risk assessment methods which consider



both the interconnectedness and autonomy of collaborative
systems are being investigated. These risk assessment methods
should integrate risk assessment strategies from standards
belonging to different related domains, including machinery
safety (ISO 13849 [11] and ISO 12100 [12]), automotive
safety (ISO 21448 [13]]), and cybersecurity (IEC 62443 [14]
and ISO/SAE 21434 [15]]), adapting them to address specific
challenges within the forestry domain.
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Fig. 2. Use case description (minimalistic): The collaborative drone allows for
an additional point of view to eliminate occlusions caused by terrain obstacles.

B. Interplay between Safety and Cybersecurity

The introduction of complex sensors and connectivity to
enable automation in forestry elevates cybersecurity as a crit-
ical concern. With autonomous machines and interconnected
systems becoming more widely deployed, there is an increased
risk of security threats and system vulnerabilities. Securing
forestry automation systems is vital to ensure safety in addition
to protecting sensitive information and maintaining operational
continuity. It is crucial to acknowledge that cybersecurity
threats, e.g., attacks on communication, can potentially lead
to unsafe behaviour in autonomous, connected vehicles [16].
Targeting the interplay between safety and cybersecurity in-
volves ensuring that a system operates correctly and safely
even in the face of cyber threats, thereby integrating safety
measures with security strategies to protect against both acci-
dental failures and intentional attacks. Adopting an integrated
approach to safety and cybersecurity is essential for addressing
all relevant concerns [17]. This approach is an example of
the contribution of EU-funded projects like AMASS, which
have advanced the alignment of safety and security processes
through synchronization points.

C. Safety of the Intended Functionality

Increased reliance on sensors leads to risks of non-hardware
related functional inefficiencies like misinterpretation of sensor
data, inadequate sensing due to environmental conditions or
inadequate response to unforeseen situations. In the automo-
tive domain, safety measures address risks associated with
a vehicle’s intended functionality, e.g., automated emergency
braking, using the Safety of the Intended Functionality (SO-
TIF) concept outlined in ISO 21448 [13]]. Currently, no similar
standard exists for machinery. Therefore, the AGRARSENSE
project explores how to adapt SOTIF principles to forest
machinery and enhance safety beyond traditional functional

safety standards like ISO 13849 [11]. This work will consider
the minimalistic use case depicted in Figure 2| where we will
investigate whether risks due to insufficient situational aware-
ness of the forwarder can be mitigated using an additional
point of view.

D. Reliance on Al and Simulations

Autonomous forestry machines are foreseen to rely on
several Al and machine learning components for vital tasks
such as interpreting their surroundings using sensor data,
performing object detection, and optimizing navigation paths
through dense forest environments. The development of these
Al components requires vast amounts of data for training
and validation. Unlike more active fields such as autonomous
road vehicles, the forestry domain lacks comprehensive and
diverse real-world data covering different operational scenarios
and weather conditions. Creating such a dataset is challeng-
ing due to practical constraints such as access restrictions,
environmental concerns, and low incentives for stakeholders.
Advancements in graphics rendering and physics engines are
increasingly making simulation data a crucial resource to sup-
plement real-world data in the development of Al components
[18]].

Despite the apparent advantages of simulations in au-
tonomous forestry machine development, one of the crucial
challenges we are targeting is ensuring the validity and rep-
resentativeness of the simulation data compared to the real
world. Addressing this challenge requires systematic valida-
tion of the components in the simulation toolchain in relation
to the intended purpose. For example, assessing the validity of
an Al model for people detection trained using the simulation
data would require validating the virtual sensor, simulated en-
vironmental factors such as lighting conditions or precipitation
[19], simulated human movement patterns, etc. Additionally,
comprehensive validation procedures should include the eval-
uation of simulated terrain features, trees, weather dynamics,
and the occlusions perceived by sensors due to obstacles.
While still under development, ISO/CD PAS 8800 [20] as well
as ISO/IEC TR 5469 [21] can provide guidance in system-
atically developing, testing, and validating Al components of
autonomous forestry machines, ensuring safety, reliability, and
ethical considerations.

IV. CYBERSECURITY IN FORESTRY

The previous section introduced the main challenges
within safety and cybersecurity that are targeted within the
AGRARSENSE project. While the general need for cyberse-
curity and its relation to safety concerns was motivated in
Section the specific aspects of cybersecurity within the
forestry domain still need to be identified. In order to gain a
solid understanding of the background and related work for
cybersecurity in our use case, we used the approach depicted
in Figure

In the first phase, since our use case is in forestry and uses
autonomous machines and robots, we started reviewing articles
related to robotics in forestry. The forestry domain has specific
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Fig. 3. Approach for understanding cybersecurity for an autonomous system
of systems in the forestry domain.

characteristics which we need to take into consideration when
performing cybersecurity risk assessment. Hence, we looked
into specific characteristics of the forestry domain. Combining
what we learned in the first two phases, we concluded that
there is a lack of relevant literature on cybersecurity in
forestry. Hence, we started the second phase by exploring
possible knowledge transfer from similar domains. We are
also going to integrate different systems, e.g., an autonomous
forwarder and a drone (see Figure [2), to achieve the goal of
the use case, and for that, we investigated cybersecurity for
system of systems. Furthermore, since we are aiming to use
autonomous machinery we had to gain an understanding of
the cybersecurity requirements for autonomous machinery.

A. Robotics in Forestry

The use of robotics and autonomous machines in forestry is
becoming more common. Oliveira et al. [22] review research
articles and commercial products of robotic applications for
different purposes, e.g., monitoring, wildfire firefighting, and
harvesting. The paper includes a review of multiple research
and commercial projects that are relevant to the use case of this
study, which is considering the use of autonomous machinery,
e.g., drones and forwarders, in forests to perform tasks such
as monitoring and inventory operations, as well as the speci-
fications of these machines, e.g., sensors. However, the paper
does not touch upon cybersecurity and safety concerns for
the reviewed systems. Moreover, we reviewed the commercial
products reported in the survey by visiting their websites, and
could not find any relevant information regarding safety and
cybersecurity aspects.

Bergerman et al. [23] discuss robotics in agriculture and
forestry. They state that the focus of academic and com-
mercial research is on sensing, mobility, and manipulation
technologies to enhance agriculture and forestry output and
productivity. The paper includes numerous case studies in
the area. However, again cybersecurity was not sufficiently
represented in the report.

Similarly, Roldan er al. [24] review the state of the art
in robotics in agriculture and discuss automation in the field
without any mention of the cybersecurity implications of such
automation.

Abdelsalam et al. [25] present a literature review to find the
current practical autonomous navigation and material handling
solutions that are suitable for the mill yard environment and
what sorts of sensors are utilized in these systems. While the
report can serve as a good starting point for cybersecurity as-
sessment of the relevant commonly used sensors, cybersecurity
was not a characteristic included or analyzed in the literature
review.

To summarize, cybersecurity is rarely studied in combina-
tion with forestry robots and autonomous machinery.

B. Specific Aspects of Forestry

To gain an understanding of the specific characteristics of
the forestry domain in relation to cybersecurity, we performed
a brainstorming session including 10 experts in cybersecurity
& safety (8), and forestry (2). The session started with present-
ing a pre-defined list of potential forestry-specific characteris-
tics, which was then discussed, refined, and extended resulting
in the characteristics identified and described in Table [
These characteristics serve as the basis for determining the
domain or domains from which a knowledge transfer would
be considered.

Forestry environments are inherently harsh and remote,
presenting unique safety and cybersecurity challenges for
autonomous systems. These settings lack the cooperative and
connected functions that support similar technologies in more
accessible areas. Unlike urban environments, where infrastruc-
ture and automated systems enable extensive communication
and cooperation, forestry operations must rely on internal
communications within a broader system of systems. This
specific context necessitates tailored solutions designed to
function effectively in the isolated and infrastructure-limited
settings typical of forestry applications. For instance, limited
connectivity alters the use of reactive and adaptive cybersecu-
rity strategies in these settings.

C. Cybersecurity in Similar Domains

To the best of our knowledge, cybersecurity has very
scarcely been studied in relevance to forestry. However, this is
not the case in similar domains, such as the mining industry.

Gaber et al. [26] studied the relationship between the
safety and cybersecurity of Autonomous Haulage Systems
(AHSs), used in the mining industry for the transportation
of ore autonomously and/or with remote control. The paper
identifies and highlights challenges and open issues related to
the cybersecurity and communication of AHSs by conducting
a literature survey.

Gaber et al. [26] found the main cybersecurity issues to be
within the communication and its reliability. AHSs depend
on wireless communication between different components
such as object avoidance/detection systems, Global Navigation
Satellite Systems (GNSSs) (e.g., Global Positioning System
(GPS)), and AI. The authors identify challenges related to
these wireless communications, e.g., frequency interference
when two devices send signals with similar frequencies to the
same receiver; channel utilization to maximize the efficiency of



TABLE I

SPECIFIC CHARACTERISTICS OF THE FORESTRY DOMAIN TO BE CONSIDERED WHEN PERFORMING CYBERSECURITY ANALYSIS

Characteristic

Description

Remote and Isolated Locations
Autonomous Machinery

Natural Disasters

Data Privacy and Compliance
Remote Monitoring and Control
Threat Profile

Confidentiality of Operations

Heavy Machinery

Many forestry operations occur in remote and isolated areas with limited connectivity. Ensuring secure communication
and data protection in such environments can be challenging.

The use of autonomous machinery, such as drones and robots, is increasing in forestry. Securing these autonomous
systems from cyber threats is crucial to prevent unauthorized access or interference.

Forestry operations can be susceptible to natural disasters like wildfires, floods, and storms. Cybersecurity measures
should consider disaster recovery and business continuity planning to address cybersecurity issues that may arise during
and after such events.

Forestry organizations may handle sensitive data related to land ownership, environmental impact assessments, and
legal compliance. Ensuring data privacy and compliance with relevant regulations is critical to cybersecurity.

Remote monitoring and control systems are commonly used to manage equipment and collect data from remote forest
locations. Securing these systems is essential to prevent unauthorized access and potential disruptions to operations
Creating threat profiles for companies in the forestry domain is important to grasp the potential threats, threat agents,
and possible control measures.

In some cases, e.g., military sites, operations in the forestry domain are confidential. Cybersecurity measures should
ensure that the operations and corresponding communications are done in a confidential manner

The use of heavy machinery in forestry, e.g., harvesting machines, increases safety risks, and in turn increases
cybersecurity concerns, particularly regarding threats that could compromise safety.

the used channels; and signal jamming where attackers attempt
to disrupt the communication by sending strong signals and
noise. Vulnerabilities also arise with wireless communication
as discussed by the authors. These include: Wi-Fi De-Auth
attacks to disconnect AHS vehicles from the network, disrupt-
ing operations; GNSS attacks to spoof or jam GNSS signals,
causing inaccurate navigation by AHS vehicles; and camera
attacks to steal video footage from AHS vehicles or to control
the vehicles’ cameras remotely.

Automotive is another domain in which cybersecurity for
autonomous vehicles has been studied. Ren er al. [27] discuss
the security of autonomous vehicles and lists the various types
of sensors that are used in such systems, e.g., GNSS, LiDAR,
Ultrasonic sensors, and cameras. The authors discuss possible
attacks against these sensors and highlight possible defense
strategies. Further, the study discusses if these defense strate-
gies require modifications and extra hardware. For example,
the defense strategies for GNSS attacks can be checking the
signals characters, e.g., strength, and applying cryptography in
terms of encryption and modification.

For camera-related attacks, the authors refer to the work of
Petit et al. [28] and the use of redundancy where multiple
cameras cooperate, and special lenses such as photochromic
lenses provide adequate protection from various angles against
camera attacks.

Other mitigation strategies against camera-related attacks
are suggested by Kyrkou et al. [29]. These involve the usage
of Al to detect and mitigate remote attacks via a dedicated
anti-hacking device.

Chattopadhyay and Lam [30] approach autonomous vehicles
from a cyber-physical system perspective and discuss the
main cybersecurity challenges. The authors emphasize the
importance of having a Certificate Authority (CA) in place to
issue certificates to components involved in the communication
with cyber-physical systems to avoid untrusted components
from initiating attacks.

To summarize, since our study focuses on autonomous

machinery in forestry that relies heavily on wireless com-
munication, we believe that the vulnerabilities and challenges
identified and presented in the literature for the mining in-
dustry are of high relevance. Additionally, we found threats,
vulnerabilities, challenges, and mitigation strategies that target
autonomous vehicles to be relevant and can serve as a starting
point in our approach to the cybersecurity of autonomous
forestry machinery.

D. Cybersecurity Requirements in Related Standards

In the broader context of machinery and automotive sec-
tors, standards like ISO/SAE 21434 [15] and IEC 62443
[14] have been essential in defining cybersecurity require-
ments. ISO/SAE 21434, focusing on-road vehicles, provides
a structured approach to cybersecurity engineering throughout
the lifecycle of the vehicle, emphasizing risk management,
design, verification, and response strategies. On the other hand,
IEC 62443, dedicated to industrial communication networks
and system security, offers a comprehensive framework for
protecting industrial automation and control systems against
cybersecurity threats. Although originally intended for specific
sectors, these standards present principles and methodologies
adaptable to the cybersecurity needs of autonomous forestry
machinery.

This fact is acknowledged by the technical report
IEC TS 63074 [31]], which details the use of the IEC 62443
standard in relation to safety-related control systems in the
machinery domain. It emphasizes the intersection of safety
and cybersecurity, recognizing that security threats and vul-
nerabilities could potentially compromise the functional safety
of safety-related control systems, thus impacting the safe
operation of machinery. It underscores the necessity for a com-
prehensive security risk assessment, aligned with IEC 62443,
to identify and mitigate security threats that could affect these
control systems. Moreover, IEC TS 63074 outlines specific
security countermeasures and strategies, such as identification
and authentication, access control, system integrity, and data



confidentiality, among others, aimed at protecting machinery
from unauthorized access and ensuring the integrity and avail-
ability of safety functions.

To conclude, cybersecurity requirements and countermea-
sures relevant to autonomous forestry machinery can be
extracted from ISO/SAE 21434, IEC 62443, and guidance
from IEC TS 63074. However, this is non-trivial to do for
developers and operators of autonomous forestry machinery
wanting to enhance their systems’ resilience against cyber
threats while maintaining safety and operational integrity.
Thus, a forestry-specific standard providing a holistic approach
to cybersecurity, referencing both general and machinery-
specific standards, is desired to develop and deploy secure,
safe, resilient, and reliable autonomous forestry machinery.

E. Cybersecurity for System of Systems

When conducting a cybersecurity assessment for a System
of Systems (SoS), it is essential to consider a wide range of
factors and challenges. This is mainly because in SoS we are
connecting separate systems and components. Ensuring the
security of individual elements is insufficient; rather, security
must be assured for the integrated system as a whole.Waller
and Craddock [32] discuss the key cybersecurity problems of
SoS and these can be summarized as follows:

e Operational Independence: SoS components operate sep-
arately, with varying policies, technologies and require-
ments, potentially causing conflicts. Vulnerabilities in
some parts can jeopardize the overall security of the
complete system.

e Management Independence: Different organizations may
manage different component systems which may intro-
duce security concerns, as actions of one system might
impact the security of others.

o Evolutionary Development: As SoS evolves, new secu-
rity issues may arise that were not initially anticipated.
Security protocols and control measures need to evolve
alongside the SoS to address these emerging challenges.

e Emergent Behavior: After deployment, SoS behave and
function in a non-localized manner. This can poten-
tially lead to security issues. Determining responsibility
for these distributed behaviors is intricate and shared
among multiple entities, posing challenges for effective
responses.

e Geographic Distribution: The geographical spread of a
SoS complicates security endeavors as different national
regulations can restrict coordination and timely responses.

Reflections on the listed problems highlight a fundamen-
tal challenge stemming from geographical distribution, op-
erational independence, and managerial autonomy for the
intended SoS. These factors significantly contribute to the
design’s complexity and validation and verification processes.
Ideally, these concerns should be proactively addressed and in-
tegrated into the initial design phase, extending throughout the
entire product lifecycle. Moreover, this complexity is further
compounded by the evolutionary development and emergent
behaviors intrinsic to SoS. To summarize, SoS cybersecurity

issues involve various challenges and difficulties, including
coordinating, detecting and responding, adapting security mea-
sures, and understanding the security posture across the SoS.

V. DISCUSSION ON ASSURANCE AND
COMPLIANCE IN FORESTRY

We see moving from the challenges in certifying au-
tonomous forestry machinery to assurance and compliance
as a crucial step. In the previous section, we outlined key
challenges in safety, cybersecurity, and Al In the following,
the challenges are tied to compliance strategies. This approach
aims to navigate the certification landscape efficiently, ensur-
ing the autonomous forestry machinery meets the stringent
safety and operational integrity criteria.

Cybersecurity assurance is important to gain confidence that
a particular system has implemented the required cybersecu-
rity measures to protect it from cyber threats. One common
approach for assurance is to create assurance cases that are
structured bodies of arguments and evidence used to reason
about a specific concern of the system. When the concern
is cybersecurity, we create Security Assurance Cases (SACs).
SAC can be represented in different ways, e.g., using the Goal
Structure Notation (GSN) [33]], or Claim Argument Evidence
(CAE) [34].

Although the main reason for creating SACs is to demon-
strate compliance with regulations and standards, they can
also be used in multiple usage scenarios, e.g., cybersecurity
assessment, decision support, and in case of litigation [35].
Modern assurance frameworks also have the potential to
support innovation and continuous incremental assurance [|36].

Despite having many approaches for creating SACs reported
in the literature, their industrial validation is limited [37]]. The
automotive domain is a step ahead when it comes to SACs, as
it is explicitly required in relevant regulations and standards
[35]].

Forestry worksites present a complex environment consist-
ing of multiple machines and systems essential for operations.
Among these are autonomous machines that integrate Al
functions into their systems. Since these machines and systems
collectively work towards a common goal, they can be consid-
ered a SoS. Hence, it is logical to coordinate the assurance of
different system concerns, such as safety, cybersecurity, and
Al functions as suggested by Bloomfield et al. [38]]. However,
the landscape is complicated by the existence of diverse
regulations and standards governing the different properties.
Hence, compliance requirements necessitate the separation of
concerns, which calls for creating and adopting a modular
approach for an assurance framework. For that, we want to
do a knowledge transfer of an approach for creating SACs
that has been evaluated in multiple domains [39] and use
it for forestry. We intend to extend the approach to include
arguments and evidence about safety and Al regulations and
standards requirements fulfillment.

VI. CONCLUSION AND FUTURE WORK

In this paper, we laid out the primary cybersecurity
challenges that need to be addressed in order for the



AGRARSENSE EU project to pave the way for CE-certified
autonomous forestry machines successfully. These include
the need to adapt risk assessment strategies from relevant
standards such as IEC 62443 [[14] and ISO/SAE 21434 [15] to
the forestry domain, allowing for the interplay between safety
and security risk assessment and assessing the reliability of Al
and simulation data. Our review of cybersecurity in the forestry
domain revealed a scarcity in the reported literature and the
need for further research considering the increasing complexity
of forestry operations and worksites due to the introduction of
autonomous machinery, system of systems, and Al.

As future steps, we will be working on develop-
ing a forestry-adapted risk assessment methodology, using
ISO/SAE 21434 (in particular the continuous risk assessment
part), IEC 62443 (including the adaptation of the risk as-
sessment method to various domains) and IEC TS 63074
[31] as guidance. This methodology will take the interplay
between safety and cybersecurity into consideration, meaning
the prevention of emerging safety risks due to cybersecurity
compromises. To our knowledge, no harmonised standard
addressing safety and cybersecurity has yet been proposed.
And just as in our use case, we predict the introduction of
autonomous machinery to be correlated with an increased re-
liance on multiple interconnected systems, hence the method-
ology should also be applicable for SoS. We believe that the
more mature machinery usage in the mining sector can offer
substantial guidance to accelerate this work. The developed
method will be applied to assess the risks of the use case
described in Figure [2] Section

Additionally, we will develop a validation method for
simulation environments to ensure that their obtained results
possess an adequate representation of the real world. This will
be a crucial requirement in line with the increasing integration
of Al components, as is the need for comprehensive and high-
quality forestry datasets.

Lastly, we will investigate introducing SACs to the forestry
domain to gain confidence that a system has implemented the
cybersecurity measures required to protect it from threats. This
can be done through a knowledge transfer of approaches to
build SACs from other domains.
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