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Abstract

This paper investigates the effectiveness of self-
supervised pre-trained transformers compared to super-
vised pre-trained transformers and conventional neural net-
works (ConvNets) for detecting various types of deepfakes.
We focus on their potential for improved generalization,
particularly when training data is limited. Despite the
notable success of large vision-language models utilizing
transformer architectures in various tasks, including zero-
shot and few-shot learning, the deepfake detection commu-
nity has still shown some reluctance to adopt pre-trained
vision transformers (ViTs), especially large ones, as feature
extractors. One concern is their perceived excessive ca-
pacity, which often demands extensive data, and the result-
ing suboptimal generalization when training or fine-tuning
data is small or less diverse. This contrasts poorly with
ConvNets, which have already established themselves as ro-
bust feature extractors. Additionally, training and optimiz-
ing transformers from scratch requires significant computa-
tional resources, making this accessible primarily to large
companies and hindering broader investigation within the
academic community. Recent advancements in using self-
supervised learning (SSL) in transformers, such as DINO
and its derivatives, have showcased significant adaptabil-
ity across diverse vision tasks and possess explicit semantic
segmentation capabilities. By leveraging DINO for deep-
fake detection with modest training data and implementing
partial fine-tuning, we observe comparable adaptability to
the task and the natural explainability of the detection re-
sult via the attention mechanism. Moreover, partial fine-
tuning of transformers for deepfake detection offers a more
resource-efficient alternative, requiring significantly fewer
computational resources.

1. Introduction

In recent years, deepfake detection has emerged as a
highly investigated field driven by the increasing preva-
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lence of synthetic media [3]. Transfer learning, a commonly
adopted strategy in computer vision, has also been widely
used in deepfake detection [46, 37]. The selection of an
appropriate backbone architecture plays an important role,
serving not only as a feature extractor but also as a regular-
izer to prevent overfitting. Previous studies have predom-
inantly relied on ConvNets that are pre-trained using su-
pervised learning on ImageNet. However, with the recent
advancements in transformer architectures [49], such as
CLIP [35] and GPT-4 [ 1], particularly in multi-modal tasks,
there has been growing interest in exploring their efficacy
for deepfake detection. Despite their demonstrated success
in various domains, the adoption of pre-trained ViTs [16] as
feature extractors, especially large ones, has thus far been
met with hesitation in the deepfake detection community.
This reluctance stems from concerns about their immense
capacity, which may exceed the requirements of the task
and lead to potential overfitting, as well as their demanding
resource requirements regarding training or fine-tuning data
and computational resources. In contrast, ConvNets have
already established themselves as robust feature extractors.

The advent of SSL has revolutionized the field of trans-
formers, beginning with natural language processing (NLP)
models such as BERT [25] and GPT [36]. Subsequently,
DINO [5] showcased the successful adaptation of SSL on
ViTs, resulting in robust feature extractors and enabling
explicit semantic segmentation of images—an ability not
readily available in supervised ViTs. The introduction of
registers [13] in DINOv2 [34] further validated these capa-
bilities, demonstrating their effectiveness in transfer learn-
ing across various downstream tasks. Specifically, in the
realm of deepfake detection, the preliminary work of Coc-
chi et al. [11] demonstrated that detectors using either a ba-
sic k-NN classifier or a linear classifier equipped with pre-
trained frozen DINO backbones can effectively identify im-
ages generated by Stable Diffusion models [38].

The current study substantially expands upon the find-
ings of Cocchi et al. [11] in several key aspects. Our contri-
butions can be summarized as follows:



* We conduct an extensive comparative study to ex-
plore the utilization of pre-trained vision transformers
in deepfake detection from two perspectives: utilizing
their frozen backbones as multi-level feature extrac-
tors, a method increasingly utilized in the literature,
and partially fine-tuning their final transformer blocks.

* We highlight the advantages of partially fine-tuning the
final blocks, demonstrating improvements in perfor-
mance and natural explainability of the detection result
via the attention mechanism, despite being fine-tuned
on a small dataset with binary class annotations.

* We conclude that leveraging self-supervised learning
on vision transformers, pre-trained using large datasets
unrelated to deepfake detection, leads to a superior
performance on the detection of various deepfake im-
ages and videos compared to utilizing supervised pre-
training.

2. Related Work
2.1. Self-supervised vision transformers

Caron et al. [5] argued that image-level supervision of-
ten oversimplifies rich visual information, reducing it to a
single concept from a predefined category set. To address
this limitation, they applied SSL on ViTs [16], particularly
DeiT [47], to improve feature representation, leading to
the development of DINO. This approach can be seen as
a type of knowledge distillation [2 1] without explicit labels,
leveraging techniques such as a momentum encoder [19],
multi-crop training [4], and the utilization of small patches
with ViTs. Through SSL training, DINO showcased a re-
markable performance across various tasks, including im-
age classification, image retrieval, copy detection, seman-
tic layout discovery in scenes, video instance segmenta-
tion, probing the self-attention map, and transfer learning
via fine-tuning on downstream tasks. Importantly, SSL pro-
vides explicit information about the semantic segmentation
of the image, a capability not clearly present in supervised
ViTs.

The introduction of DINOv2 [34] primarily focused on
accelerating and stabilizing training at scale using a signif-
icantly larger dataset comprising images sourced from cu-
rated and uncurated data sources. A subsequent work by
Darcet et al. [13] identified and characterized artifacts in the
feature maps of supervised and self-supervised ViTs. They
proposed a straightforward yet effective solution that aug-
ments the input sequence of ViTs with additional tokens,
referred to as registers. These registers are utilized dur-
ing training but discarded during inference. These enhance-
ments contribute to the robustness and efficiency of training
self-supervised ViTs, facilitating their broader application

in various computer vision tasks, including deepfake detec-
tion.

2.2. Transformers in deepfake detection

In deepfake detection, transformers are primarily utilized
in two ways: as feature refiners following ConvNets or as
replacements for ConvNets as the main feature extractors.

The use of transformers as feature refiners has gained
popularity following the introduction of the transformer ar-
chitecture. In this approach, a ConvNet or an ensemble of
ConvNets, often pre-trained and sometimes partially fine-
tuned later, serves as the primary feature extractor. Sub-
sequently, a transformer, typically a shallow one with few
blocks, is trained to further refine the extracted features.
Khan et al. [26] utilized XceptionNet [9] for feature extrac-
tion, followed by 12 transformer blocks for feature refining.
Similarly, Wang et al. [50] utilized EfficientNet-B4 [44] as
a feature extractor and introduced a multi-scale transformer
as one branch while utilizing a frequency filter as another
branch for additional processing of the extracted features.
Coccomini et al. [12] opted for a smaller version of the fea-
ture extractor, EfficientNet-BO. Wang ef al. [51] utilized
ConvNets for feature extraction, followed by processing
with a newly proposed convolutional pooling transformer
before classification. Lin et al. [30] utilized a ConvNet for
pre-processing, followed by a two-stream ConvNet and a
transformer-based module. Notably, Zhao et al. [53] uti-
lized XceptionNet as a feature extractor and proposed the
interpretable spatial-temporal ViT, which comprises a de-
composed spatial-temporal self-attention and a self-subtract
mechanism to capture spatial artifacts and temporal incon-
sistency.

The second way of using transformers as the main fea-
ture extractors involves proposing novel architectures or
leveraging the pre-trained large ViTs. In addition to com-
bining patch embedding with EfficientNet-B7’s features for
pre-processing, Heo et al. [20] applied a distillation method
of DeiT [47] on a transformer for deepfake detection. Guan
et al. [18] introduced a local sequence transformer that
models temporal consistency on sequences of restricted spa-
tial regions. Ojha ef al. [33] implemented nearest neigh-
bor and linear probing on the frozen supervised pre-trained
CLIP’s ViT [35] for deepfake detection. Similarly, Coc-
chi et al. [11] utilized the same classifiers as Ojha et al.
but additionally evaluated the self-supervised pre-trained
DINO and DINOV2 as feature extractors. Liu et al. [31]
developed a forgery-aware adapter integrated into a frozen
CLIP’s ViT, adapting image features to discern and inte-
grate local forgery traces within image and frequency do-
mains. Motivated by the work of Ojha et al., Cocchi et al.,
and Liu et al. [33, 11, 31], we conduct a comparative analy-
sis on the use of self-supervised ViTs for deepfake detection
from two perspectives: 1) utilizing their frozen backbones
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Figure 1. Overview of the two investigated approaches.

as multi-level feature extractors and 2) partially fine-tuning
their final transformer blocks.

3. Methodology

In this section, we introduce two approaches that lever-
age pre-trained ViTs, as illustrated in Fig. 1. Approach
1 generalizes previous methods in the literature (primarily
applied to ConvNets) as a multi-level feature extractor on a
frozen backbone. This approach has been widely adopted in
the deepfake detection community [46, 37], often accompa-
nied by sophisticated adaptors in recent work [3 1]. Notably,
this strategy is endorsed as effective in the original DINO
paper for various classification tasks [5], as well as in the
detection of generative adversarial network (GAN) and dif-
fusion images [33, | 1]. Approach 2 involves fine-tuning
the final transformer blocks, a technique less favored due to
the perception that transformers have large capacities and a
high number of parameters.

3.1. Problem formalization

As a basic binary classification problem, given an input
image I and a pre-trained backbone B with the classifier
head removed, the objective is to construct a network F uti-
lizing B to classify I as either “real” or “fake”, correspond-
ing to the binary labels 0 or 1. This can be represented as

output — {1 if o (F(B(I))) > 7

0 otherwise,

(1

where o(-) is the sigmoid function, mapping the output of
F(B(I)) to a probability in the range [0,1], and 7 is the
threshold value. Note that the softmax function could be
used instead of sigmoid to convert the logits extracted by
F into probabilities, but utilizing softmax makes it easier to
extend from binary to multi-class classification.

The backbone B begins with a pre-processing module
and consists of n blocks. For simplicity, we denote the in-
termediate features of I extracted by block 7 as ¢;.

Regarding the value of 7, there are various methods for
determining its optimal value, which can vary from one pa-
per to another. In this work, we set 7 to either 0.5 or to the
threshold corresponding to the equal error rate (EER) cal-
culated on the validation set, depending on the experiment
settings.

3.2. Approach 1: Using frozen backbone as a multi-
level feature extractor

In this approach, intermediate features ¢; can be further
processed by an adaptor A (optional) before being fused
with other intermediate features extracted by other blocks
through a feature fusion operation ¥, followed by a classi-
fier C, typically a linear one. This approach is visualized on
the left part of Fig. 1. The backbone 3 remains frozen. We
utilize the k final intermediate features extracted by the k
final blocks. This can be formalized by
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Due to the nature of the comparative study, we opted not
to use complex architectures for the adaptor .4 and the clas-
sifier C here. Instead, we utilized dropout and linear layers
for their construction. Further details can be found in Sec. 5.

3.3. Approach 2: Fine-tuning last transformer
blocks

This approach is more straightforward than Approach

1. We append the new classifier C after the backbone B, as

visualized on the right part of Fig. 1. This can be formalized
by

F(B(I)) = C(B(I)). 3)

During fine-tuning, the first n — k blocks are frozen. For
the transformer backbones, the class (CLS) token and the
register tokens (if they exist) are also unfrozen and fine-
tuned along with the unfrozen k final blocks and the new
classifier C.

There are two major advantages of this approach com-
pared to Approach 1:

e There are no additional parameters for the adaptors
As and the feature fusion operation ¥. Given the al-
ready substantial size of recent feature extractors, par-



Table 1. Backbones used in the experiments.

Backbone Architecture | Way of training | Dataset(s) Images Annotations
EfficientNetV2 Large [45] ConvNet Supervised ImageNet-21K [14] 14M Image classes

" DeiT Il L/16-LayerScale [48] | Transformer | Supervised | ImageNet-21K[14] ~ 14M Image classes
EVA-02-CLIP-L/14 [42] Transformer | Supervised ICJgIYO(Ii ;%]31\[/[ []]& 2B Image-text pairs

" DINO (various versions) [5] | Transformer | Self-supervised | ImageNet-21K[I4] ~ 14M Notused
DINOV2 (various versions) [34, 13] | Transformer | Self-supervised LVD-142M [34] 142M  Not used

ticularly transformers, avoiding additional parameters
is advantageous.

e (For transformer backbones only) Since the final trans-
former block and the tokens are fine-tuned, the atten-
tion weights to the CLS token are adapted to deepfake
detection. They can be used naturally to visualize the
focused area, similar to the visualization techniques
used in the DINO papers [5, 34, 13]. This enhance-
ment improves the detector’s explainability, a crucial
factor in deepfake detection.

4. Experimental Design
4.1. Backbones

We meticulously selected ConvNet and transformer
backbones widely utilized in the domains of computer vi-
sion and forensics, prioritizing models with comparable
sizes to ensure equitable and informative comparisons. De-
tailed specifications are provided in Table 1.

In terms of backbone architectures, we opted for Effi-
cientNetV2 [45], given its reputation as a robust ConvNet
architecture and the popularity of its first version in the
forensics community. Additionally, we selected two well-
known transformer-based models: DeiT III, the supervised-
learning variant of DINO, and EVA-CLIP [42], an enhanced
version of the renowned CLIP [35]. For supervised learn-
ing, we incorporated two prevalent annotations: the conven-
tional class labels annotation and the multimodal image-text
pairs annotation. We utilized the official pre-trained weights
provided by the authors.

4.2. Datasets

We followed the data design of Nguyen et al. [32] by
gathering a variety of images generated or manipulated by
various deepfake methods to construct the main datasets.
The details of the training, validation, and test sets are
shown in Table 2. The datasets were designed to be bal-
anced regarding the ratio of real and fake images and the
number of images per training method, and were guaran-
teed not to overlap.

Real images were gathered from the VidTIMIT [40],
VoxCeleb2 [10], FaceForensics++ (FF++) [39], Google

Table 2. Sizes of the main training, validation (val), and test
(seen) sets, inspired by Nguyen ez al.’s design [32], along with the
sizes of the unseen validation and test sets from Tantaru et al.’s

dataset [55].
Type Real Fake Total
Training 44,037 55,963 100,000
Validation 13,200 13,000 26,200
Test 10,000 11,000 21,000
* Validation (unseen) | 1,900 10,700 ~ 12,600
Test (unseen) 900 3,600 4,500
DFD [17], Deepfake Detection Challenge Dataset

(DFDC) [15], and Celeb-DF [29] datasets.

One part of the fake images comprised images gathered
from the FF++, Google DFD, Celeb-DF, DFDC, Deepfake-
TIMIT (DF-TIMIT) [27], and YouTube-DF [28] datasets.
The other part of the fake images were images generated
by various GANS, including StarGAN [7], StarGAN-v2 [&],
RelGAN [52], ProGAN [22], StyleGAN [23], and Style-
GAN2 [24].

For cross-dataset evaluation, we used the dataset con-
structed by Tantaru et al. [55], which contains images gen-
erated or manipulated by diffusion-based methods. It is im-
portant to note that our training and validation sets (main
dataset) above do not contain any diffusion images. The
list of diffusion-based methods used here includes Percep-
tion Prioritized (P2) [6], Repaint-P2 [6, 55], Repaint-Latent
Diffusion Model (LDM) [38, 55], Large Mask Inpainting
(LaMa) [43], and Pluralistic [54].

Regarding the roles of the subsets, we used the training
set for training or fine-tuning models and the validation sets
for hyper-parameter selection, including the selection of the
best checkpoints and determination of the EER thresholds,
which were then used for testing. The test sets were used
for evaluation and comparison.

4.3. Metrics
We used five metrics in our evaluation:

¢ Classification accuracy = %, where TP,
TN, FP, and FN are true positive, true negative, false

positive, and false negative, respectively.

* True positive rate (TPR) = Tpi%.



TN

* True negative rate (TNR) = 7575

» Equal error rate (EER): value when false positive rate
(FPR) equals false negative rate (FNR).

* Half total error rate (HTER): HTER = FEREFER,

5. Results and discussion

In this section, we first discuss Approaches 1 and 2 in
Sections 5.1 and 5.2, respectively. We compare the per-
formances among different architectures and versions of
DINO, as well as between DINOs and ConvNets and other
transformers in more detail. Additionally, we implement
improvements and conduct ablation studies on the best per-
forming architectures to gain further enhancements and in-
sights. Next, we evaluate selected models on the unseen test
set in Sec. 5.3. Lastly, we visualize the attention maps of
the fine-tuned DINO model and its original SSL pre-trained
version on real and deepfake image examples in Sec. 5.4.

5.1. Approach 1: Using frozen backbone as a multi-
level feature extractor

We initially validated the findings of Cocchi et al. [11]
with some minor extensions by applying conventional clas-
sifiers to the features extracted by frozen SSL pre-trained
DINO backbones (with small size (S) and base size (B)),
specifically extracted from the CLS token. In addition to
the nearest neighbors (k-NN) classifier and linear probing,
we utilized k-means on the principal component analysis
(PCA) features [32] and a two-layer perceptron classifier.

Regarding the PCA + k-means classifier, most models
achieved accuracies of around 58%, which is slightly bet-
ter than random guessing. As k-means is an unsupervised
clustering method, this outcome suggests a partial ability of
these pre-trained backbones to separate deepfakes without
additional modules. For k-NN and linear probing, due to
the complexity of the test set, the average accuracy was ap-
proximately 70%, which is lower than the results reported
by Cocchi ef al. on their diffusion dataset. The addition of
an extra linear layer (the MLP) resulted in performance im-
provements ranging from about 2% to 14% in most cases,
suggesting the potential for further enhancements.

Deepfake detection involves the identification of deep-
fake fingerprints, such as artifacts or irregular patterns.
Therefore, relying solely on the CLS token may not be op-
timal. We therefore assessed the effectiveness of incorpo-
rating patch tokens and multiple intermediate features ex-
tracted from the final k£ blocks instead of solely from the
final block. Additionally, we compared the performance
of two feature fusion techniques: weighted sum (WS) and
concatenation (concat). Since utilizing all tokens (CLS and
patch tokens) results in huge feature sizes, we only evalu-
ated the weighted sum technique in this case. Regarding the

Table 3. Performances of four conventional classifiers on various
DINO and DINOv2 architectures.

ViT DINO PCA + K-NN  Linear MLP
backbone version | k-means (2 layers)
S/8 1 58.69 69.88  65.69 76.98
S/16 1 58.90 70.01  73.10 80.10
S/14 2 60.15 71.07  77.06 77.21
S/14-Reg 2 59.63 69.88  74.16 77.99
B/8 1 59.25 70.79  78.40 81.83
B/16 1 58.53 70.96 67.23 81.07
B/14 2 55.25 69.67 75.84 77.62
B/14-Reg 2 54.90 69.36  77.67 76.29

DINO backbones, in addition to small and base sizes, we
also evaluated large (L) and giant (G) sizes, which are only
publicly available in DINOv2. The results are presented in
Table 4.

The principle of “larger is better” applies here, where
larger backbone sizes generally result in lower EERs. Uti-
lizing all tokens yields significantly better results than rely-
ing solely on the CLS token. Moreover, utilizing multiple
blocks performs better than using a single block, and the
performance further improves with larger values of k. How-
ever, training downstream modules becomes more challeng-
ing as k increases, leading to convergence issues in some
cases (denoted as “Failed”). Concatenating features yields
better results than utilizing a weighted sum. Across sim-
ilar sizes, there is generally no discernible difference in
performance between DINO and DINOv2. Notably, for
DINO, there is no clear performance distinction between
using large and small patch sizes.

We selected the DINOvV2 - ViT-L/14-Reg (chosen for its
balance between performance and model size) to assess po-
tential enhancements. Simple linear adaptors were utilized
to reduce feature dimensionality and enable feature concate-
nation. Additionally, dropout was applied to mitigate over-
fitting. The results are presented in Table 5. The optimal
configuration involves using dropout alongside linear adap-
tors and feature concatenation.

We applied the optimal configuration to EfficientNetV2,
DeiT III, and EVA-CLIP and then compared their perfor-
mances with that of DINOv2. The results are displayed
in Table 6. DINOV2 clearly outperformed EfficientNetV2
and DeiT III, and it surpassed EVA-CLIP despite the lat-
ter’s pre-training on a larger dataset with rich annotations
(image-text pairs). These results underscore the advantage
of using SSL for pre-training, enabling the learning of su-
perior representations applicable to multiple tasks.

5.2. Approach 2: Fine-tuning final transformer
blocks

We selected DINOv2 - ViT-L/14-Reg, extensively stud-
ied in Approach 1, as the representative of DINOv2. Sim-
ilarly, we chose EfficientNetV2, DeiT III, and EVA-CLIP



Table 4. EERs of models with Approach 1 utilizing various versions and architectures of DINO as backbones on the main (seen) test set.

“Failed” indicates that the models failed to converge during training.

Model Back- CLS token CLS token CLS token CLS token CLS token All tokens  All tokens All tokens
bone Final block 4 blocks 12 blocks 4 blocks 12 final blocks | Final block 4 blocks 8 blocks
params WS WS concat concat WS WS

DINO

ViT-S/8 21IM 26.43 21.16 21.23 20.41 18.72 16.03 Failed Failed
ViT-S/16 21M 22.73 20.22 19.91 19.97 18.21 13.99 14.35 14.22
ViT-B/8 85M 19.85 18.67 18.03 18.17 16.40 14.09 13.87 17.74
ViT-B/16 35M 20.62 19.52 19.24 18.43 17.35 13.95 13.52 13.95
DINOV2

ViT-S/14 21M 23.25 22.99 21.81 20.28 18.76 14.63 14.53 Failed
ViT-S/14-Reg 21M 26.78 23.16 23.05 20.61 18.92 15.02 15.26 Failed
ViT-B/14 86M 23.08 18.41 18.44 17.02 16.39 13.44 13.29 Failed
ViT-B/14-Reg 86M 23.69 20.27 20.08 19.63 19.32 14.37 13.84 Failed
ViT-L/14 300M 21.72 16.84 16.39 15.82 14.51 13.01 13.09 Failed
ViT-L/14-Reg 300M 22.43 18.97 16.88 18.75 15.19 14.00 12.67 12.64
ViT-G/14 1,100M 20.82 19.48 16.17 18.77 14.72 11.67 12.48 11.72
ViT-G/14-Reg | 1,100M 19.81 18.02 15.68 17.76 14.18 12.40 12.12 12.46

Table 5. Enhancements to Approach 1 utilizing SSL pre-trained
DINOV2 - ViT-L/14-Reg as the backbone, with “L” denoting linear
adaptors. Accuracies were calculated using a threshold of 0.5.

Table 7. Comparison between different ConvNet and transformer
architectures on Approach 2. The final block of each pre-trained
backbone was fine-tuned for deepfake detection. Accuracies were

Blocks Dropout Fusion Accuracy EER HTER calculated using a threshold of 0.5.
1 No - 85.48 14.00 14.28 Architecture Accuracy EER HTER
R Yes - 86.26  13.57 1397 EfficientNetV2 Large 84.76 15.05 15.21
4 No WS 84.15  12.67 15.35 DeiT III L/16-LayerScale |  82.64 1721 17.28
LA Yes ws 8531 _ 12.38 1427 EVA-02-CLIP-L/14 8829 1177 1177
4 No — Litconcat 8652 1341 13.35 DINOV2 ViT-L/14-Reg 8878 1132 11.26
4 Yes L+concat 87.42 1198 1241

Table 6. Comparison between different ConvNet and transformer
architectures on Approach 1. The final setting in Table 5 was
applied. Accuracies were calculated using a threshold of 0.5.

Architecture Accuracy EER HTER
EfficientNetV2 Large 78.67 21.77  21.45
DeiT III L/16-LayerScale 79.96 19.77  19.96
EVA-02-CLIP-L/14 83.31 16.51 16.76
DINOvV2 ViT-L/14-Reg 87.42 1198 1241

for comparison. The performances of fine-tuning the final
block (and also the tokens in the case of transformers) are
shown in Table 7. Compared to Approach 1, all models
gained better results, and the performance gaps between DI-
NOV2 and others were reduced, with EVA-CLIP being the
closest competitor. Nevertheless, DINOv2 remained the top
performer. To narrow the gap with DINOv2, EVA-CLIP
would need to be pre-trained with a vast dataset featuring
rich annotations—a costly endeavor compared to DINOv2,
which was pre-trained on a substantially smaller dataset
without any annotations. Given the same architecture (DeiT
IIT and DINOV2), the performance gap is nearly 6% in terms
of EER. In addition to different training receipts, part of this
drop may stem from the larger training data (although with-
out annotations). Overall, these results again underscore the
significant advantage of using SSL for pre-training ViTs.

We next conducted an ablation study to determine the
optimal number of £ final blocks required for fine-tuning.
It is important to note that different DINO backbone sizes
have varying numbers of blocks; for example, DINOv2 -
ViT-L/14-Reg has 24 blocks. The results are visualized in
Fig. 2. If k is small, the model may not have enough pa-
rameters to adequately adapt to the new task, resulting in
underfitting. Conversely, the model may experience over-
fitting, particularly when the fine-tuning dataset is small.
The optimal number of k is approximately half of the total
blocks, which in this experiment is 11. When increasing k
from 1 to 11, the EERs decrease from 11.32% to 5.63%,
representing an improvement of 5.69%.

5.3. Cross-dataset detection

In this experiment, we assessed the generalizability of
the detectors in detecting unseen deepfakes. The scenario
presented a robust challenge, as there were no diffusion
images in the training set. The classification thresholds
were recalibrated using the unseen validation set. The re-
sults are presented in Table 8. Notably, there were drops
in the performance of all models, with the best one going
from 11.32% to 27.61% in terms of EER. Overall, Ap-
proach 2 consistently outperformed Approach 1. Within
Approach 2, EfficientNetV2 exhibited better generalizabil-



Table 8. Comparison of performance between various ConvNet and transformer architectures on the unseen test set, comprising images
generated or manipulated by diffusion-based methods. In Approach 1, “blocks” denotes the number of final blocks utilized for feature
extraction, while in Approach 2, “blocks” signifies the number of fine-tuned blocks.

Model Blocks | Threshold ;| Real Repaint Repaint LaMa Pluralistic Acc. TPR TNR EER HTER
! ! P2 LDM
Approach 1 ; ;
EfficientNetV2 Large 4 1 0.6355 14789 5289 55.78 49.11 56.67 5247 47.89 53.61 4922 4925
DeiT III L/16-LayerScale 4 : 0.9983 : 52.89  52.67 56.44 44.44 52.67 51.82 52.89 51.56 47.83 47.78
EVA-02-CLIP-L/14 4 1 00737 16344  43.00 52.44 31.22 51.22 4827 63.44 4447 4575 46.04
DINOvV2 ViT-L/14-Reg 4 ! 00759 | 6044  53.00 66.89 43.11 70.89 58.87 6044 5847 40.67 40.54
Approach 2 \ !
EfficientNetV2 Large 1 : 0.5479 : 63.00 50.22 53.89 65.78 64.89 59.56 63.00 58.69 39.58 39.15
DeiT III L/16-LayerScale I 09999 | 56.00 58.56 69.56 39.56 69.56 58.64 56.00 59.31 4256 4235
EVA-02-CLIP-L/14 1 : 0.9999 : 4544  T71.11 83.44 12.22 82.11 58.87 4544 6222 4520 46.17
DINOvV2 ViT-L/14-Reg 1, 0998 5078 70.22 78.22 65.00 86.78 70.20 50.78 75.06 36.28  37.08
" DINOV2 ViT-L/14-Reg | 11 ' 07418 17022 5322 7322 9300 7456 7284 7022 7350 27.61 28.14

10 1
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Figure 2. Results of ablation study for Approach 2. The numbers
of fine-tuned final transformer blocks (k) and their corresponding
EERs are shown. SSL pre-trained DINOv2 - ViT-L/14-Reg was
used as the backbone.

ity compared to other supervised pre-trained transformers.
DINOv2 maintained its position as the top performer, reaf-
firming the superiority of using SSL with ViTs.

5.4. Visualization and explainability

With Approach 2, we can naturally visualize the focus
areas of the DINO-based model using attention weights. To
simplify the process, we computed the average of the atten-
tion maps from all attention heads directed toward the CLS
token. The results are depicted in Fig. 3. To underscore
the efficacy of fine-tuning, we compared the outcomes with
those of the corresponding frozen original model. The par-
tially fine-tuned model primarily directed its attention to the
forehead, eyes, nose, and mouth to assess the authenticity of
the input image. This behavior closely mirrors human intu-
ition in deepfake detection, as deepfake artifacts frequently

manifest in these regions. Notably, the original version of
DINO did not possess this ability. Even when presented
with unseen deepfakes, the fine-tuned model consistently
prioritized these areas. This explains the model’s failure
to detect deepfakes generated by Repaint-LDM, where the
modification occurs in the hair region. In summary, such
visualizations play a crucial role in deepfake detection, en-
hancing the interpretability of the results. The partially fine-
tuned DINO model excelled in this regard.

6. Conclusion and future work

In this study, we explored two strategies for utilizing SSL
pre-trained ViTs, specifically DINOs, as feature extractors
for deepfake detection. The first approach involved utiliz-
ing frozen ViT backbones to extract multi-level features,
while the second approach entailed partial fine-tuning on
the final k£ blocks. Through extensive experimentation, we
found that the fine-tuning approach demonstrated superior
performance and interpretability, particularly through atten-
tion mechanisms to visualize the focused areas. Our find-
ings provide valuable insights for the digital forensic com-
munity regarding the utilization of SSL pre-trained ViTs as
feature extractors, a relatively underexplored area in the lit-
erature of deepfake detection.

Future work will primarily concentrate on forensic lo-
calization using DINOs without utilizing segmentation
ground-truths during training. Additionally, efforts will be
directed toward enhancing the generalizability of the mod-
els and exploring the potential of SSL on unlabeled deep-
fake datasets.
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