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Abstract

A self-healing software system is an advanced computer program or system designed to detect,
diagnose, and automatically recover from faults or errors without human intervention. These
systems are typically employed in mission-critical applications where downtime can have
significant financial or operational consequences. Failure detection is one of the important steps
in the self-healing system. In this research, a method using runtime verification is proposed to
diagnose four types of errors at the component level. The simulation on mRUBIS shows that the
suggested method has the necessary efficiency in detecting the occurrence of failures.
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1. Introduction

A self-adaptation system is able to modify its behavior or structure in response to changes in its
operational environment or unwanted changes created in the system [1]. In other words, a self-
adaptation system continuously evaluates its behavior during execution, and if these behaviors
violate the goals of the system, the system changes its behavior to achieve the goals again [2]. Self-
healing is a self-adaptation feature in which the system automatically detects and repairs hardware
and software problems. The main goal of self-healing is to have an automatic system that can heal
itself without human intervention. This system has predefined actions and procedures that are
suitable for recovering the system from different failure modes. Such a system can change the state
of the system from failed to healthy [3].

The terms self-healing and self-repair are often used interchangeably, but they are different. Self-
healing at the time of execution and converting an unsuccessful execution into a successful
execution is done at the service and component level. However, self-repair is in the design and
testing stage, and changes are made at the source code level to fix the error and prevent it from
happening again [4, 5].

Runtime models, a promising way to manage complexity in runtime environments, are the
development of adaptive mechanisms that use software models. Work on runtime models seeks to
expand the application of models generated in model-driven engineering (MDE) methods in the
runtime environment.

By using runtime models, design errors can be fixed or new design decisions can be made in the
running system to support running controlled design. Runtime models make an important
contribution to the field of automated computing and provide meta-information to guide
autonomous decision-making. MAPE architecture is one of the most important models used in
self-healing, which consists of four components: monitoring, analysis, planning, and execution. In
this research, a method for failure analysis using runtime verification is proposed.
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2. Related work

Software architecture is important in self-healing systems to represent the system structure and
decide on the levels of healing. One of the things that the self-healing system should always be
aware of is its architecture, and in general, software architecture should always be considered to
provide a solution in the design of self-healing systems.

In 2019, [6] presented a microservice architecture to solve the Docker congestion cluster problem
in the cloud. The proposed method suggests self-adaptation by following the MAPE-K model. The
main contribution of this method is to use the utility function in the adaptation process.

Vogel et al. [7] has presented the mRUBIS method based on a self-adaptation model-based
architecture. In this article, the MAPE architecture is used for the adaptive engine part. To express
the execution time model of adaptive software architecture, a general and simple modeling
language called CompArch (Component Architecture) has been developed. This method uses the
utility function to evaluate self-adaptation. mRUBIS is useful as it supports early testing and
evaluation of solutions.

The Rainbow Architecture [8-10] is a self-healing framework that uses a top-down focused style.
This architecture is divided into an architecture layer and a system layer (including managed
resources). The architecture layer has various components that are responsible for defining self-
healing programs. A manager provides a set of constraints and recovery plans that the service uses
to evaluate system behavior. The evaluations have been performed using a three-tiered abstract
architectural model that autonomously classifies system behaviors.

The MAPE-K architecture [11, 12] is used for the design and implementation of the adaptation
manager part in adaptation systems, which was introduced by IBM for automated computing
systems. This control loop continuously monitors the system and its operating environment. Then,
the information obtained from the monitoring is analyzed and if changes are needed, the necessary
plans are made and implemented on the system. All four parts of monitoring, analysis, planning,
and execution have access to common knowledge to improve their performance. The MAPE-K
control loop is used to design autonomous elements. Autonomous systems are created from the
interaction of a set of autonomous elements, and the management of their internal behavior as well
as the management of interactions between these elements is done based on specific policies.

3. Proposed method

In the monitor section, the required information on events is collected and sent to the analysis
where events are analyzed using linear time logic (LTL) to determine the type of failure. By using
the information received from monitoring, the occurrence of the failure is detected. The types of
considered failures include the following:

The component is in unknown status (CF1).

The number of component exception failures is greater than the specified threshold (CF2).
Component is removed from the architecture (CF3).

The connection between two components is broken (CF4).
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Figure 1: Analysing failure.

The occurrence of each failure is detected using a runtime verification approach. First, write an
LTL formula for each failure, and the FSM corresponding to that formula is automatically
generated. Then, using the expected code of each FSM, we detect the occurrence of each failure
and its type at runtime.

There is also a counter per component that counts the number of times a component fails. If the
number of component failures exceeds the threshold, further analysis is required. Because the root
of the failure may be the components dependent on this component, and the cause of the failure is
not the component itself.

3.1. Expression of types of failures in LTL language

In this section, the types of failures using LTL are described, which are introduced in Table 1.

Table 1: Expression of failures in LTL.

Expression of crashes in LTL language Crash number

@1 = G (isUnknown) 1




@, = G (isStarted && lowException) 2

@3 = G (isStartedComponent1 && isStartedComponent2 && connector) 3

3.2. Conversion of types of failures from LTL to FSM

At this stage, the types of failures expressed in LTL language are converted to FSM using ItI3tools.
In the first type of failure, the component should not be in the unknown state. It can be seen in
FSMCFL that if the component is in an unknown state, the system state will enter the broken state.
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Figure 2: FSM of the first failure.

The second failure checks the number of exception failures per component. Exception failures
should not exceed a predefined threshold.
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Figure 3: FSM of the second crash.

The third failure checks whether the connection between the two components is established.
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Figure 4; FSM of the third crash

4. Evaluation of results

In order to evaluate the proposed method, it is necessary to inject failures into the simulator. The
mRUBIS simulator has failure injection capability and reflects failures in the architectural runtime
model.

In the implementation scenario, failures are randomly selected among the existing failures and
injected into the architectural model. The first failure is injected into the architecture. The self-
healing loop is executed. First, in the analysis, the number of failures of this component is checked.
If the number of times the component is damaged is less than the threshold, the same component
is declared damaged and the type of crash is determined. If the component has dependencies and
the number of failures of the component is more than the threshold, it is necessary to check the
dependent components. Because the root of the failure may be dependent components. Dependent
components that have been declared as broken dependencies more than a threshold are identified.
If the failure of several dependent components exceeds the threshold, the most important
dependent component is selected as the final dependent component based on its utility function
and declared as a failed component. Since the threshold of an adaptive form is determined, one is
subtracted from the threshold of the failed component, so in case of a fail again, it will be dealt
with sooner.

4.1. Investigating dependent components

Suppose component x is declared failed. Component x uses the output of other components as its
input. Therefore, the root of the failure may be one of the dependent components and the x
component itself is not damaged. In the first scenario, in a simple way and using the graph of
components, only dependent components are identified. However, the same component x that is
declared failed will be repaired.

The first type of failure is applied to the Item Management Service component. The failure of this
component is detected. Then, by using the graph of the components, the dependent components
are identified. Item Management Service component uses the output of three components
Authentication Service, Persistence Service, and Query Service. Therefore, there is a possibility
that the cause of the failure is at least one of these three components. A variable named
DependentFailureCount is defined whose value is incremented each time a dependent component
is declared. For example, here, the Authentication Service component was identified as a
dependent component for the broken Item Management Service component. So one is added to its
counter. In this scenario, only dependents are detected. Nevertheless, the Item Management
Service component is considered a failed component and is healed.
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Figure 5: The result of the first scenario.
4.2. Use of runtime verification and LTL to detect failures

In this scenario, runtime verification is used to detect the failure. Other parts of MAPE are
unchanged and only LTL has been added to the analysis part. LTL is implemented using aspectj
and added to the mRUBIS emulator. As shown in Figure 6, four failures are injected into the

simulator. Each of the graphs shows the execution time of injecting a failure type and executing
the self-healing loop.

For example, CF2 failure occurs for the Query Service component. During this failure, the
interface of this component is disconnected. The occurrence of this failure is detected using
runtime verification and aspectj modes. Then, the component is restarted to heal.
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Figure 6: The result of the second scenario.

5. Conclusion

In this study, the analysis of software failures was investigated using runtime verification. Runtime
verification examines an implementation of the system and determines the correctness or violation
of a feature. Four types of failures were considered and written in LTL language and their FSM
was drawn to detect the occurrence of failures. Automating the identification and correction of
software glitches, self-healing systems offer substantial reductions in downtime, bolster system
dependability, and boost operational effectiveness. Nevertheless, creating and deploying these
systems necessitates thoughtful evaluation of elements like system intricacy, scalability, and
possible unforeseen outcomes.
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