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Abstract—Semantic communication is an emerging feature for
future networks like 6G, which emphasizes the meaning of the
message in contrast to the traditional approach where the mean-
ing of the message is irrelevant. Yet, the open nature of a wireless
channel poses security risks for semantic communications. In
this paper, we derive information-theoretic limits for the secure
transmission of semantic source over wiretap channel. Under
separate equivocation and distortion conditions for semantics and
observed data, we present the general outer and inner bounds
on the rate-distortion-equivocation region. We also reduce the
general region to a case of Gaussian source and channel and
provide numerical evaluations.

Index Terms—Semantic Communications, Wiretap Channel,
Rate-Distortion-Equivocation Region.

I. INTRODUCTION

Semantic communications represents a promising approach
for the next generation of wireless networks, particularly
within the realm of 6G technology. In this paradigm, the se-
mantic content of messages is given significant consideration,
marking a departure from traditional communication methods
(LI-30-

Despite its potential, wireless semantic communication still
faces substantial security challenges due to the inherent open-
ness of communication channels, leaving them susceptible to
eavesdropping. In addition, semantics can carry more sensitive
information. Thus, the security requirement could be different
for the semantics compared with the observed source. This
makes the problem challenging and novel, requiring attention
and exploration by researchers [3], [4].

In this work, we derive the information-theoretic limits
governing the secrecy of semantic communication. To achieve
this, we model a source as the intrinsic (semantic) part and
extrinsic (observed) part, building upon previous work that
introduced this source model [5]], [6]. To illustrate this model
with a concrete example, a semantic part may be represented
by a textual description of an image, coupled with an observed
part generated by a neural network in response to the text
prompt.

Our research centers on a wiretap channel scenario, wherein
we consider a passive eavesdropper as the adversary. Within
the model of wiretap channel and general semantic source
(which is modeled as two correlated random variables (r.v.s)
with joint distribution), we analyze the trade-off between
equivocation and distortion for the semantic and observed
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components separately, particularly in the context of joint
source-channel coding (JSCC). Specifically, we derive inner
and outer bounds for rate, equivocations, and distortions pairs.

Related works. Wyner’s work in 1975 laid the groundwork
for secure communication over wiretap channels [7]], while
subsequent advancements generalized this model to broadcast
channels with common and confidential messages [8]]. In [9],
the wiretap model is extended to incorporate JSCC and the
one-time pad technique, bringing an important result that a
separation principle holds: first a rate-distortion achieving code
can be applied, then one-time pad can be applied for a given
key-rate, and it is finished by using a wiretap code. Further
extensions to the JSCC model, including scenarios with side
information at the decoders, have been explored in [10], [11].
The lossy compression aspect of semantic sources was covered
in [5].

Challenges of secure semantic communications from a
machine learning (ML) perspective were covered in [12],
[13]]. Authors of [[14] proposed a way for encrypting semantic
data in a deep learning JSCC scenario. Also, encryption
and obfuscation algorithm for semantic communication was
presented in [[15]].

To the best of our knowledge, there is no work on secure
JSCC of semantic sources over wiretap channel with passive
eavesdroppers under separate equivocation and distortion con-
ditions for semantics and observed source.

II. PROBLEM STATEMENT

Consider a model shown in Fig. [I] where a transmitter
wishes to send the semantic and observed data to a receiver
(Bob), subject to some distortion constraints while keeping
them hidden from an eavesdropper (Eve) with some equiv-
ocation constraints. Thus, the source consists of intrinsic
(semantics) state and extrinsic observation which are modeled
as a sequence of ii.d. r.v.s S¥ and U*, respectively. They
are correlated through joint distribution pg (s, w) defined on
product alphabet S x U.

Main (Bob’s) and wiretap (Eve’s) channels are modeled as
a discrete memoryless channel (DMC) with input X on X
and outputs Y on ) and Z on Z given transition probability
Py,z|x- In this work, we consider a degraded channel model:
Py, z|x = Py |xPz|x-

There are two cases for encoder input. In the first case, the
encoder has access to both semantics s* and observation u*,
while in the second case, the encoder is only given u* and
has no access to a semantic sample s”.



Source l K l

iSemantics Sk 'U_k) X X" pme Y?"| Receiver ﬂ»

1 s > Puls .Sk) Transmitter ——>»{ Pavix > (Bob) ik,
.......................... 1

%H(s’wz") > Ag

Eav‘?;‘\j/;o)pper FHUHZ™ > Ay

1 e
;H(s*,u’ﬂ\z") > Agy

Fig. 1. System Model

The case 1 encoder f; : S¥ x U¥ x K — X™ maps the
semantic and observed sequence and a key to a channel input
sequence X". The case 2 encoder fy : U kx K — X™, acts
only on the observed sequence and key.

The transmitter and receiver have access to a shared key
which is modeled as random variable K with alphabet K.
This key is used to secure part of the data with a one-time
pad technique.

We define decoding function as f : Y x K — (S* U¥)
which maps Bob’s received signal Y and the shared key to
estimated semantic and observed sources S* and U* defined
on alphabets 5’, U.

From the decoder function definition we have:

H(S* UF|y™, K) =0. (1)

Additionally, we set distortion measure for semantics dg :
S xS — RT and for observation dy : U x U — RT.
We follow the same naming for the block average distor-
tion: dg(s*,8%) = %Zle ds(s;, 8;) and dy(uf,a*) =
F 2 do (s, ).

The goal of this work is to characterize the following region:

R ={(R,Rk,Ds,Dy,As, Ay, Agy) is achievable},
where a tuple (R, Ry, Dg, Dy, As, Ay, Agy) is achievable

if there exist source-channel (k,n)-code (f1, f) (or (fz, f) for
the second encoder input type) s.t.:

n/k < R+e, 2
1

Eds(S*,S*) < Ds +e, 4)
Edy(U*,U*) < Dy +e, 5)

1
SH(SM|ZM) > As = e, (6)

1
EH(U’“|Z") > Ay — e, (7)

1

zH(S’f, UM Z™) > Asy — €, (8)

are satisfied for any ¢ > 0. Condition () restricts channel
expansion ratio (inverse of rate), that is channel uses per
source symbol. Equation (3) restricts the rate of the key
which is used to protect data with the one-time pad technique.
Average distortion for semantics and observation is restricted

by conditions @) and (3). Equivocation for semantics and
observation as well as joint one, restricted by conditions @,

and (8), respectively.
ITI. PRELIMINARIES

In this section, we provide some useful lemmas.

Lemma 1 ( [16| Theorem 3.5]): The rate-distortion function
for discrete memoryless source (DMS) U has the following
form:

RU (DU) = inf

pULU
Edy (U,U)<Dy

I(U;0).

To meet distortion conditions optimally in terms of rate for
both semantics and observation, we can employ the multiple-
description rate-distortion function.

Definition 1: The multiple-description rate-distortion func-
tion:

R(Dg,Dy) =inf{R: (R, Dg, Dy) is achievable},

where tuple (R, Dg, Dy ) is considered to be achievable if
there exists a code such that (2), @) and (§) are satisfied for

any € > 0.
Lemma 2 ( [I7, Theorem 2]):
R(Dg,Dy) = inf 1(8,U;8,0),
Ps.o|s,u
Edy (U,U)<Dy

Eds(S,8)<Ds

Lemma 3 ( [15| Theorem 1]): The case 2 of the encoder input
rate-distortion function can be rewritten as follows:
R(Dg,Dy) = inf  I(U;8,0),
Psou
Edy (U,U)<Dy
Eds(U,5)<Dg

where dg(U,S) = Zsesp5|U(s|U)dS(s,5') is a modified
distortion metric.

IV. MAIN RESULT

In this section, we present the general outer and inner bound
for a system model defined in Section

Theorem 1: (Converse). For both cases of encoder input,
any achievable tuple (R, Ry,Dgs,Dy,Ag, Ay, Agy) must
satisfy:

Ry(Dy) < RI(X;Y), 9)
Rs(Ds) < RI(X;Y), (10)
R(Ds,Dy) < RI(X;Y), (11)
Ay < Ry + RII(X;Y) — 1(X; Z)]

—Ry(Dy) + H(U), (12)
As < Ry + R[I(X;Y) - I(X; Z)]

“Rs(Ds) + H(S), (13)
Asy < R + RI(X;Y) — I(X; Z)]

—R(Dg, Dy) + H(S,U). (14)

The proof of Theorem [T is provided in the Appendix.
One can see that the equivocation in the converse region
consists of three basic terms. The first one, Ry, shows how



much equivocation we achieve using the one-time pad tech-
nique with a key rate Rj. The second one is the secrecy
capacity (R[I(X;Y) — I(X;Z)]). And the last one (i.e.
H(U) — Ry(Dy)), describes the part of equivocation due to
loss in source encoding.

Theorem 2: (Inner bound). When the transmitter has ac-
cess to both semantics and observation (case 1 of encoder
input), a tuple (R, Dg,Dy,As, Ay, Agy) is achievable if
there exist auxiliary r.v.s A, A,, Be, By, Q¢, Qp, We, X with
joint distribution p(amap,bp,bp,qc,qp,wp,x) and functions
S:AF x Ak — Sk and U : AF x Ak x BF x Bk — U*
such that the following inequalities hold

( ) < RI(QmY)u
I(S; Ac, Ap) < RI(Y; Qc, Qp),
I(U; B.|S, A.) < RIW,; Y|Q.),
I(U; B.|S, Ac) + I(U; By|S, Ac, Ay, Be) <
< R[ (WC’NY|QC) + I(X;Y|chQp: Wc)]
Ds > Edg(S, S(AC7AP)),
Dy > EdU(UaU(AcaApopr))a

I

Ag < H(S|Ac, Ap) + R(H(Z|X) — H(Z|Qc))
+RI(Qp; Y|Qc),

Ay < H(U) — I(A., Ay S) — I(Be; U|A,)
—I(B,;U|S, Ac, )+RH(Z|X)
+RI(X7Y|QC,Q;>, We),

Asy < H(S,U) - 1(S; A, Ap) — I(U; Bp|S, Ac, Ap, Be)

—I(U; B[S, Ac) + R(H(Z]X) — H(Z|Qc, We))
+RI(Qy: Y Qo) + RI(X; Y Qe Qp, Wo).

Achievability proof outline. Consider a codebook with
source, channel, and wiretap codes. Wiretap code is embedded
in the channel encoder and introduces additional random noise
to cover private parts of the data from the eavesdropper. We
introduce source encoder auxiliary r.v.s A, Ap, B., By, and
channel encoder auxiliary r.v.s Q., Q,, W, for codebook
generation. The r.v.s A, and A,, reflect the distribution of i.i.d.
codewords (denoted by a* and a’;) for the common and private
parts of semantics, while B, and B, are used for the common
and private parts of the observation, for codewords denoted as
bk and b’;, correspondingly.

Then we use a technique similar to superposition coding:
for each sequence a¥ we generate a¥ and b, then for each
a’j, a];, bff we generate b’;. All of these sequences are selected
from typical sets.

The channel encoder codebook has a layered structure
related to the source encoder. That is, we generate sequence
q. from Q). distribution, for each g; we generate ¢, and wy'
using @, and W, given g, g, w; we generate 2" according
to X. Sequences ¢, and z" additionally covered with noise.

To encode data, we choose source encoder sequences that
are jointly typical with encoder input. Then using the mapping,
we obtain the channel code sequences and transmit x™. The

decoding is based on the joint typically with channel output
y".

For this codebook and encoding/decoding procedure, we
show that the probability of encoding/decoding errors goes
to zero under some rate conditions with k — oco.

Finally, we bound the average distortion and equivocations.

For the complete proof of achievability see Appendix.

V. GAUSSIAN CASE

In this section, we consider the Gaussian source and channel
with quadratic distortion measure.

A. System model.

Let source be distributed according to normal distribution
(S,U) ~ N(0, K) with covariance matrix,

Ps osy
K = .
(USU Py
We set distortion measure dq(z,y) = dy(z,
and we model the channel as,

y) = (z —y)?,

E(X*) <P,
Y =X+ N, Nl»NN(OvPNl),
Z:Y+N2, NQaNN(07PN2)v

where P is the power constraint for channel input, Py, is the
noise power for the main channel, and P, is the noise power
for the eavesdropper channel, we define Py = Py, + Pp,.

B. Rate-equivocation-distortion region

For the Gaussian system model, we derive the following
outer bound from Theorem

Proposition 1: (Converse). In the case when the encoder has
access only to observation u* (case 2 of encoder input), for
the Gaussian source and channel, to fulfill conditions @)-(8)
any code must satisfy:

DS>7]7
DU>PU<

R
PJrPN ) )
Py, \T

Dg > Ps (m) ;

Isu

max [EU7PU(DS 77)} (1+ PN1> ?
Ay < R, + RC, + 1 5 log(2meDy),

AS < Rk + RCS + é 10g(27‘(‘€D5),

Asy < Ry + RC, + 1 log [(27re) K] —

_%max {bgD ,1ogPU(¢ 7

Ds—mn)

PN(P+PN1

g W s the

where n = Ps — %, and C; = 1lo
secrecy channel capacity.
Proposition 2: (Inner bound). When the encoder has access

to both «* and s* (case 1 of encoder input), for the Gaussian



source and channel, the tuple (R, Dg, Dy, Ag, Ay, Agy) is

achievable if:
) ( ) R
R

<1+ 5213

aPU Py P\

PQC+PQ

P ey,

2
P,
> ﬁal 2
DS = PS (a?Ps+B2P, iy Y20
P +’YUSU)
> _ (D‘Q %)
Dy = Py Py (a3 Py+72Ps+2azyosu)?’
R P+Pn, Py
As < 5 log (P TPg+Pn, P—Po,+Px
IB1PSPA

+ log 27T6w2— 5

B2 Py B afPs+B7P
<1 2 Ap
AU - 2 IOg /HzPS Ap azPU+62 Bp
+E log Py, +Pn, P+Pn, Pg+Pny ’
2 PQP+PX+PN1+PN2 PWC+P)'(+PN1 Pry

2P_ 2P_
L )

Q1P5+B%PAP Q2PU+183PEP
+§log - Py
Qp+Pg+PN

The inner bound is derived from Theorem 2] by choosing the
following auxiliary r.v.s. The source encoder variables: A. =
0, B.=0, A4, —a15+51Ap, where A, ~ N (0, P; ,) and
B, = U + 2B, + 7S, given B, ~ N(0, P J)-

The channel encoder variables:

Qc ~ N(Oa PQC)7
Qp:Qc+va QpNN(O7PQp)a
Wc:Qc+Wca WCNN((),PWC))
X=Q.+W.+Q,+X, X~N(0,Pg),
where P = Pf( =+ PQC + PWC —+ P@p
Function S defined as minimum mean square error (MMSE)

estimator of .S from A. and A, and U is the MMSE estimator
of U from B, B,.

C. Numerical evaluation

Fig. 2] shows outer bound obtained numerically from Propo-
sition [I| for the case of Ag = H(S) and Ay = H(U).
Fig. [3] shows the inner bound (Proposition [2) for the same
parameters but for case 1 encoder input. The other parameters
are: P =03, Py =1, osy = 08, P =1, Py, = 0.10,
Py, = 0.40.

VI. CONCLUSION

This paper presents an information-theoretic framework for
the secure transmission of semantic sources over wiretap chan-
nel. We characterize the rate-distortion-equivocation region
to see the theoretically possible trade-off between distortion
and secrecy requirements for semantic communications. We
present bounds on a general inner and outer rate-distortion-
equivocation region and reduce them to the Gaussian source
and channel model to bring closer a general model to a
practical wireless communication setup.

PQP P
(1 * PWC+P5¢+PN1> (1 + P_NXI)> ’

[ /uly

Fig. 2. Outer bound for Gaussian case and case 2 encoder input

[at/uley

Fig. 3. Inner bound (every point above plane is achievable) for Gaussian case
and case 1 encoder input

APPENDIX
PROOF OF THEOREM [I]

The following set of inequalities will be used in our proof:

I(X™Y™) < I(XsY;) < nl(X;Y), (15)
=1
k
LU U > — Z (U;U;) > Ry(Dy +¢),  (16)
. I
k. &k
I(S%; 8%) > E; (Si:9:) > Rs(Ds +¢),  (I7)
k R k R n
S OI(S5S) <> U) <Y I(X;Yy), (18)
=1 =1 1=1
where ¢ > 0.
First, we proof inequality in (9 as:
k n
1 . 1
(e) — T, 1) - LV
Ry(Dy +¢) <@ k;I(UﬂUl) <@ k;I(Xm)
<@ 1Y) < <B (r+o1(Xx;Y). (19



To obtain (T0), we follow the same steps as in the proof of

(@) with instead of (16).

The proof of (12) is as follows:
k(B + ) 2@ log K| > H(K) > H(K|Y™)
> H(K|Y™) — HK|Y"U*)
= H(K,Y")— H(Y™)

— H(K,Y",U*) + H(Y",U")
= HU*Y™) — HU*Y"K) =0 q(0*)y™)
>O q(Uky™) - [HU*2") - k(Ay - €)]
= H(U*, Y™) - H(Y") - H(U*, z")

+ H(Z") + k(Ay —¢€)
=H{Y"|\U*) + HU*) —~ HY™)

— H(Z"|\U*) — H(U*) + H(Z")

+k(Apy —¢)
= I(U* z") — 1([U% Y™) + H(U|U)

— H(U®) 4+ I(U*T*) + k(A — ¢). (20)

The first three terms in (20) can be rewritten as follows:
(U ZM) = I({U*Y™) + HUR|U*) =
= [(U*; Z2™) — H(Y™) + H(Y"|U*) + H(U*|U*)
> [(U*; 2™ — H(Y™) + HY"|URU*)

+ H(U*|U*)
= I(U" Z2") -
> I(U* 7" —

With the help of Lemma 1 (see Appendix), we have:

I(U* z™) — 1(U*Y™) > n[I(X; 2) - I(X;Y).
Substituting 1)) to @) we obtain:
k(Ri + ) > B p[1(X; 2) — 1(X;Y)] -
+ kRU(DU +€) + k(AU —¢)
MI(X;2) — 1(X;Y)] —

H(Y™) + HY™"™ U*|U)
I(U*;ym™).

21

kH(U)+
(22)
Ry +2¢ > T HU)+
+ Ry(Dy +€) + Ay
>B R+ o1(X;2) - 1(X;Y)] ~
+ Ry(Dy +¢) + Ap.

HU)+
(23)

To prove (13), we skip some steps due to its similarity with
steps in proof of (12 . ) (we use S* instead of U*).

E(Rp+¢€) > ... > H(S*|Y") — H(S*|Y"K)
>0 H(S*|v") - [H(S*|2") — k(As —€)]
= I(S*; Z") — 1(S*;Y™) — H(S*)+

+ I1(S*; S%) + H(S*|S%) + k(Ag — ¢)

>..>nll(X;2)-I(X;Y)] —kH(S)+

+ I(S*; 8%) + E(Ag —€) (24)
>ED pn[1(x;2) - I(X;Y)] — kH(S)+

+kRg(Dg + €) + k(Ag — ¢). (25)

Now we proceed with the proof of (TI). Our proof will rely
on the following inequality:

k
1
(S’~c U SR U%) > =3 IS, U3 Si, Us) > R(Ds, D).
k i=1
(26)
Thus, (T1):
9 | k )
R(Ds + ¢, Dy +¢) <B9 Eg S, U;)
1 < n
<(a) _ Y. < - .
< k;I(Xl,YlL kI(X,Y)
<® (R+e1(X;Y), @7)

where (a) is due to the data processing inequality.
Finally, the proof of (T4) is,
E(Ry+¢€) > ..> H(K|Y™) — H(K|Y™, 8% U")
= H(S*, U*y™) — H(S*, UF )y k) =0 m(S* TFym)
=8 H(SF,UMY™) — [H(S* UHZ") ~ k(Asy — )]
= H(S*, U* Y™y~ H(Y") — H(S*,U*, z™)
+H(Z") + KAsy —©)

= H(Y"|S*, U") + H(S* U*) — H(Y™)

— H(Z"|S*,U*) — H(S*, U*) + H(Z")
+ k(ASU — 6)
= I(S*k,U*; zm) — 1(S*, U, Y™) + H(S*, U*|s*,U*)

— H(S®, U*) + I(S*,U*; 8% U*) + k(Asy —€). (28)

The first three terms in (28) are,

I(S*, U% zm) — I(S*, U% v™) + H(S*, U*|S*,U*)
n[[(X;Z) — I(X;Y)].
Substituting in (28), we have:
k(R + €) >BY n[1(X; 2) — I(X:Y)] — kH(S,U)
+kR(Ds, Du) + k(Asu — €),
Rp+2¢> (R+e)[(X;2)— I(X;Y)] — H(S,U)

Letting ¢ — 0 completes the converse proof.

APPENDIX
PROOF OF THEOREM

Now we consider achievability proof for case 1 of encoder
input (encoder has access to both u* and s*).

Source codebook:

We introduce 4 r.v.s A, A, and B,, B, defined on alphabets
A., A, and B, B,. Random variables A, and B, correspond
to a codebook distribution of a common message part for
semantics and source. While A, and B, represent private
a part of semantics and source. Let R,., Rqp, Ryc, Iy, be
positive rates.



To construct a source codebook, we start by randomly and
independently picking 2¥%a< typical T (A.) sequences from
A, distribution. We call such sequence a®(s,.), where s, €
[1,2,..., 2kFac]

For each sequence a¥(s,.) we pick typical
T (Aplak(sac)) sequences from A, distribution and name it
ak(sac,sap) sap €[1,2,..., 2k,

For each a*(s,.) we ple 2FFve sequences bF(sqc, spe) €
TH#(B. |ac(sm)) Spe € [1,2, ..., 28Bec],

21<:Rap

We finish codebook by picking for each previous
sequences, 2FFr»  sequences b’;(samsap,sbc,sbp) €
7:Sk(Bp|alc€(5aC)aa];(samsap)vblg(saCaSbC))’ Sbp €
1,2, ..., 2k,

This codebook is revealed to Bob and Eve.

Channel codebook:

Let Q., @, and W, be r.v. for channel codebook generation
defined on Q., Qp, W,. Let Ryc, Ryp, Rue, Rup, R1, B2 be
positive rates s.t:

R < (R+€)I(QpaZ|QC)’
Ry < (R+6)I(X§Z|WC)'

From 7;%(Q..) we pick 2¥Rac sequences named ¢ (r4.), where
Tqe € [1,2,...,2FFa] is a index of a sequence.

For each ¢ (ry) we pick 2F(FaptFi)
dp (cha Tap> T’1) € Tn(Qpch (ch))

Also for each ¢7(r,.) we randomly pick 2¢fwe sequences
Wi (rges Twe) € T3 (Welgl (rqe))-

And, finally, for each ¢7'(r4c), qg(rqc, TapyT1), Wo (Tge, Twe)
we pick 2F(FurtF2) sequences ™ (Tge, Tqps 71 Twes Twps T2) €
T (X|qe (rge), 4 (Tges Taps 1), W (Tge, Twe))-

This codebook is revealed to Bob and Eve. Further to
shorten notations we will skip indices in sequence names.

Source encoding:

We have (s*,u*) as encoder input. We search for the first
jointly typical sequence a¥ s.t. (a¥,s*) € TF(A., S).

Then, given a¥, we find first af sequence s.t. (af,s") €
T (Ap, Slag).

Also, given codeword a¥, we proceed by finding first
codeword b¥ s.t. (%, u*) € T¥#(B.,U|S, ak).

. . k. k
And, given all previous codewords ag, a,

sequences

and bF,

we finish source encoding by finding first (b%, uF) €
7:5 (BP7U‘S ac’azﬂbﬁ)

Channel encoding:

We choose arbitrary one-to-one mapping
(Pges Taps Twes Twp) = 9(Sacy Saps Sves Spp) Which s used
to map source indices to channel indices. We assume

that there exist mappings (7gc,7qp) = ¢1(SacsSap) and
(Twca Twp) = gQ(Sbca sbp)-

Now, given channel indexes (7qc,Tqp, Twe, Twp) @S a Ie-
sult of mapping g, we sequentially select g,g,,w;,z",
from channel codebook. Alice transmit sequence z" =
x”(rqc7 Tap» 715 Twes Twps r9), where r1 and ry selected at ran-
dom with uniform distribution.

Decoding:

Bob receives y™. He sequentially searches in his codebook
for a codewords s.t.:

D (g2, y") € T Qe Y),

2) (g3,9") € T3M(Qp, Yar),

3) (wf,y )E 7:S (W07Y|Qc)

4) (2", y") € THX, Ygrs g wed)-

Then, given channel indexes (rgc,Tqp, T wes Twp), BOb us-
ing inverse mapping ¢! gets source decoder indexes
(Sacs Saps Sbe, Sbp) and decodes:
§k = S(a*,a"),
F k pk
= U(am ap> bca bp)
where S : AF x Ag —
are functions.
Errors at encoding and decoding:
We consider the following events which correspond to errors
at the encoding or decoding stages.
Encoder errors:

S”“andU:A’ij’;xfoB{;%ﬁ’“

&1 = { Baf : (af,s") € TF(AL, 9)},
s = { Aay : (ay,5") € T¥(Ap, Slak)},
E = { B : (), u") € TS (B., U|S, a})},
Eq = {AVE : (bF,uF) € T(B,, U|S, ak, ak, b))}

Decoder errors:

& = {34 #
& = {34, # qp
Er = {0 £ w"
58 = {ﬂi‘n 7’5 ™

1oy qr € T3 (Qe, Y,

tdysqy € T35 (Qp Ylar)}

e, w € T5"(We, Yla)}
ﬂf” € 75" (X, Ylq!, qp,wi) }

We upper bound probability of an “error” event as follows:

8
P’I‘{g} = Pg < ZPgi,
i=1
where Pg, = Pr{&;}.
Given k — oo, it can be shown that:
1) if Ree > I(Ag; S)
then Pg, — 0,
2) if Rop > I(Ap; S|AL)
then Pg, — 0,
3) if Rpe > I(B.;U|S, A.)
then PgS — 0,
4) if Ry, > I(By; U|S, A¢, Ay, Be)
then Pg, — 0,
5) if Rge < (R+€)1(Qc;Y)
then Pg, — O,
6) if Ryp + R1 < (R+€)I(Qp; Y|Q¢)
then PgG — 0,
7) if Rye < (R+€)I(W,;Y|Q.)
then Pg, — 0,
8) if Ryp + Ra < (R+€)I(X;Y|Qc, Qp, We)
then P58 — 0.
Analysis of expected distortion for semantics:



Ed, (5*,8%) =Ed, (5% £.0™))
= per{a, (55 ,0r) €}
+ PeE{d, (8%, £.0m) €}
< Pedsn + PeE{d, (5%, .)€}
= Pedsm + PeE{d, (5%, S(ak, A%)) 1€}
<© Pedgm+ Ps(14€)E {ds (S, S(A., Ap)) |5}
< Pedgn + (1+ @) Edy (5.5(4c. 4,))

where dg,,, = maxc gk yn ds (Sk7fS(Y”)), (a) due to law

of total expectation, (b) because f,(Y") = S(AF, Ak) given
no error occurs &, (c) due to typical average lemma and
(s*,al,af) € TF(S, Acy Ap), (d) due to E(X]A) <

s Yes Mp
We conclude that the following is sufficient to satisfy
distortion condition (@) for semantics:

Dg > Ed, (S,S(AcaAp)> ;

given k — oo
Analysis of expected distortion for observation:

Ed, <Uk, U’f) —Ed, (U’f,fu(yn))
= peE{a, (% f,rm) 1€}
+ Pg]E{du (Uk,fu(Y")) \5}
< Pedy + PeE{d, (U*, £, ) I}
=®) Pedypm + P E {du (U’“, 0(A, Ak BE, B§)> |€}
<© P;(1+6)E {du (s, (A, A%, BE, B;j)) |€}
+ Pedy,m
<@ Pedypm + (1+ 1) Ed, (U, U(Ae, Ay, B, Bp)) ,

where dy,, = maxc gk yndy (Uk,fu(Y")), (a) due

to law of total expectation, (b) because fuym™y =
U(AF, A’;, BF, B}’; ) given &, (c) due to typical average lemma
and (uk,af,aé,bﬁ,b’;) € TFU, A, Ap, Be, By), (d) due to
E(X|A) < EX.
A
Thus, to satisfy distortion condition @) it is sufficient to
have:

Dy > Ed, (U, U(AC,A,,,BC,B,,)) :

given k — oo
Equivocation analysis for observation:

Here we treat sequence indices s,. and 7., as random
variables. We start by analyzing equivocation for observation
U*:

HU* z™) = H(U"M,, Z") + [(U*; M, | Z™)
= H(U"|M,) + H(M,|Z") — H(M,|U*, Z")

— I(U*; Z"|M.,), (29)

where M, = (Spc, Spp) is an encoded (by source encoder)
message for observation.
First term of (29):
H(U*\M,,) = H(U"|spe, spp) = H(S*,U")
- I(Sbca pr; Sk, Uk) - H<Sk|Uk7 Sbe, pr)
=) H(S*,U*) — H(spe, s1p) — H(S*|U*, s0¢, 50p)
= H(S*,U*) — H(sp.) — H(spp) + I(Ste; Sbp)

— H(S*|U*, spe, s1p), (30)

where (a) because (Spe, spp) is a function of (s*, u*)
For second term (29) we have:
H(My|Z") = H(spe, s0p|Z") = H(rwe, rwp|Z")
>O) H(X"|rye) + H(Z"|X™) — H(X™Fwes Tuwp, Z™)
— H(Z"[rwe)
= H(X"|rye) + H(Z™|X"™) — H(X"|rwe, Twp, Z™)

— H(Z"|rge, Twe) — I(Z"574c|Twe), (31)

where (a) due to g, mapping, (b) for same reasons as in [[18}
eq. 2.38]. Substituting (30) and (3I) into 29) we have:
H(U*|Z™) > H(S*,U*) — H(spe) — H(sp) + I(e; Stp)

— H(S*|U”, spe, spp) + H(X"|re) + H(Z"|X™)

— H(X"™|"we, Twp, Z") — H(Z™|Tges Twe) — L(Z™; rge|Twe)

— H(Spe, $0p|U*, Z™) — I(U"; Z™ 5pe, Stp)- (32)
Now we reduce some terms in (32).

H(S*, U*) — H(S*|U", spe, spp) — H(8pe, 0p|U*, Z™)

=D H(U*) + 1(S*; spe, s0p3 Z"|U*), (33)
where (a) because (sp., spp) is a function of (s*, u*).
H(X™Twe, Twps Z") + I(U*; Z" pe, 81p)
<(a) H(X™Tpe,Twp, Z") + I(X™; Z™|Twe, Twp)
= H(X"[rwe; rwp), (34)

where (a) due to data processing inequality and g mapping.
I(Z™rge|rwe) < H(rge|rwe) = H(rge) — I(rge; Twe). (35)

Returning to (32) with (33), (34) and (33):

H(U*Z™) > H{U*) — H(spe) — H(spp) + I(Spe; Spp)
+ H(X"|rwe) + H(Z"[X™) = H(Z"|Tges Twe)
— H(rge) + I(rge; rwe) — H(X ™ |Twe, Twp)

+ 1(S*; spe, spp3 Z™|UP). (36)



Now we bound each term of (36):
1) HU*) = kH(U) (U* is i.i.d.),
2) H(Sbc) S kac’
3) H(stp) < KRy,
4) H(X"|rye) > k(Rge+ Ryp+ R1+ Ruyp+Ra2) —1—€1
(X™ is nearly uniform and [18, Lemma 2.5]),
5) H(Z™"X™) =nH(Z|X)
(channel is memoryless),
6) H(Z"|rge,Twe) <nH(Z|Q., W.) + nea
(see [18} eq. 2.50-2.52]),
7) H(rge) < kRge,
8) H(Xn|TwC7 Twp) < k(ch + qu + R+ Rg),
9 I(sbd pr) + I(rqd Twc) + I(Sk; Sbey Sbp Zn|Uk) > 0.
Collecting all terms we have:
H(U*\Z"™) > kH(U) — kRp. — kRyp + kRye + kRyp + kRy
+kRyp +kRy —1—e1 +nH(Z|X) —nH(Z|Qc, W)
— Neg — ]{Jch — k‘(ch + qu + R+ RQ)
=kH(U) — kRpc — kRyp + kRyp — kRye + nH(Z|X)
—nH(Z|Q.,W.) — nes — 1.
Thus, to satisfy equivocation for source, it is sufficient to have:
Ay < H(U) — Ryc — Rpp + Rup — Rye
+ (R+€)(H(Z|X) — H(Z|Qc, W) — ¢,
given k — oo.

Equivocation analysis for semantics:
For semantic equivocation, we have:

H(S*|Z") = H(S*|My, Z") + 1(S*; M| Z™)
= H(S"|M,) + H(M,|Z") — H(M,|S*, Z")
— I(8%; 2" M),
where M = (Sqc, Sap) is an encoded (by source encoder)
message for semantics. First term of (37):
H(S*|M,) = H(S"|sac; Sap)
= H(S*,U") — I(Sac, Sap; S*,UY) — H({U*|S*, suc, Sap)
=@ {H(S*, U*) — H(s4c, Sap) — H(U*|S*, 54¢, Sap)
= H(S*,U*) — H(s4c) — H(Sap) + I(Sac; Sap)
— H(U"|S*, 84c, Sap),
where (a) because (s4c, Sqp) is a function of (s*, u*). Second
term of (37):
H(M|Z") = H(Sac, Sap| Z") =(e) H(rge,mqp|Z")
>0 H(X"rqe) + H(Z"|X")
— H(X"|rge,rqp, Z2") — H(Z"|rqc),

(37

(38)

(39)
where (a) due to g; mapping, (b) see [[18} eq. 2.38]. Gathering
all terms, we have:
H(S*|Z™) > H(S*,U") — H(54ac) — H(Sap) + I(Sac; Sap)
— H(U*|S*, 84cy Sap) + H(X"|7qe) + H(Z™|X™)
— H(X"|rge,rqp, Z2") — H(Z"|rqc)

—H(sac,sap\Sk,Z") —I(Sk;Z”|sac,sap). (40)

We reduce some terms in (40).

H(S*,U*) — H(U*|S*, 84¢, 8ap) — H(Sac, $ap|S*, Z™)

=) H(S*) + I(U*; s4c, Sap; Z"|S), 1)
where (a) because (S4c, Sap) is @ function of (s*, u*).
H(X [rge; Taps Z7) + 1(S*; Z"[Sac, Sap)
<@ H(X"|rge,rqp, Z") + 1(X™; Z"1ge, rqp)
= H(X"|7¢e,Tqp), (42)

where (a) due to data processing inequality and g; mapping.
Substituting (@#I)) and @2) into (@0) we obtain:

H(S*|Z™) > H(S*) = H(8ac) — H(Sap) + 1(Sacs Sap)
+ H(X"|rge) + H(Z"[X™) — H(Z"|rgc)
— H(X™[7ge,7qp) + L(U; s0c, Sap; Z7|SF).

Now we bound each term of (@3):

1) H(S*)=kH(S) (S* is i.i.d.),

2) H(Sqc) < kRac,

3) H(sap) < kRap,

4) H(X"|rqe) > k(Rye+Rgp+ R1+ Rup+Ra) —1—€1

(X™ is nearly uniform and [18, Lemma 2.5]),

5) H(Z™"|X™) =nH(Z|X)
(channel is memoryless),
6) H(Z"|rge) < nH(Z|Q:) + nea
(see [18l eq. (2.50-2.52)]),
7y H(X"|rge, 7qp) < k(Ruye + Rup + R1 + R2),
) I(Uka Sacy Sap; Zn|Sk) >0,
9 I(sqc;Sap) > 0.
Returning to (@3) we have:

H(S*|Z™) > kH(S) — kRqye — kRap
+k(Ruye+ Ryp+ Ry + Ryp + R2) — 1 — €
+nH(Z|X)—nH(Z|Q.) — nea
— k(Rye + Ruyp + R1 + R2)

=kH(S) — kRyc — kRyp + kRyp
+nH(Z|X)—-nH(Z|Q.;) —nes — 1.

(43)

Thus, to satisfy equivocation for semantics, it is sufficient
to have:

Ag < H(S) = Rge — Rap + Rep
+(R+e)(H(Z|X) - H(Z|Q.)) — ¢,

given k — oco.
Joint equivocation analysis:
H(S*,U*|z™) = H(S*,U*\M) + H(M|Z"™)
— I(S8* U*, Z"| M)
=) H(S* U*|M) + H(M|Z"), (44)

where M = (Sqc, Sbe, Sap, Sbp) and (a) due to (Sk, U*) —
M — Z".
First term of (@4):

H(Skak|M) :(a) H(Sk7Uk) - H(M)7



where (a) because M is a function of (S*, U¥).

Second term of (@4):

H(M|Z™) > H(X"|r.) + H(Z"|X")
— H(Z"™|r.),

— H(X"|re,rp, Z™)

where 7. = (rge; Twe)s Tp = (Tgp, Twp)» (@) due to g mapping,
the fact that H(r.,7p|X™) =0 and X" - Y™ — Z™.

Returning to (#4) we have:

H(S*,U*|1z™) > H(S*, U*) —
+ H(Z"|X™) -

H(M) + H(X"[rc)
H(Xn|7"c,7“p,Zn) _H(Zn|rc)~ (45)

Now we bound each term of (@3):

1) H(S*,U*)=kH(S,U) (S* and U* are i.i.d),
2) H(M) S k(Rac + Rbc + Rap + Rbp)a
3) HX"r.) > k(Rgp + Ryp+ R1+Ro) —1—¢;
(X™ is nearly uniform, [|18, Lemma 2.5]),
4) H(Z"|X™) =nH(Z|X),
5) HX™re,rp, Z") < €
(due to Fano’s inequality, see [18, eq. (2.49)]),
6) H(Z"r.) <nH(Z|Qc, W) + nes
(see [18} eq. (2.50-2.52)]).

Finally, we obtain:

1

EH(SkaUﬂZn) > H(S U) - Rac - Rbc - Rap - Rbp
+ (R+€) (H(Z]X) = H(Z|Qc, W.
+qu+pr+R1+R2-

) e

Thus, to satisfy joint equivocation, it is sufficient to have:

Asy < H(S,U) — Rye — Rpe — R
+ Ry + Ry + (R+¢) (H(Z|X)

ap — Rbp + qu + pr
— H(Z|Qc, W) — €.

Summary of conditions:

R.«,R1,R2 >0

Roc + Rap = Rye + Ryp

Ry + Ryp = Rype + Ry

Rye < Rye

Rpe < Ry

Rae > I(A; S)

Rap > 1(Ap; S|Ac)

Ry. > I(B.;U|S, A.)

Ry, > I(B,; U|S, A, A, B)

Rye < RI(Qc;Y)

Ry + Ry < RI(QP§ Y|Qe)

Rye < RI(Wc§ Y|Qc)

Ryp+ Ro < RI(X;Y|Q¢, Qp, We)
Ry < RI(QW Zch)

Ry < RI(X; Z|W,)

DS > ]Eds(S, S(AwA;D))

Dy > Edy(U, ﬁ(Ac, Ay, B, By))

Ag < H(S) — Rae — Rap + Ryp
+(R+€)(H(Z|X) - H(Z|Q.)) —

Ay < HWU) — Rpe — Ry, + Ryp — Rye
HR+e)(H(Z|X) - H(Z|Qc, We)) — €

Asy < H(S,U) — Rae — Roc — Rap — Rep + Rgp + Rup
+Ry + Ry + (R+€) (H(Z|X) — H(Z|Qe, W.)) — €.

The above system of inequalities can be reduced to the
following system:

I(S;Ac) < RI(Qe;Y),

I(S; Ac, Ap) < RI(Y; Qc, Qp),

I(U; B[S, Ac) < RIIW YQe),

I(U; Be|S, Ac) + I(U; By |S, Ac, Ap, Be) <
< R[I (WCLY|QC) + I(X;Y|Qc, Qp, We)]

Dg > Edg(S,S5(Ac, Ay)),

DU Z EdU(Ua ﬁ(Aca Apv BC) Bp))a

As < H(S|Ac, Ap) + R(H(Z]X) — H(Z|Qc))
+RI(Qp; Y|Qc),

Ay <HU)-I(A., Ay S) —
—I(By;U|S, A, Ay, B:) + RH(Z|X)
—RH(Z|Qc, W. )+RI(Qp7Y|Q )
+RI(X;Y|Q¢, Qp, We),

Asy < H(S,U) — I(S; A, A,) — I(U; By|S, Ag, Ay, Be)
—I(U3 B.IS, A.) + R(H(Z|X) — H(Z|Qe,We))
+RIQp: Y]Qo) + RICX:; Y]Qe, Qe We).

I(Bc; U|Ac)



APPENDIX
LEMMA @]

Lemma 4: For UF — X™ — Y™ — Z™ Markov chain the
following holds [8]:

IU* 2™ — 1(U*Y™) > n[I(X;Z) — I(X;Y)].  (46)
Proof:
Uk y™) =) 1US Yy,
=1

HUR Y)Y = [(UF, 27 v v
_I(Zi-'rl;yilyi—l’Uk)

=I({U" Y)Y, 2
+I(Zi+1;Y¢|Yi71) *I(ZZ#l;YHUk,Yiil),

where 7! = (Zi, Zit+1, .., Zn). Following the same steps for
I(U*; Z™) we have:

I(U*;ym) = XR:AJFZH:B - zn:(},
=1 =1 =1

I(U*; 7 = zn:D+i:F — ZG
i=1 =1 i=1

where:

= I(U"Yiy*=!, 27,

(
(
(
(U*Zi|y = 27,
(Yi—l; Zi|2i+1),
(Yifl; Zi|2i+1Uk).

Due to Csiszar Sum Identity [16]] we have:
Sp=Yr
i=1 i=1
Yo=Y
i=1 i=1

Then:

Uk 27 = I(UR Y™ =Y IU% Ziy'™, 27—
i=1
o ZI(Uk7 )/i|)/1;717 Zi+1)
i=1

=nI(U" Z|V) —nI(U*;Y|V), (47)

where J is uniform r.v. with alphabet 7 = {1,...,n}, Z = Z;,
and V = (Y1 Z#L ).

DuetoV - W — X — Y — Z Markov chain, where
W = (V,U*), we can rewrite (47) as,

nI(W; Z|V) —nI(W;Y|V)=n[IW;Z) - I(V; Z)—
—IW;Y)+I(V;Y)]
=n[[(X;2)-1(X;Z\W)-I1(V;Z)—
—I(X;YV)+ (XY |W)+ I(V;Y)]
> p[1(X;2) - 1(X;Y))
where the last inequality holds since the channel is less noisy:
I(V;Y) > I(W; Z) and I(X;Y|U*) > I(X; Z|U*) (48)
The proof is complete.
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