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High-dimensional quantum key distribution (HDQKD)
is a promising avenue to address the inherent limita-
tions of basic QKD protocols. However, experimental
realizations of HDQKD to date have relied on indeter-
ministic photon sources that limit the achievable key
rate. In this paper, we demonstrate a full emulation of
a HDQKD system using a single colloidal giant quan-
tum dot (gQD) as a deterministic, compact and room-
temperature single-photon source (SPS). We demon-
strate a practical protocol by encoding information in a
high-dimensional space (d = 3) of the orbital angular
momentum of the photons. Our experimental config-
uration incorporates two spatial light modulators for
encoding and decoding the spatial information carried
by individual photons. Our experimental demonstra-
tion establishes the feasibility of utilizing high radiative
quantum yield gQDs as practical SPSs for HDQKD. We
also demonstrate experimentally secure qudit transmis-
sion exceeding one secure bit per photon, thus already
beating the traditional d = 2 QKD capacity.

http://dx.doi.org/10.1364/ao.XX.XXXXXX

1. INTRODUCTION

High-dimensional quantum key distribution (HDQKD) offers
an appealing approach to enhancing the performance of basic
QKD systems. Unlike traditional QKD protocols, which are
based on encoding two-dimensional quantum bits (qubits) using
two optical modes, such as linear polarization states, HDQKD
leverages d > 2 modes to encode d-dimensional quantum bits
(qudits) with a single photon. The higher information capacity
significantly increases the secure key rate per photon and also
enhances the protocol’s resilience to quantum bit error rate [1–
3]. HDQKD protocols have been demonstrated utilizing spatial
[4–19], time-bin[20–25], or time-energy [26–34] encoding.

The spatial mode of a photon is a convenient degree of free-

dom for encoding qudits, since it is relatively easy to manipulate
the states of such a qudit using phase plates and spatial light
modulators (SLMs). One notable spatial mode basis is that of
the orbital angular momentum (OAM) of photons [35]. OAM
modes are characterized by a helical phase of the electric field,
given by eiϕl , where ϕ is the azimuthal angle and l = 0,±1,±2...
is the quantum orbital angular momentum number. Thus, each
OAM mode carries a specific orbital angular momentum value
and is orthogonal to the other modes. These modes can be used
as a basis for encoding information.

Similar to traditional two-dimensional QKD protocols, ideal
HDQKD implementations require a true single-photon source
(SPS). However, until now, experiments demonstrating HDQKD
relied only on alternative sources: (a) attenuated laser pulses
[6, 36, 37], which generate weak coherent photon states, and
are generally vulnerable to photon number splitting attacks,
which limits the maximal secure key rate and distance [38–41], or
(b) sources based on spontaneous parametric down-conversion
(SPDC) [8, 42–44], which generate entangled photon pairs but
suffer from indeterminism in the photon production times and
low photon-pair emission probabilities. These photon sources,
therefore, limit the performance of practical HDQKD systems.
For this reason, a demonstration of HDQKD using an SPS is
essential.

An emerging SPS is the CdSe/CdS core/thick-shell giant
colloidal quantum dot (gQD) [45, 46]. Recent advancements in
gQD synthesis[47] and integration [48] into nanoantenna devices
yielded superior performance of gQDs as promising sources for
single photons. gQDs coupled to nanoantennas have several
advantages, including room-temperature operation and stabil-
ity over time [45, 46, 48], high single-photon purity [49], very
fast emission rates with high photon directionality leading to
high brightness [50] and near unity collection efficiency [51].
Additionally, their ease of synthesis, versatility of integration
with various nanostructures, and tunable emission wavelengths
[52, 53] make them attractive candidates for large-scale quantum
communication networks. This paves the way for gQDs as a
practical SPS for QKD systems, particularly in HDQKD. How-
ever, demonstration of encoding and measuring HDQKD bases
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MUB1 MUB2

|a⟩ = OAMl=−1 |α⟩ = 1√
3
(|a⟩+ |b⟩+ z2 |c⟩)

|b⟩ = OAMl=0 |β⟩ = 1√
3
(|a⟩+ z |b⟩+ z |c⟩)

|c⟩ = OAMl=+1 |γ⟩ = 1√
3
(|a⟩+ z2 |b⟩+ |c⟩)

Table 1. Two d=3 OAM-based mutually unbiased Bases
for HDQKD. {|a⟩ , |b⟩ , |c⟩} represent basis states in MUB1
and {|α⟩ , |β⟩ , |γ⟩} represent basis states in MUB2. Here z =
exp(2πi/3).

using single photons from gQDs or other room-temperature
SPSs is still an outstanding challenge.

Herein, we successfully emulate a free-space HDQKD sys-
tem and protocol based on two d = 3 mutually unbiased bases
(MUBs) of OAM states, encoded on (Alice) and decoded from
(Bob), single photons emitted from a single gQD. The encoding
and decoding are done using two SLMs. We demonstrate experi-
mentally secure qudit transmission exceeding one secure bit per
photon, thus already surpassing the traditional two-dimensional
QKD capacity.

2. EXPERIMENTAL CONCEPT

In order to implement an HDQKD protocol using OAM im-
printed on single photons, we choose two MUBs based on OAM
states, each with dimension d = 3. The first basis, MUB1, con-
sists of three states {|i⟩} = {|a⟩ , |b⟩ , |c⟩} with an azimuthal
phase having quantum numbers l = −1, 0, 1, respectively, and a
Gaussian intensity profile. The second basis, MUB2, consists of
three mutually orthogonal states, {|j⟩} = {|α⟩ , |β⟩ , |γ⟩}, each is
a linear combination of the states of the first basis, chosen such
that | ⟨i|j⟩ |2 = 1

3 , as is detailed in table 1.

A. Experimental setup and SPS characterization

We start by characterizing the gQD-based SPS. Fig. 1C shows the
measured emission decay and spectrum of the single gQD (on a
glass substrate) under pulsed laser excitation (405nm, 2MHz).
The radiative time trace is well fitted to a bi-exponent decay,
corresponding to the biexciton-exciton cascaded emission. To
mitigate the effects of more than one photon per pulse due to a
radiative biexciton-exciton emission, a temporal filtering tech-
niques has been applied to the the gQD SPS [50, 51] improving
the single photon purity, as is evident in second-order correla-
tion measurement presented in Fig. 1D. After filtering of 11ns
we get g(2)(0) < 0.1 ± 0.04 including the correlated noise of the
detector. It is important to note that this already high single
photon purity of gQDs at room temperatures can be greatly im-
proved by applying simple photon purification methods, with
a demonstrated photon purity P1 > 0.995, which means a two-
photon probability P>1 < 0.5%, limited by detector dark counts
[49]. This very low value of P>1 emphasizes the suitability of
CdSe/CdS gQDs as excellent SPSs for quantum communication
applications.

A schematic description of HDQKD emulation experiment
is shown in Fig. 1B. The photons emitted from the gQD were
collected using a high numerical aperture (NA 0.9) objective lens
(Olympus MPLFLN100xBD). Subsequently, the reflected laser
radiation was filtered out by a dichroic mirror (DM), and the

collected photons were then linearly polarized using a polarizing
beam splitter (PBS).

The first SLM (Alice) (phase-only Holoeye Pluto - NIR-011),
was then programmed to encode any of the six states in table 1
on the photon’s spatial mode. The states of MUB1 are directly
encoded using the phase-only SLM by applying the required
helical phase mask. Since the states of MUB2 are suppositions
of OAM modes, their encoding requires amplitude and phase
modulation. Nonetheless, we approximate these states by states
with the same phase profile and a Gaussian amplitude (see SM
1A and 1B).

A 4f imaging setup was employed to image SLM-Alice onto a
second SLM-Bob (with a total distance of 80cm between the two
SLMs), allowing for the seamless transmission of the encoded
information. SLM-Bob was programmed to decode the informa-
tion by applying the complex-conjugated phases of the states
of MUB1 and the phase-only approximated states of MUB2 [54].
The overlap of the states encoded by Alice and decoded by Bob
is proportional to the probability of detecting the photon on the
optical axis at the far-field of the SLMs. It was measured by
placing single-mode fiber coupled to a single photon avalanche
photodiode (SPAD) at the focal plane of a lens (L3) placed after
SLM-B. A non-polarizing beam splitter (BS), placed between
the lens and the fiber, probabilistically directs some of the pho-
tons to an optical analysis setup consisting of a Hanbury Brown
and Twiss (HBT) setup, a spectrometer, and sCMOS camera, all
placed at the same plane as the single mode fiber.

3. RESULTS

A. Imaging of the spatial mode of photons after decoding
The first part of the emulation experiment involved imaging the
photons encoded by Alice and decoded by Bob using a high-
resolution camera. Each image is acquired by a long exposure of
60 seconds. The resulting matrix, with the columns representing
the modes selected by Alice and the rows are modes Alice, is
presented in (fig Fig. 2). The modes displayed at the perimeter
of the image are the calculated modes of Table 1.

As can be clearly seen, the main diagonal of the matrix results
in an almost perfect Gaussian mode at the center of the image,
indicating a situation where Alice and Bob decided to encode
and decode in the same basis and the same mode. Importantly,
considering imaging of the decoded photons onto an SMF, the
diagonal elements predict an optimal coupling efficiency. The
off-diagonal elements in the two diagonal blocks, all have near-
zero intensity at their center. Therefore imaging this mode onto
an SMF, will result in minimal, ideally zero, coupling efficiency.
This emulates the situation where Bob selected the correct basis
but the wrong element. The off-axis blocks, which represent
the cases where Bob and Alice have selected different MUBs,
are hard to interpret just by looking at the image. A clearer
understanding can be gained from an actual projection of the
resulting modes onto an SMF (Section B)

B. Projection measurement into a single mode fiber
To demonstrate a full HDQKD decoding system at Bob’s side,
we conducted single photon projection measurements by imag-
ing the decoded photons after SLM-Bob onto an SMF connected
to a SPAD. The results of these measurements are presented in
Fig. 3A. Here we present the SPAD counts at each configuration
of SLM-Alice and SLM-Bob, normalized such that each column
in each 3x3 block sums to 1. Consistent with our camera imaging
results, the diagonal elements exhibit a nearly perfect projection
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Fig. 1. Demonstration of high-dimensional quantum key distribution using giant quantum dot (gQD) based single photon
source (SPS): Experimental concept and setup, SPS characterization. (A) Visualization illustrating the key steps in the experi-
ment: Starting from the left, a pulsed laser excites the gQD, which in turn emits single photons with a spatial Gaussian profile (as
indicated by the image above the photon). These photons accumulate a spatial phase pattern by Alice’s SLM, encoding spatial
information in one of six modes selected randomly by Alice ("encoded states” as seen in the far field). The information is then trans-
ferred to Bob’s SLM, which is used to project the photon on of the same size modes, selected randomly by Bob. (B) Schematic of the
experimental setup. Moving from left to right, a gQD sample on glass, a high NA objective (Olympus MPLFLN100xBD), dichroic
mirror (DM) used to reflect the 2Mhz repetition rate, 405nm, 1ns pulsed blue laser towards the gQD while allowing only the emit-
ted red photons to pass, a PBS to polarize the emitted photons, Alice’s SLM, a 4f optical system ( fL1 = fL2 = 20cm), Bob’s SLM,
plane lens ( fL3 = 30cm), and a BS. The BS directs photons to either an SMF for projection measurement or to an analysis setup:
HBT, spectrometer, or camera for further analysis. (C) The blue curve presents the measured emission lifetime of the single gQD,
the black line corresponds to a fitted 2-term exponential, accounting for exciton (τx) and biexciton (τBx) lifetimes of 25ns and 4ns,
respectively. The inset displays the spectrum of the gQD, centered at 640 and with a FWHM of 30nm. (D) The measured second
order correlation function, g(2)(τ) of the single gQD, displaying g(2)(τ = 0) = 0.1 ± 0.04 after time gating of 11ns.

of 96.2% ± 1.3%, while a very low projection of 1.9% ± 0.9% is
measured in all the off-diagonal elements. In the off-diagonal
blocks, a nearly uniform projection of around 1/3 ± 0.16 is ob-
served, which is expected for measuring in a MUB with d = 3,
as explained above: a measurement in the wrong basis should
yield a projection of 1

3 , thus giving no information.

Next, based on the measurement results, we extract the pro-
jected secure key rate of our HDQKD emulation experiment.
The secure key rate per photon is a critical metric for evaluating
the efficiency of any QKD system. It quantifies the amount of
secure key generated per detected photon, thus quantifying the
performance of the QKD system. Theoretically, the rate at which

secret key bits are generated per sifted photon, denoted as the
secure key rate R, is defined as [55]:

R = log2(d)− h(d)(eb1)− h(d)(eb2) (1)

where e1 and e2 are the quantum bit error rates of MUB1 and
MUB2 respectively and h(d)(x) = −xlog2(x/(d − 1)) − (1 −
x)log2(1 − x) is the d-dimensional Shannon entropy. In tradi-
tional QKD systems with d = 2, the secure key rate per photon
is inherently limited to R ≤ 1. However, as can be seen from
Eq. 1, a HDQKD with d = 3 can reach R = 1.58 in a noiseless
system. The theoretical prediction for R as a function of the bit
error rate for d = 2 and d = 3 are plotted by the dotted and full
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Fig. 2. Imaging the spatial profile of decoded photons in a
d=3 OAM-based encoding on two mutually unbiased bases
(MUBs.) This matrix captures encoded photons by Alice and
decoded by Bob, taken by a camera. Each row represents a
particular mode chosen by Bob, and each column indicates
the mode selected by Alice. The main diagonal displays near-
perfect Gaussian beams, signifying matched bases for optimal
projection into the single-mode fiber. Surrounding the matrix,
a complete row/column illustrates simulated modes from
Table 1.

lines in Fig. 3B, respectively.
To calculate the bit error rate of our system, we compute

the average deviation from theoretical expectations across the
diagonal blocks of Fig. 3A, which assumes a constant noise, since
in our system it arises mostly from the dark noise of the detectors.
This analysis yields a bit error rate of 3.6% ± 1.6% for MUB1 and
4.0% ± 0.8% for MUB2. Using Eq. (1), we find R = 1.0 ± 0.1.
This is a dramatic improvement over the achievable secure bit
rate of d = 2 QKD system having the same quantum error
rate (Fig: 3B). We note that d > 2 is advantageous even in
the presence of large system noise, as the maximal tolerated
noise is significantly higher, 15.8% compared with 11%, as seen
from Fig 3B. This underscores the superior performance and
robustness of HDQKD protocols in the face of noise challenges.
We note that unlike bit error rate extracted form the diagonal
blocks, the errors in the off-diagonal blocks arises mostly from
the imperfection in the decoded modes resulting from our phase-
only approximation (Fig. S1).

4. DISCUSSION

Our experimental demonstration establishes the feasibility of uti-
lizing a high radiative quantum yield, room-temperature gQD
as a compact SPS for high-dimensional quantum key distribu-
tion. Here, we used a bare gQD, which is limited in its photon
emission rate due to its inherent radiative lifetime, and in the
photon collection efficiency, due to the isotropic emission pat-
tern. In recent years, we have shown that both these limitations
can be greatly improved by coupling these gQDs to a hybrid
metal-dielectric antenna consisting of a nanocone resonator sur-
rounded by a circular Bragg bullseye antenna [50, 51, 56, 57].

Fig. 3. Emulation of a d=3 high-dimensional quantum key
distribution protocol using single photons. (A) The normal-
ized counts recorded at the single photon detectors, when
Alice and Bob each select one of the three states from one of
the two bases. (B) The deviation of (A) from theory (C) The
secret key rate is plotted against the average error rate eb for
dimensions d = 2 and d = 3. The solid data point represents
the measured error rate in our system. The solid curve corre-
sponds to the theoretical values for d = 3, while the dashed
curve represents the theoretical values for d = 2. We get a bit
error rate of 3.8% and thus from Eq. (1), a secure bit per pho-
ton of 1.03.
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These SPS devices showed both record high photon direction-
ality and collection efficiency, together with a sub-nanosecond
emission lifetime, enabling a GHz rate of single photons from
a room-temperature source. With the recently demonstrated
single-photon purification technique yielding negligible two-
photon events [49], these ultrabright sources combined with
the HDQKD scheme shown here will result in much higher bit
rates and much lower quantum bit error rates leading to new
and exciting opportunities for robust, compact and fast quan-
tum encryption systems based on deterministic photon sources.
Furthermore, an added ability to position several gQDs with
different emission wavelengths on the same nano-antenna could
enable encoding HD qudits simultaneously on distinguishable
photons, which can be used for distributing a common secret
key in a quantum network from a single SPS device.

To fully leverage the potential of gDS for generating sin-
gle photons at a GHz rate for HDQKD, faster encoding and
decoding schemes are essential. High-dimensional encoding
can be achieved using a fast optical switch to route photons
through static phase plates [11, 58], while efficient decoding can
be achieved with mode-sorters [59–62] or multi-plane light con-
verters [63, 64], focusing each OAM and MUB state to a separate
single photon detector. Integrating gDS with these technologies
opens the door to realizing QKD systems with unprecedented
performance over noisy links.
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